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« OpHa 13 nyylmx offensive-KkoMnaHMM Ha pbiHKe
Knbepbe3sonacHoOCTU

*  Mbl rapaHTUpPyeM KayecTBO U KOHPUOEHLMANbHOCTb BO BCEX
neHTecTax. [lenaeM npoeKTbl 06O CNOXKHOCTU BbICTPO, ‘ 1
OCTaBaaCb Bcerga Ha CBA3U C 3aKa3yMKOM .

+ CHWMMaeM COMHEeHUS B OTHOLLIEHUNU KUBEPPUCKOB KITMEHTOB, .
nomoraeM 6onee apPeKTUBHO pacxoaoBaTh 6GroaxKeT Ha NB r .
OOHOCUTb NpobieMbl 6€30MacHOCTM 00 pyKoBoaUTEeN
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IHeaTenbHOCTb

* TecTupoBaHMe Ha MPOHMKHOBEHWME, aHaTM3 3aLWMLLEHHOCTH,
aHanmM3 MCXOOHOIro Koga I_Ipl/I}'IO)KeHl/ll;l, coumalsibHad

NHXXeHepund
* Application Security, DevSecOps, BHeapeHME MPOoLLECCOB
SSDLC
P
———.
« Pa3paboTka npoaykTtoB B obnactn N6
Y e

¢ AYTCOPCUHI MpoLLeccoB Knbepbe3onacHOCTU, cepBepHasd
noaaep»<Ka

*  PerynapHbl1 MOHUTOPUHI YA3BMMOCTEN, HEMNPEPbIBHAA
MHBEHTapM3aLmMa BHeLlHero nepmmMeTpa, Continuous
Penetration Testing.
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HeMHOYXXKO npo SAST JEF

ONE
2022
YTO 3TO Takoe? P
PelleHmne, KOTOpoe No3BondeT obecneurBaTb COOTBETCTBME CTaHOapTaM, HaxoauTb
HedoCTaTKM 1 YA3BMMOCTU B MCXOOQHOM Koae 6e3 3amycka CaMoro npunoXxXeHums.
YTO XOTUM pellnTb C MOMOLLbKO SAST?
« CooTBeTCTBME KOAa MPaKTMKAaM BBEOEHHbLIMU B KOMMaHUM /
* [loMCK HeOOCTAaTKOB KOHOUIypaunm (HanpmuMep, nginx, Docker)
* [lounck cekpeToB B koae (API-kntoum, TOKeHbI, Naposn 1 1.4.) - /
*  YA3BMMOCTU U HEOQOCTaTKM B MCXOOHOM KoOe /
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[ToueMy roBopunM npo Open-source

« Ecnm He ncnonbsoBanm SAST-peweHMa 0o atoro, Open-source MoXXeT
MoMo4Yb chOpPMMPOBaATb TPEOOBAHUS

« Xopollaga nogaepykka oT coobLecTBa
«  MO)XHO co3aaTb COOGCTBEHHbIE MpaBK/ia CKaHMPOBaHMA
* [lonynapHble MHCTPYMEHTblI MMeIT NHTerpaynm c IDE

* HeﬂOﬂaQYTﬂOﬂcaHKHMM

e —
p— el
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\
Semgrep X ONE

2022

OCobeHHOCTU pelleHns

 [logoeprkka 25+ a3bIKOB NporpamMMmMpoBaHmnA

« bonee 2400 wabnoHos

* [lpoBepka KOHOUTYPaALMOHHbIX dannoB

* [lpaBwmna oNMMUCbIBAOTCA KaK KOL - TIEFKO HamMmMcaTb CBOW, NO4 KOHKPETHbIE 3a4a4m
+  WHTerpauuu: IDE, CI/CD, Slack, Jira

« BO3MOXXHOCTb CO34aHMSA aBTOUCMPaBEHUNS

* [lounck HepgocTaTkoB rno Data flow

* [1OWNCK CEKPETOB MO 3HTPOMNU

« MoykeT 3anyckaTbca ToKanbHO, 6e3 goctyna B MIHTepHeT

*  /IMeeT cobecTBEeHHYO Be6-NnaTthopMy Mo ynpaBneHUio YAa3BUMOCTAMM

https://semgrep.dev 6



BapwaHTbl Mcnoib3oBaHUA Semgrep VFF
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1. Semgerp CLI 2. Semgrep APP
KOHCOSTbHbIN BapWaHT NCIMOJ1b30BaHNA Semgrep. Be6-cepBl/IC, N3 KOTOPOIO OCYLLLECTBINAETCH
[Mo3BongeT MOCTPOUTDb HeO6XO,EI,l/IMbIl;I cbnoy B NOOOM CKaHMpoBaHWMeE, yripaBJ/ieHNe YA3BMMOCTAMIMN B
CI/CD.

penosutopusax Github / Gitlab.

YA0o6HO ncnonb3oBaTh B ciydae self-managed SCM u, Y0o6HO 1cnonb3oBaTh, Koraa opraHnsauma
Korga HeobxogrMbl COOBCTBEHHbIE MHTErpaumm c MCMNONb3yeT N [oBepPAeT Saas pelleHnam
nnaTdopMaMm No ynpaBneHMo YA3BMMOCTAMMN.




[paBKna CKaHUPOBaHUA {ERE

2022

« [pne 6paTtb NpaBuna:
« https://qgithub.com/returntocorp/semarep-rules

« https://semgrep.deVv/r

« Playground: https://semagrep.dev/playground

PoOCT Konm4yecTBa npaBun Cc TedeHneM BpeMeHM

ABryct 2022
Anpenb 2022
OkTa6pb 2021

Mionb 2021

Anpenb 2021
HHBapb 2021
OkTa6pb 2020

Nionb 2020

Anpenb 2020

O 500 1000 1500 2 000 2500 3000
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https://github.com/returntocorp/semgrep-rules
https://semgrep.dev/r
https://semgrep.dev/playground

[TlonrpaemMm c Semgrep CLI

JTokanbHag YCTaHOBKa
JTiobaga cucteMa ¢ python:

$ python3 -m pip install semgrep

JTto6aga cuctema ¢ Docker:

$ docker pull returntocorp/semgrep

4
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Kak BbIrnagaT npasuna IEF

# python-insecure-crypto.yam|
id: md5-usage
languages:

- python
message: Found md5 usage
pattern: hashlib.md5(...)
severity: ERROR

ONE

2022

# md5.py
import hashlib

import sys

password = sys.argv[l].encode("utf-8")

h_password = hashlib.md5(password).hexdigest|)

if h_password == "d8578edf8458ce06fbc5blb76a58c5ca4":

10



3anyck Semgrep CLI

$ semgrep --config "./rules/python-insecure-crypto.yaml" samples/md5.py

Scanning 1 file.

Findings:
samples/md5.py
rules.md5-usage
Found md5 usage

4 h_password = hashlib.md5(password).hexdigest()

Ran 1rule on 1file: 1finding.

\
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OCHOBHbIe MoO/149 B MNPaBNJ1aX CKaHNPOBaHWMYA

[Tone

id

message

severity

languages

pattern

patterns

pattern-either

pattern-regex

Tun

Syglgle

string

Syglgle

array

Syglgle

array

array

string
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OnwvcaHume

YHUKaNbHbIV MOeHTUPUMKaTopa. *md5-usage

CooblieHne C YKa3aHMeM MPpUn4YmMHbl Cpa6aTbIBaHl/IS:I npaBKMsia
1 cnocobos YCTPaHEHNA

INFO, WARNING, ERROR

CMMCOK A3bIKOB MPOrpaMMmMPOBaHMA, KOTOPbIe 3aTparMBaeT
NpaBumnio. * cpp: [.cpp, .N]

[Monck no MnaTrepHy
Jlornyeckoe «m» no CrMMCKY MNaTtrepHOB
Jlormnyeckoe «nnam» rno CrmMMCKY MNnaTtrepHoB

[Monck no peryndpHOMY Bblpa>XXeHWNHO -



[orpy>xkaemca rnybxe: 3?

pattern-either e

id: missing-user
patterns:
- pattern-either:
- pattern: CMD ...
- pattern: ENTRYPOINT ...
- pattern-not-inside: |

USER $USER

message: By not specifying a USER, a programs in the container may run as 'root'.
severity: ERROR

languages: [generic]

paths:

include: ["*Dockerfile*"]

13



[lorpy>xxaemca rnyoboxke:
metavariable-comparison

id: insufficient-rsa-key-size
patterns:
- pattern-either:
- pattern: Cryptodome.PublicKey.RSA.generate(..., bits=$SIZE, ...)
- pattern: Cryptodome.PublicKey.RSA.generate($SIZE, ...)
- metavariable-comparison:
metavariable: $SIZE
comparison: $SIZE <= 2048
message: Detected an insufficient key size for RSA
languages: [python]
severity: WARNING

\
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[lorpy>xxaemca rnyoboxke:
metavariable-comparison

OnepaTop cpaBHeEHMA MeTarnepeMeHHbIX NCNoJib3yeT 6a3oBble BblpaXXeHneM CpaBHEHWNHA Python

id: web-ports
patterns:
- pattern: server.run(port=$PORT, env=$ENV)
- metavariable-comparison:
metavariable: $PORT, $ENV
comparison: not ($PORT in [8000, 8080, 8443]) and ($ENV in ["deV", "test"])
message: Web server in dev or test should use [8000, 8080, 8443] ports
languages:
- python
severity: ERROR
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ABTOMaTMYECKOe ncCrnpaBleHmne

rules:

- id: use-dict-get

patterns:
- pattern: $DICT[$KEY]

fix: $DICT.get($KEY)
message: "Use ".get() method to avoid a KeyNotFound error"
languages: [python]
severity: ERROR

\
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Kak 0o6aBUTb MOIE3HYIO Harpy3sKy? EFe

2022

rules:
- id: next_js-CVE-2020-5284
patterns:
metadata:
cwe: " CWE-89: Improper Neutralization of Special Elements used in an SQL Command "
owasp: " A03:2021-Injection”
references:
- https://owasp.org/Top10/A03_2021-Injection/
- https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
category: security
remediation: >-
1. use PreparedStatement() with bind variables

2. Escaping All User-Supplied Input

17



MHTerpauma B CI/CD Ha npuMepe Gitlab I

2022
semgrep:

image: returntocorp/semgrep

script: semgrep ci

variables:
SEMGREP_RULES: p/default
GITLAB_TOKEN: $CI_BOT
SEMGREP_GITLAB_JSON: "T" # Need to push findings to GitLab SAST Dashboard

script: semgrep ci --gitlab-sast > gl-sast-report.json || true # Push findings to GitLab SAST Dashboard
artifacts:
reports:

sast: gl-sast-report.json

18



KakK Hac4yeT Semgrep APP

Semgrep 000 Registry Playground App Pricing Docs

ﬁ
-

Semgrep

& Deploy in Cl with the click of a button

&I Manage rules across all your projects

LA See results where you want them with Semgrep's integrations
2, Monitor the efficacy and performance of code policy

< Save, share, and run your custom rules

Semgrep runs locally or in your build environment: code is never sent anywhere.

2022

Sign in or sign up to manage and enforce your code
standards.

© Sign in with GitHub
& Sign in with GitLab

Use SSO

19



OcHoBHOWM Dashboard

Upgrade

Dashboard
Projects

Rule board
Findings (40)
Editor
Settings
Support

Registry
Playground

Docs

Dashboard

Open findings IT. High severity
40 ot 1.0 5 s

Comment fix rate

0%

Projects Categories

Q|
Project name Open findings High severity Fix rate
15 < 0%
13 0%
0%
0%

0%

Rules

@: Most fired Rule
python.lang.correctness.exit.use-sys-exit

M Mostignored

javascript.lang.security.audit.unsafe-formatstring.unsafe-formatstring

# Most fixed javascript.express.security.audit.xss.mustache.var-in-href.var-in-href

Code injection

Cookie flag

Cross-site request forgery (CSRF)
Active debug code

Cryptography

Deserialization

Path traversal

Regex

Open redirect

Command injection

i Last 1 month

O O o N O W O O O -

© Disliked rules

Disliked Ignore Rate Fix Rate Total

0%

0%

0%

0%

0%

0%




PaboTa c pedekTamMm

Findings B4 Last 1 mont

upgrade to load older finding

Upgrade == Allrules+ Allbranches+ All actions v  All severities « Clear Filters X

Dashboard .
D Deduplicate across branches

Projects
RUICh oA Open (15) Ignored (0)  Fixed (0)
Findings (15)
Editor

Severity Finding Project Rule Introduced Status
Settings
Support .../materialize.js:3444 insecure-document-method 16 minutes ago Open

Branch: refs/heads/master from rule-board-monitor

Registry VEDIUN ...Juser.py:41 insecure-hash-algorithm-md5 16 minutes ago
Playground Branch: refs/heads/master from rule-board-monitor

Docs .../materialize.js:9948 useless-ternary 16 minutes ago

Branch: refs/heads/master from rule-board-monitor

.../materialize.js:8409 useless-ternary 16 minutes ago

Branch: refs/heads/master from rule-board-monitor

.../materialize.js:9948 useless-ternary 16 minutes ago

Branch: refs/heads/master from rule-board-monitor

.../materialize.js:8409 useless-ternary 16 minutes ago

Branch: refs/heads/master from rule-board-monitor

...Juser.py:41 md5-used-as-password 16 minutes ago

Branch: refs/heads/master from rule-board-monitor

formatted-sal-quer 16 minutes ago




YnpaBneHume wabnoHamMm

« maLibrary

Upgrade
Q

Dashboard
]

Projects
I Semgrep Registry

Rule board
Findings (15)
Editor
Settings
Support

Registry
Playground

Docs

untitled_rule ©

simple mode advanced mode

.
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‘ Q Share | Add to Rule Board v

test code metadata docs

id: untitled_rule

pattern: print("...")

message: Semgrep found a match
languages: [python]

severity: WARNING

print("Welcome to Semgrep!" + "Use our Run button to start experimentin

-->")

print(®. =)

# To detect ALL calls to the print() function, change the Semgrep Rule
from: print(™...") te print(....)

print(not_a_string)

print(first_var, second_var)

print()

# print("This is commented out so it will never be found")




UTO nenaTtb oanbLie?

« [IpUMEHWNTb roTOBbIE MpPaBuia

e PeanusoBaTb cCOOCTBEHHbIE A9 BbiaBNEeHUSA OLLMOOK
cneunduyHbIX ona Bawem obnactum

+  BcTpouTtb SAST B npouecc CI/CD

* Ha nmepBblx 3Tanax pa6OTaTb B pexxmMe MOHUNTOPUHIa N HE
BJIMATb Ha CTaTyC C60pKl/I

«  XpaHUTb pe3ynbTaTbl CKAHNPOBaHNA B ogHOM cucTemMe

« [locTpouTb NPOCTOM MPOLECC yrnpaBneHna Ya3BMMOCTAMMU,
HaCTPOUTb UHTErpaLunm c bar-Tpekepamm

« Hactpoutb nHTerpaymnm c IDE
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KOHTaAKTbI

Telegram: @n3nff

Telegram-kaHan: t.me/justsecurity
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