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Whoami

Goncharov Alexander

– Engineer / Penetration Tester / Social Engineer

– Innostage

– PHDays speaker 
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Plan

• Who will benefit from this?

• Gathering information from the main site

• Leaks

• Metadata analysis

• Social media OSINT

• Passive Infrastructure Analysis

• Google Dorks

• Proof Of Concept
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Who will benefit from this?

• Pentest

• RedTeam

• Social Engineer



Contacts

info@bi.zone
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Gathering information from the main site

• About company

• Contacts

• Career

info@innostage-group.ru
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Gathering information from the main site 
– A real-life example

Result:

info@innostage-group.ru

@tel-int.ru

Email: info@tel-int.ru
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Gathering information from the main site 
– Result :

This information may be useful:

• When applying the following techniques
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Leaks in 2022 

Rostelecom

Yandex.Eda

Yandex.Eda.Couriers

2 Berega

Delivery Club

Umniy Dom

Yandex.Praktikum

Oriflame

Tele2

While writing this article, 
I got tired of updating
the table

CDEK

Wildberries

Pikabu

Avito

Gemotest

CDEK v2.0

Russian Post

Kari 
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Leaks – Geolocation
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Leaks – Geolocation – A real-life example
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Leaks – Result

This information may be useful:

• In the internal/external pentest:
• User/Mail verification
• Bruteforce
• Password Spray
• During Active Directory pentest

• In phishing campaigns

• For the application of social engineering
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Metadata

• Names of employees

• HostName

• Network share

• Software version

• Printer information
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Metadata – Results

This information may be useful:

• In the internal/external pentest:
• User / Mail verification
• Bruteforce / Password Spray
• During Active Directory pentest

• In phishing campaigns

• For the application of social engineering
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Social media OSINT

• Search by place of work in VKontakte / Facebook / ok

• By geolocation in photos

• By hashtags

• Swapping geolocation

• Mentioning friends in photos on Instagram, VK

• The company's social media

Note: 

To maximize the effectiveness of these methods, you need to know
the format of the email
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Social media OSINT – Search
by place of work

• VERY effective for compiling a list of users

• Easy to parsing
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Social media OSINT – By geolocation in photos

• Useful for social engineering

• May be effective for compiling a list of users
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Social media OSINT – Swapping geolocation

• Detects People Nearby

• Useful for social engineering

• Works in Telegram and VK
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Social media OSINT – By hashtags / 
Mentioning friends
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Social media OSINT – The company's
social media

• Useful for social engineering

• May be effective for compiling a list of users
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Social media OSINT – Results

This information may be useful:

• In the internal/external pentest:
• User / Mail verification
• Bruteforce / Password Spray
• During Active Directory pentest

• In phishing campaigns

• For the application of social engineering
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Passive Infrastructure Analysis

• Searching for subdomains

• Automating work with Shodan

• Automating info collection
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Passive Infrastructure Analysis – Subdomains
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Passive Infrastructure – Smap

Features

• Scans 200 hosts per second

• Makes no contact to the targets

• Doesn't require any account/api key

• Vulnerability detection

• Supports all nmap's output formats

• Service and version fingerprinting
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Passive Infrastructure – Smap – Example
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Passive Infrastructure – Shodanalyzer

Features

• Open ports

• Makes no contact to the targets

• Required account/api key

• Vulnerability detection

• Service and version fingerprinting

• Technologies

• Honeyscore
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Passive Infrastructure – Shodanalyzer –
Example
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• Passive Infrastructure Analysis -
Automating info collection

• Harvester

• SpiderFoot

• etc...
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• Passive Infrastructure Analysis -
Automating info collection

• Email

• Sub-domain

• Ip

• Url

• Phone number

• Username

• Network subnet (CIDR)

• Hostname

• ASN

• etc...
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Passive Infrastructure Analysis – Results

This information may be useful:

• During the active stage of penetration testing

• For understanding external infrastructure
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Google Dorks

Features

• Files Containing Usernames

• Sensitive Directories

• Web Server Detection

• Vulnerable Servers

• Error Messages

• Files Containing Juicy Info

• Files Containing Passwords

• Network or Vulnerability Data

• Pages Containing Login Portals

• Various Online Devices

• Vulnerabilities
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Google Dorks – Result

This information may be useful:

• To search for sensitive information

• To search projects on github / stackoverflow / pastebin / trello 

• To search for internal/interesting files
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Proof of Concept
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Proof of Concept

Simple user verification
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Proof of Concept

OWA timing attack
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Thanks for watching. Any questions?

Telegram: wdd_adk




