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Agenda

• Fasol campaign;
• APT31 new campaign;
• Tonto Team campaign; 
• Woody campaign.



Fasol campaign
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Attack targets

• Government;

• Energy Industry;

• Mass Media;

• Other.



5

Initial access

• Phishing;

• ProxyShell.
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Unknown malware
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Fasol RAT: Samples
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https://blog.malwarebytes.com/malwarebytes-news/2022/05/unknown-apt-group-has-targeted-russia-repeatedly-since-ukraine-invasion/ 8

Fasol RAT: Obfuscation

https://blog.malwarebytes.com/malwarebytes-news/2022/05/unknown-apt-group-has-targeted-russia-repeatedly-since-ukraine-invasion/
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Fasol RAT: String encryption
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Fasol RAT: Resolve API functions



11

Fasol RAT: Commands

• ls;

• execute;

• getcomputername;

• upload;

• exit.
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Fasol RAT: Network protocol 
• Id=%s

• Id=%sfile=%s

• \t<DIR>\t%s\r\n
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Cobalt Strike Beacons

Beacon type C2 Server Path PublicKey_MD5 Spawnto_x64 Spawnto_x86 Watermark

Hybrid HTTP 
DNS

dns.jprava.com

/Link/photos/VR91
NKTT0PM2

defb5d95ce99e1e
bbf421a1a38d9cb

64

%windir%\sysnati
ve\WUAUCLT.exe

%windir%\syswow6
4\EhStorAuthn.exe 1580103824

HTTPS https://jarvcza.com

HTTPS https://kramerden.com

HTTPS https://mastraca.com

• Windows Update Agent;
• Microsoft Enhanced Storage Authentication Program.
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Packers

• ScareCrow;

• StdVectorPacker;

• CFFlooderObfuscator.
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ScareCrow: Scheme of work

Key
Base64 decode

Data

IV
AES decrypt

Base64 decode + unhexlify

https://github.com/optiv/ScareCrow

https://github.com/optiv/ScareCrow
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ScareCrow: Data decode and decrypt
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ScareCrow: Overview



https://www.capstone-engine.org/lang_python.html 18

ScareCrow: Capstone engine analysis

https://www.capstone-engine.org/lang_python.html
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StdVectorPacker: Key init and encryption
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StdVectorPacker: Automation analysis
Static unpacking:

• Find xmm registers containing encryption keys;

• The value of each register is placed in a temporary variable;

• Find the encryption key values stored as bytes;

• Along with getting the data we memorize the offsets at which they are 
written to the register;

• If the encryption key is written across multiple registers, calculate the 
offsets of one relative to the other;

• If there are two decryption cycles, then divide the encryption key into 
two parts;

• If we find the second encryption function, then stage 1;

• Decrypting the data.
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CFFlooderObfuscator: CF-graph
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CFFlooderObfuscator: API resolve
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CFFlooderObfuscator: Decrypt function
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CFFlooderObfuscator: Embedded data
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CFFlooderObfuscator: switch-as-binary-
search implementation
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CFFlooderObfuscator: Trace analysis
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CFFlooderObfuscator: Scheme of work

Input data

8-symbols block Intermediate byte

XOR with gamma
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CFFlooderObfuscator: Static analysis



Bonus - TokyoHotel: https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact/
https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact-part-2/ 29

Network infrastructure barmnava.
com

91.210.105.71

windowsof
ficial.com

91.210.104.247

12.03.2022

15.03.2022

gajavaba.com

91.210.104.247

klartbe.com

91.210.105.59

15.03.2022

19.03.2022

mastraca.com

91.210.104.22

jprava.com

141.105.64.113

19.03.2022

19.03.2022

kramerden.c
om

193.109.69.5

jarvcza.com

5.39.221.57

19.03.2022

21.03.2022

fatobara.com

91.210.104.54

jadczxc.com

141.105.69.252

22.03.2022

05.04.2022

dogbor.com

91.210.104.242

29.04.2022

rainqor.com

91.210.104.121

29.04.2022

lartybasta.com

141.105.68.14

https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact/
https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact-part-2/


https://bigb0ss.medium.com/redteam-c2-redirector-domain-fronting-setup-azure-adbedbd28305 30

Domain fronting

• pulkovo.azureedge.net

• pulkovoairport.azureedge.net

• interrao.azureedge.net

• dev-interrao.azureedge.net

Victim C2 Server

Trusted Domain Attacker Domain

workhub.microsoft.com

https://bigb0ss.medium.com/redteam-c2-redirector-domain-fronting-setup-azure-adbedbd28305


https://securelist.com/owowa-credential-stealer-and-remote-access/105219/
https://docs.microsoft.com/en-us/dotnet/api/system.web.httpapplication.presendrequestcontent?view=netframework-4.0 31

Owowa stealer

• appcmd.exe install module; 
• applicationhost.config.

https://securelist.com/owowa-credential-stealer-and-remote-access/105219/
https://docs.microsoft.com/en-us/dotnet/api/system.web.httpapplication.presendrequestcontent?view=netframework-4.0
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Owowa stealer
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Owowa stealer: Difference

2021

2022
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Owowa stealer: CP866

2021

2022



https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/new-apt-group-chamelgang/
https://www.welivesecurity.com/2021/08/06/anatomy-native-iis-malware/
https://www.microsoft.com/security/blog/2022/07/26/malicious-iis-extensions-quietly-open-persistent-backdoors-into-servers/
https://securelist.com/the-sessionmanager-iis-backdoor/106868/ 35

IIS Malware

• ChamelGang: DoorMe backdoor

• Anatomy of native IIS malware

• The SessionManager IIS backdoor

https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/new-apt-group-chamelgang/
https://www.welivesecurity.com/2021/08/06/anatomy-native-iis-malware/
https://www.microsoft.com/security/blog/2022/07/26/malicious-iis-extensions-quietly-open-persistent-backdoors-into-servers/
https://securelist.com/the-sessionmanager-iis-backdoor/106868/


Attribution



APT31 new campaign



https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/apt31-new-attacks/
https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/apt31-cloud-attacks/ 38

Malicious documents 

https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/apt31-new-attacks/
https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/apt31-cloud-attacks/
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DLL Side-Loading
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YaRAT: Packing and encryption
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YaRAT: Overview

YaRAT
Yandex.Disk

Command

https://cloud-
api.yandex.net/v1/disk/resources/download?path=hostnameb.psd

https://cloud-api.yandex.net:443/v1/disk/resources?path=hostname

https://cloud-
api.yandex.net/v1/disk/resources/download?path=hostnamea.psd
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YaRAT: Payload

• DIR;

• EXEC;

• SLEEP;

• DOWNLOAD;

• UPLOAD.
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Stealer0x3401: C2 decode

2021

2022

0a5fb4a480b1748dc7f963a491a9aa32ff8c8fed01bea0cfd250a5ef01654eb3

c15a475f8324fdfcd959ffc40bcbee655cbdc5ab9cbda0caf59d63700989766f
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Stealer0x3401: Stealed data example
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Network infrastructure

• portal.super-encrypt.com

• super-encrypt.com

• portal.intranet-rsnet.com

• intranet-rsnet.com

• p1.offline-microsoft.com

• offline-microsoft.com

• cdn.microsoft-official.com

• microsoft-official.com

• ramblercloud.com

• yandexpro.net
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Attribution

Documents:

• Same stub;

• Same EXIF field.

Malware:

• Unique (within the scope of our 
coverage) code snippets that we have 
not seen elsewhere (YaRAT, old and 
new samples);

• Obvious similarities in the algorithms 
implemented within the malware 
(Stealer0x3401);

• Cloud service in the role of C2.



Tonto Team campaign
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Initial access



https://safe-surf.ru/specialists/news/680267/ 49

CERT.GOV.RU: Notice

https://safe-surf.ru/specialists/news/680267/
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RoyalRoad: Decoy

https://cert.gov.ua/article/375404
https://www.sentinelone.com/labs/targets-of-interest-russian-organizations-increasingly-under-attack-by-chinese-apts/

https://cert.gov.ua/article/375404
https://www.sentinelone.com/labs/targets-of-interest-russian-organizations-increasingly-under-attack-by-chinese-apts/
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RoyalRoad: Analysis

• CVE-2017-11882;

• EQNEDT32.EXE;
• Microsoft Equation Editor.

https://github.com/decalage2/oletools/wiki/rtfobj
https://github.com/nao-sec/rr_decoder

https://github.com/decalage2/oletools/wiki/rtfobj
https://github.com/nao-sec/rr_decoder


https://docs.google.com/spreadsheets/d/1lDzylI6Jymz7EE0agRVUsL3kwmJSRDjXYjr5l5MUOEk/htmlview
https://nao-sec.org/2020/01/an-overhead-view-of-the-royal-road.html 52

RoyalRoad: Tracking

https://docs.google.com/spreadsheets/d/1lDzylI6Jymz7EE0agRVUsL3kwmJSRDjXYjr5l5MUOEk/htmlview
https://nao-sec.org/2020/01/an-overhead-view-of-the-royal-road.html


https://twitter.com/Vishnyak0v/status/1539664855371657216
https://attack.mitre.org/software/S0268 53

Bisonal

https://twitter.com/Vishnyak0v/status/1539664855371657216
https://attack.mitre.org/software/S0268
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Bisonal: Config data
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Bisonal: Main thread



Woody campaign
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Phishing domain

microsoft-ru-data.ru
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Phishing website
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Related infrastructure

Domain First Seen

mail.nciinform.ru 26.05.2022 1:40

oakrussia.ru 30.05.2022 15:11

rus-mil.ru 31.05.2022 4:31

garmandesar.duckdns.org 31.05.2022 7:59

www.garmandesar.duckdns.org 31.05.2022 8:18

mail.okb-sukhoi.ru 31.05.2022 19:53

www.oakrussia.ru 09.06.2022 15:48

www.rus-mil.ru 09.06.2022 15:49



https://doublepulsar.com/follina-a-microsoft-office-code-execution-vulnerability-1a47fce5629e
https://blog.reversinglabs.com/blog/threat-analysis-follina-exploit-powers-live-off-the-land-attacks 60

Follina (CVE-2022-30190)

ms-msdt + PS

Windows Support Diagnostic Tool

https://doublepulsar.com/follina-a-microsoft-office-code-execution-vulnerability-1a47fce5629e
https://blog.reversinglabs.com/blog/threat-analysis-follina-exploit-powers-live-off-the-land-attacks
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Follina (CVE-2022-30190)



https://twitter.com/2508040397yy/status/1379264409542000640 62

Pentest ?

https://twitter.com/2508040397yy/status/1379264409542000640


https://blog.malwarebytes.com/threat-intelligence/2022/08/woody-rat-a-new-feature-rich-malware-spotted-in-the-wild/amp/ 63

Woody: Network protocol

POST  /knock 

Encrypted C2

POST “_DAT” packet

GET /ping

Type of command/Command

Woody RAT C&C

https://blog.malwarebytes.com/threat-intelligence/2022/08/woody-rat-a-new-feature-rich-malware-spotted-in-the-wild/amp/
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Woody: Command parse
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Woody: Global context
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Woody: Strings decrypt



67

Woody: Data packet format
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Woody: Data encrypted packet
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Woody: Code injection
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Woody: Injection
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Network infrastructure



Attribution
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Conclusions

• Phishing remains an effective initial access 
technique;

• Unsophisticated, yet successful;

• Humans are the weakest link in cybersecurity; the 
same is true for APTs.
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Indicators of compromise

https://github.com/edb88320h/APT-attacks-on-Russian-companies-in-H1-2022-highlights

https://github.com/edb88320h/APT-attacks-on-Russian-companies-in-H1-2022-highlights



