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AKTyanbHble Npob6eMbl
dMHaHCOBOU 6e30MacHOCTMU

Mopo30B AneKkcen
PykoBoguTtenb AppSec BP



KTo 9 Takoun?

PykoBoguTenb Appsec BP

= OSCP, OSWE, CEH, eWAPTX
= 6+ onbiTa paboThl

= 2 - X KpaTHblih nobeauTtenb PHDays Standoff B cocTaBe KomaHApbl
Codeby

=  ABTOp Hay4HbIx cTaTen n CVE
= BbIcTynan Ha MHOrux KoHgepeHuuax: PHDays, ZeroNight, OFFZone,
RuCTF, VolgaCTF
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MIHBEeHTapusaumna akTuBoB l J BHeppeHue
l ’ KoHTponen 6e30NacHOCTY
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NcTopua pa3sutusa AppSec {ERE

2022

1 4.—.—.

2 yenoBeKa +1 YyenoBekK [ToaBneHune [ToaBneHune
NWYT Kakne-To Ha YCTpaHeHue npoLeccoB DevSecOps
VA3BUMOCTU VA3BUMOCTEWN, CKaHUpoOBaHUA

noasneHne VM

o—©

[logaBneHue [TogaBneHue [ToaBneHue
Pa3paboTKu Awareness AppSec BP
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YnpaBneHne ya3BMMOCTAMMU

Create Issue

CozgaHue 2apgaun*| Risk Scoring*| Ponm  [NnaHupoeaHue v BpemA

Motive® 0 - No reward W
Opportunity® 0 - Full access or expensive resources required v
Size® 0 - System administrators W
Ease of discovery® (0 — Practically impossible W
Ease of exploit®* 0 — Theoretical hd
User interaction® 0 — Complex user interaction v

Loss of* 0 - Mo data disclosed
confidentiality

Loss of integrity® 0 - No corrupted data hd

Loss of availability® 0 — Not affected availability

Financial damage® 0 - No damage il
Reputation damage® 0- No damage e
Affected users® 0 — One individual hd

{3 Configure Fields

[J Create another Cancel



YnpaBneHune yasBMMOCTAMM

VM

KpUTU4HOCTb

KpuTuiyHOCTb

KpUTUYHOCTb

KpuUTn4HOCTb

KpUTU4HOCTL

KpUTU4HOCTL

PelweHune

CISO + CTO (3a.)

PeweHune

CISO + CTO (7n.)

PeweHne

CISO + CTO (304.)

PeweHne

CISO + CTO (90a.)

PelueHune

APPSEC (180a.)

PeweHune

Product Owner
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KonmyecTBo yS:l3Bl/IMOCTel;I MNo KPUTNHHOCTU

KonmnuyecTBO 3aKPbITbIX/OTKPbITbIX/MPOCPOYEHHbIX

KonmyecTBO yﬂ3Bl/IMOCTel;I MNo NCTOYHHNMKaM
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KOLa
Complince - Cl
[TONUCK CeKPEeTOB

SAST - ckaHMpoBaHMe

ObHoBNEHME NPaBUIT



Checkmarx

NMHTerpmnpoBaH Checkmarx B
BitBucket
HemMeoneHHoOe onoBeLlleHme B

Push Request

Co3gaH MmexaHnsMm APPROVE

BblioeneHbl Kto4deBble MM POEKTDbI

Mpo6nemMbl om
VFF
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MHOIO NOXXHbIX CpabaTbiBaHUM
YacTo BO3HMKAIMN OLUMOKM
HeBO3MOXXHO MOKPbITb BCIO KOOOBYIO 6a3y

Bnokep onga pa3paboTku



‘ appsec_robot commented on a file 25 Dec 2020

B src / main / scala / ru / tcsbank / api / processing / handlers / remoteidentification / EbsStartVerificationHandler.scala

21 26 ebsClient.startverificationuri(accessToken).map { uri =>
2 - val cookie = Uri(uri). ion_id") match {

o el

val maybeSession = sessionFrom(uri)

27 +

28 + val cookie = maybeSession match {
23 29 case Some(vaide) => Seq(Cookie("ebs session_id", value, ebsCookieDomain, ebsCookieExpiration, httpOnly = true))
24 30 case None => Seq.empty
25 31 }
26 - if (user.origin.like(Origin.mobile)) SuccessfulResponse(Uri(uri qu get("sessi ugmap(EbsSessionIdﬁ&))@
27 - else RedirectResponse(uri, S

32 + if (user.origin.like(Origin.mobile)) SuccessfulResponse(mgybgsgssiqn.map(EbsSessionId))

33 + else RedirectResponse(uri, Status.Found, cookie)

’ appsec_robot 25 Dec 2020 &
SAST Issue

Yassumoctb: Find_OpenRedirects
YpoBeHb pucka: Low

17



DevPlatform

Ha 6a3e Git-Lab
nocTpoeHa nnatdopma
nnda pa3pabdoTKu

[ToaBneHue
Complince - Cl

NHTerpauuna
SemGrep,
GitLeaks
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HacTpoiika
npodunen
No O4HOW KHOMKE



v Search GitLab

Projcts

Your projects 1,000+ Starred projects 0 Explore projects  Explore topics Filter by name... ’ Name

All  Personal

TecToBblii npoekT cannopta/_ () = Reporter ® %0 ¥1 330 Updated 1 month ago

TectoBblii NpoekT cannopta / 111111 () Reporter

1 ; ® %0 ¥3 31118 Updated 5 days ago
ded-ps / 15ci Report
b : cmem§ U | Bepotz ® %0 ¥1 330 Updated 1 month ago
CM: Landings: 15cinema
ded-ps / 15cinema-api Reporter
ps/ Pi ) Reporte ® *0 ¥0 3o Updated 3 months ago

CM: Backends: 15cinema
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artifacts-upload:
dependencies:
- secret-detection-diff

— sast-semgrep

extends: .artifacts-upload
rules:
- if: 5CI PIPELINE SOURCE == "parent pipeline"
stage: upload
include:

— secret-detection-diff
- artifacts-upload
- metrics-push
- semgrep
metric-compliance-ci-run:
extends: .metrics-push
rules:
- if: 5CI PIPELINE SOURCE == "parent pipeline"
script:



Semgrep / Getleaks

a JEFECTOO0J0 K
@R Column visibility Copy PDF Print Search:
= Found
Severity « Name ¢ CWE CVE Date ¥ Age SLA Reporter By Status
e
:  Critical | A Parameter Being Z'918 Jan. 22,2022 110 103 | admin semgrep  Active
¥ Passed Directly Into Scan
java.net.URL Functio... (SARIF)
| )
am
K  Critical | SAXBuilder Being ' 611 Jan. 22,2022 110 EJ admin semgrep  Active
Instantiated Without Scan
Calling the setFeatur... (SARIF)
N>
i : Critical DocumentBuilderFactory (£ 611 Jan. 21,2022 111 104 | admin semgrep  Active
Being Instantiated Scan
i Without Calling ... * (SARIF)
o Critical A Parameter Being Z 918 Jan. 22,2022 110 K  admin semgrep  Active
Passed Directly Into Scan
© java.net.URL Functio... (SARIF)
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Konunyectso $on30B/ysa3BMMOCTAM

KonunuecTtso obpaboTaHHbIx/HeobpaboTaHHbIX

KoOnmn4yecTBO CEKPETOB
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p KOHPUINYpPaLMOHHbIV CKaH
> KoMMo3unTHbIM aHanm3 (SCA)
[MonnTMKa 6a30BbIX 0OPA30B
Z\ [MonnTMKa 6TOKMPOBKM BHELLHWX 3aBUCUMOCTEN

_\X
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Xray > Scans List >

Scan Name

apt-developer-download-nvidia-pr... ¢

©  Policy Violations

4% SBOM

@ Security Issues v

Vulnerabilities

Malicious packages

'\ Descendants

Vulnerabilities

Vuin...

CVE-2022-3¢

CVE-2022-3¢

CVE-2022-31

Severity

(O Medium

O Medium

A High

security

security

security

Comp...

deb://I...

deb://I...

deb://l...

Infect...

N/A

N/A

N/A

Fixed ...

N/A

N/A

N/A

[=
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IHMHaMMKa NnpoBepeHHbIX ySZI3Bl/IMOCTel;I

JnHaMMKa BbIGBNEHHbIX B apTedaKTax

noarBepP>KOeHHbIX YA3BW MOCTe M
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CoKpaTuTb obLlee Ymncno 6a3oBbix 06pPa30B
[MpaBwmna co3gaHme 6a30BbiX 0OPa30B

C 3aBUCUMOCTAMMU

TpeboBaHWe Appsec K 6a3oBbIM 0bpa3aM 1 ayauT

[My6nmnkKauma n onoselleHme 6a30BbiX 06pa30B
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3aBecTuh Bce Docker — 06pa3bl 1 3aBUCUMOCTU

B Artifactory

Ho6aBntb B Complince — Cl ckaHMpoBaHMe

KoHpUros (Kicks)
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OpraHM3a HNA BHEWHUX TOEHNHITOB

> ) BxeHenenbHble Digest

- MNposepneHne koHkypcos (Month of Bugs, CTF)

"%

~ OpraHusauusg BHYTPEHHUX NeKLnM
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KonmnyectBo 06y4YEeHHbIX

KonmnyectBo HenpoweLwumXx Kypc
A
—_=
KonmnyectBo yA3BUMOCTEM MO NIMHKMAM OoT MoB
/

KonmnyecTBO COTPYAHUKOB MPUHSABLUMX yYacTune

Hpyroe



[1bIPA B BESONACHOCTH
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BHyTpeHHee/BHellHee GarbayHTH
BHyTpeHHee/BHellHee TecTupoBaHue
KoHTponb nybnmkaumm

TecTnpoBaHKMe cueHapumeB SOC
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CoTpyOoHWKKM nony4yatoT T-Money CHadana B npmeBaTte

PaboTaeT Kpyrnbl rog
[MToTOM B nabrnmke

MoTUBMPYET NPUHOCUTD

YA3BMMOCTU Ckopo AHOHC
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BHyTpeHHee

bonblue HaxoOokK
Bonee rnybokoe norpyxeHue
BbICTpoe pearmpoBaHue

[Mopaep»xka MOMHOro Goy XMU3HU

YA3IBMMOCTWU
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[MokpbiBaeT 60SIbLLUOM CKOYIM
Mopgenb BHeLHEro 3/T0yMblLUNEeHHMKA
[MTOUHOCUT MeHbLLE YAa3BUMOCTEN

Ilonraqa BOB/1€4YEHHOCTb



KOHTpONb

nyé6nkKaumnm
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Bce ny6nmkKaumm 3aHocaTCca B OQHO MeCTO (peno3mTopumii
B BMOe yaml-KoHduUra)

ABTOMaTU3MPOBaHHAA CMCTEMaA NpoBepsaeT Ny6nmnkKaumio
1 CTAaBUT 3a4a4y Ha PYYHYIO MPOBEPKY TPeb6oBaHUAM
Ob4a3aTtenbHbIV anpyB OT 6e30MacHOCTU

ABTOMaTMYeCcKoe pa3BopadvmBaHme
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AppSec BP

° [nyOGoKaa nHTerpaumsa B Ou3Hec

° [logaepka u BHegpeHue
npoueccoB AppSec B Gu3Hec

o CozpaHue AppSec FrameWork

° KoHTposb penns3os
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NMopaknwyeHUue MHNIM 1 Co3AaHNe MeTPUK K O0LLIMM
npoueccam 6aHKa

ApPXUTEKTYpHoOe 11 BU3HecC rniaHnpoBaHue

Penun3sHada nosiMtmka

- TG -
— YcTpaHeHWe YA3BUMOCTEN 1 OO6CNy)KMBaHME CUCTEM
aBTOMaTUYECKOro CKaHMpPOBaHMUS
— Co3naHue Defensive Framework
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OTO NpoLecc NoaBneHmns 6e€30nacHoOCTM Ha PaHHMX 2022

NOJIMTUKAa

STallax BbINMOJTHEHUA MNMPOEKTa U 3ada4 .

REJECTED Al |

CANCEL [ Al |

NEW

PLANNED IN PROGRESS

TESTING

READY TO RELEASE RELEASED TO FOCUS GROUP RELEASED m DONE
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OTO NpoLecc NoaBneHmns 6e€30nacHoOCTM Ha PaHHMX 2022

NOJIMTUKAa

STallax BbINMOJTHEHUA MNMPOEKTa U 3ada4 .

REJECTED LAl |

CANCEL LA

NEW

PLANNED IN PROGRESS

TESTING

30BYT 0€30MaCHNKOB

READY TO RELEASE RELEASED TO FOCUS GROUP RELEASED m DONE
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OTO NpoLecc NoaBneHmns 6e€30nacHoOCTM Ha PaHHMX 2022
NMNMOJIMTUKA
3Tarax BbIMOHEHWS MpoeKTa UMK 3a4a4un.
REJECTED
Mpn3bIBaOTCA aHANUTUKN 6E30MaCHOCTY —

NEW

PLANNED IN PROGRESS

AHanUTUKA30BYT APPSEC .
READY TO RELEASE RELEASED TO FOCUS GROUP RELEASED m DONE




Security Analytics / ASEC-277

TWork npoBepka 6e3onacHoctu IAPI-9883

# Edit Q Add comment Assign  More v Trashed Todo Cancel

v Details
Type: Task Status: CED (view Workflow)
Component/s: None Resolution: Unresolved
Labels: None

v Description

TWork npoeepka 6e3onacHoctu IAPI-9883

v Attachments .

v Issue Links
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CooTBeTCTBME OOLLEMPUMHATOMY YPOBHIO 6€30MacHOCTMU B
KOMMaHnU

CHM)XeHUEe CTOMMOCTM Pa3pPaboTKM Yepe3 ONTUMU3ALMIO
PaboTbl C KOMaHOOM 6e30MacHOCTU

A6CcTparmpoBaTbCs OT 3HaHNA KOHTAKTOB 0&30MacHOCTU
n GOopM ayamTa

36aBMTbCA OT YenoBeyecKoro ¢pakrTopa «Hago NMoTom

KaK — HMOyOb Mo3BaTb»
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YeM noMepuTtb? ~—
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Konnyectso 06paboTaHHbIX 3aaau

ObLllee KOMMYeCcTBO TUKETOB
o
AN
[MpoueHT NoKpPbITUA
/

CKOpOCTb 06paboTkn B Hegento



Development

Co3paHue CUCTeMb
BHELWIHEero
CKaHNpOBaHUA

BHeppeHue
CUCTEMbI KOHTPONS
nyonuKauuii

Pa3BuTtue
DevPlatform
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Pa3BuUTHNE CUCTEM
CKaHUpoBaHuA
ononmnoTek



Scan

<>

—_ PerynapHblii cOop gomMeHOB, IP agpecos

CKaHupoBaHue cpeacTtBamu Nmap,
Nuclei

MacLTabupyemMmocTb 1 NoaaepHKKa
Docker

Cuctema o4vepepein, MHOronoToYHOCTb



Scan

Tinkoff Country

Perimeter

l

Tinkoff Country

|

Tinkoff Country

I

|

I ¥
L Recon Scheduler <= Analytic system
SOS
1
! v 1)
Consumer Consumer Consumer
Nmap Nuclei Nessus

|

|

Any cloud account

Local Team:
1. triage and fix vulnerabilities

Detect new ip, fqdns

Detect open ports

Continuously detect
vulnerabilities

Detectillegal
publications

Global Team:
1. write detection rules
2. support system



Scan

Grasper Invoker

CMOTPUT B Yaml-KOHUIK, B KOTOPbIX BbiTackuBaeT n3 Faradey

onuncaHue nyTen Ao AHCOB, 3aTEM 00X0OAUT XOCTbl/AOMEHbI[NOPTbI, CO3AAET 3aga4n
BCE pecypcbl 1 cobupaeT XOCTbl/NOPThI/ Ha CKaHWpOBaHWe N NMXaeT UX B

NOMEHTbI U 3arpy:KaeT B Faradey oyepeab, KOTopyto cnyliaeT scandozer



Scan
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Scandozer Invoker

[Mony4yaeT 3agayu, Bbi3biBaeT nmap/ [MonyyaeT AaHHble 00 YA3BUMOCTAX
nuclei, nony4yaeT AaHHble 00 YA3BMMOCTAX 1 000ralaeT UMn TO, YTO NEKUT

1 0obGaBnaeT B pe3ynbTUPYIOLLYIO o4yepep, B Faraday

KOTopyto cnywaet invoker



Log4Shell
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[ToncK Bcex 3aBucumocTeli no Artifactory

BHeapeHue X-RAY

[loucK no Run-Time u cpainnosom
CUCTEMbI

bnoknpoBKa Ha ypoBHe WAF 1 LB



HepaBHue coObITUA

= VpaneHue nyonuKkauuii ¢ nepumeTpa

= iIMnopTo3amellieHune cpeacTB
6esonacHocTu YcuneHue mep
KOHTponen

= 3amelleHne BugBounty



OprcTpykKrypa

Appsec (21yen)

Offensive

Development

AppSec BP

Awareness
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DevSecOps

Architecture



lMTomMmHHUTE

= be3onacHOCTb - 9TO nNpoLecc,
a He uenb

" Yyumcs Ha YyKMX oLmnbKax

= Xopowwuin AppSec — rubKuim
AppSec

* Trend is your friend




Cnacn6o 3a BHUMaHue!
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byabTe B 6e30nMacHOCTH!

al.d.morozov@tinkoff.ru @SooLFaa




