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yubikey + gpg + ssh + otp + u2f(fido/fido2)
(gpg instead ssl) + git

tg @ANdryski
tg @nNOnvme
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Google Authenticator e

Google (surfingfan@gmail.com)

9011291 ¢

Google (hikingfan@gmail.com)
473 498 ¢
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\ OTP - One-Time Password 20NE

HOTP - HMAC-Based One-Time Password
TOTP -Time - Based One-time Password
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Algorithm 2022

HMAC - hash-based message authentication code

HMAC = SHA-1( Textl + Text2 )
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Algorithm 2022

) - CeKpeTHbIN KoY
_BpeMg

TOTP = HMAC( S+ &)
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TOTP

Client (phone or computer)

One-time code
ii —’E

Shared secret




Yubikey authenticator

3 9.4 91%0 13:01 (7 Yubico Authenticator = O X

o Example
G2 679721

joeuser

Online Service

8121516

user(@ E?i({”ﬂl:"{’.[:@!’ﬂ

Sample

513 311

a_user_name
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Smart Card

Slot 9a: PIV Authentication
Slot 9c: Digital Signature

Slot 9d: Key Management

ot tne
T
Armed Forces of the || Armed Forces of the
United States v‘ United States b Armeg

d o
/ e
‘,,e OF i ”’“leas 'S ol the

"@\?/
Slot 82-95: Retired Key Management ' e o | s

N«W“ i d 5\3‘95

Slot 9e: Card Authentication . e, \

Marine Army
Corps

e
FEB17
§Date . \Date

ece® JUNSOgNgo

\\\

ntions \dentmca\\ol‘\ card jon card
s /
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Config SIA
Static password

OATH-HOTP
Challenge-response
Yubico OTP




Config slots 20NE
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{D YubiKey Manager = O X
vubikey 4D @ Help

Home  Applications Interfaces

OTP

Short Touch (Slot 1)

B Delete 9\ Configure BEC 9, Configure

short press Long press

< Back

(3 sec)
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Home  Applications Interfaces

Select Credential Type

@® Yubico OTP O Challenge-response

O Static password () OATH-HOTP
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OTP # Yubico OTP \



Config slots

Home  Applications Interfaces

Select Credential Type

Confi static password
Challenge-response

@ Static password () OATH-HOTP
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Config slots

Home  Applications Interfaces

Select Credential Type

O Yubico OTP O Challenge-response

O Static password (@ OATH-HOTP




OATH-HOTP ZoNE
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Home  Applications Interfaces

OATH-HOTP

Secret key

Digits 6
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Config slots

Home  Applications Interfaces

Select Credential Type

O Yubico OTP @ Challenge-response

O Static password (O OATH-HOTP
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HMAC( f+ challenge)
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os authentication \



\ PAM (Pluggable Authentication 20NE
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Modules) - linux

yubikey as second factor (otp / Challenge-response / u2f / passwordless)

yubikey as second in ssh (otp / Challenge-response)
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Mac OS (certificate)
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ST




2FA

2FA - Two-factor authentication

SMS:
1. Hy)XHO MMeTb HOMep TeNedPOoHa - 9 BEPHO UTO NX HE CTAHET TaKXKe
KaK 1 Naponen
2. Not secure

OoTP

Smart card

20NE

2022
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Fido
Fido - AnbsHc FIDO (Fast IDentity Online)-koHcopLMyM

TEXHOTOMMYECKMX KOMMaHWI, KOTOPble COBUMpPancb co34aTb HOBbIM
MNPOTOKOM 6ecnapoibHOM OHNANMHOBOW ayTEHTUPUKALIMA.

CTAP - Client to Authenticator Protocol - HnskoypoBHeBOe onmncaHme
B3aMMOOENCTBME ONEPALMOHHOM CUCTEMbI C YCTPOMCTBaMM
ayTeHTUdMKaumm BLE/NFC/USB

CTAPT - A formal name of U2F protocol.

U2F - Universal 2nd Factor

CTAP2 - A name for second version of the CTAP protocol
FIDO2 - passwordless authentication protocol

WebAuthn - APl Authentication
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Fido
Fido - AnbsHc FIDO (Fast IDentity Online)-koHcopLMyM

TEXHOTOMMYECKMX KOMMaHWI, KOTOPble COBUMpPancb co34aTb HOBbIM
MNPOTOKOM 6ecnapoibHOM OHNANMHOBOW ayTEHTUPUKALIMA.

CTAP - Client to Authenticator Protocol - HnskoypoBHeBOe onmncaHme
B3aMMOOENCTBME ONEPALMOHHOM CUCTEMbI C YCTPOMCTBaMM
ayTeHTUdMKaumm BLE/NFC/USB

CTAPT - A formal name of U2F protocol.

U2F - Universal 2nd Factor

CTAP2 - A name for second version of the CTAP protocol
FIDO2 - passwordless authentication protocol

WebAuthn - APl Authentication



0
Fido . ;ﬁ"d(ill 2§§F

CTAPT - Aformal name of U2F protocol.
. 2FA (U2F)

U2F - Universal 2nd Factor

~ fido

CTAP2 - A name for second version of the CTAP protocol Rl

>IDa sswordless

FIDO2 - passwordless authentication protocol

v

WebAuthn - APl Authentication



Fido2 Passwordless

Login + Token ‘ N

Single f: Username + FIDO2 credential
Verify your identity with github.com

Second f: Username + password + FIDO2 o< epten

NGO
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credential s USB security key

@ Built-in sensor

Passwordless MFA: FIDO2 resident key
credential + PIN

Cancel



Fido

External
Authenticator

) o 3}

CTAP1
and/or
CTAP2

Client/Platform

Webfuthn | | Glient-side
APl in JS
Browser
Platform
Auth API

Internal
Authenticator

WebAuthn

Register
and
Authenticate

Relying Party

Server-Side
App

Attestation
Trust Store

External
Metadata
Services

NGO
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U2F / FIDO2 - O User presence test

Browser
username and password

verify password

generate challenge

challenge

user touches button

verify response



U2F / FIDO2 - 1 Challenge-response

Authenticator Client Relying party

challenge

challenge

Sign
with Kpriv
signature(challenge)

~

S
Verify S

using Kpub

Authentication




Authentication

U2F / FIDO2 - 2 Phishing and MitM protection

Authenticator

Sign
with Kpriv

challenge, RP ID, Token binding

Client

L

J

~
C

signature(challenge)

>

- J
Rl

S

challenge

AN N
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Relying party

Verify S
using Kpub

Verify
RP ID and
Token binding




U2F / FIDO2 - 3 Device cloning detection

Authenticator Client Relying party

challenge

< challenge, RP ID, Token binding

- )
) e
Sign C
with Kpriv
counter++ counter, signature(C, counter) >

- J
Rl

S

counter, C, S

Verify S
using Kpub

Verify

RP ID and
Token binding,
Counter

Authentication




Authenticator

Generate
new Kpriv
for userinfo
counter++

Registration

- 4 Privacy

challenge, RP ID, Token binding, userinfo

- )
i

Cc

<

counter, Kpub, signature(C, Kpub, etc)

8 J)

.
S

Client

challenge, userinfo

Relying party

counter, C, S

Verify S
using Kpub
and store Kpub
Verify

RP ID and

Token binding,
Counter
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WebAuthn.io

A demo of the WebAuthn specification

Attestation Type None

Authenticator Type Unspecified

“
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\ Windows U2f / passwordless 20NE

Microsoft
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https://login.live.com/

\ Windows passwordless - demo ZONE

a" Microsoft

Sign in

q Sign-in options
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https://login.live.com/

NGO

Windows Security

Making sure it's you

Please sign n (D

login.microsoft.com.

= ) This request comes from Chrome, published by Google LLC.
@ Microsoft

L : I~
Sign in with a security key

Scan your finger on the fingerprint
reader.

% Fingerprint
PIN

ﬂ Security key

Cancel




Windows passwordless - demo

https://login.live.com/

Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

Please enter your security key PIN.

OK Cancel

20NE

2022




Windows passwordless - demo

https://login.live.com/

Wwindows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

i

Touch your security key.

Cancel

20NE

2022




Windows passwordless - demo

https://login.live.com/

Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

R _andry
anwoutlook.com

login.microsoft.com

oy andii@outiook.com

K @ outiook.com

OK Cancel
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Manage FIDO2 passwordless 20NE
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() YubiKey Manager — O X

YubiKey 5C NFC (

Home  Applications Interfaces

FIDO2 PIN Reset

@ Change PIN £ Reset FIDO




Manage FIDO2 passwordless - YKman?ONE

2022

| ~]1$ ykman fido credentials 1list

Enter your PIN:
ssh:ndnvme 0000000000000000000000000000000000000000000000000000000000000000 openssh

[ i

f . ~]1$ ykman fido credentials list

Enter your PIN:
login.microsoft.com 4d463ae7c22d14cd9c8f00 528bee5cea9844dd70 aoutlook.com

ssh: 9befbda65163d0a dab62b31837 openssh
[ ~15 i
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keycloak

Authentication

Bindings ¢ olicy OTP Po

Browser WebAuthn v

Auth Type
Cookie
Kerberos
Id y Provider Redirector
Browser WebAuthn Forms
ne Form

Passwordless Or Passwi

WebAuthn P

Password Form

Requirement

O REQUIRED
O REQUIRED
O REQUIRED
O REQUIRED
@ REQUIRED
@® REQUIRED

O REQUIRED

O REQUIRED

@ ALTERNATIVE
O ALTERNATIVE
@ ALTERNATIVE

@ ALTERNATIVE

O ALTERNATIVE
@ ALTERNATIVE

@ ALTERNATIVE

New

FIDO2 passwordless - SelfHosted -

Copy || Delete

O DISABLED
@ DISABLED
O DISABLED

O DISABLED

O DISABLED
O DISABLED

O DISABLED

(g
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Edit Flow || Add execution || Add flow

O CONDITIONAL

O CONDITIONAL
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FIDO2 passwordless - SelfHosted -
keycloak

Authentication

OTP Policy WebAuthn Policy WebAuthn Pa Policy

Register

Default Action
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keycloak o

Signing In

Configure ways to sign in.

Password
Log in by entering your password.

My Password Created: August 25,2022 at 1:47 AM Update

Two-Factor Authentication

Authenticator Application Set up Authenticator Application
Enter a verificatio de from authenticator application.

Authenticator Application is not set up.

Passwordless

Security Key Set up Security Key
Use your security key for passwordless sign in.

webAuthn keycloak test Created: August 25, 2022 at 2:06 AM
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GPG or PGP or OpenPGP 7! \
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PGP

GPG \
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PGP - Pretty Good Privacy

GPG \
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proprietary

GPG \
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PGP - Pretty Good Privacy - openpgp - o
proprietary

GPG - GnuPG \




AN N
VFF
{ONE

PGP - Pretty Good Privacy - openpgp - o
proprietary

GPG - GnuPG - GNU Privacy GuarcN
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PGP - Pretty Good Privacy - openpgp - o
proprietary

GPG - GnuPG - GNU Privacy Guarc&
open source

PGP ~ GPG
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{) YubiKey Manager = O X

yubikey 4 () @ Her  ©® About

Home  Applications Interfaces

Interfaces

f USB

& otr M FIDO [ CCID (Smart Card)

G G
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https://docs.yubico.com/hardware/yubikey/yk-5/tech-manual/index.html

{J YubiKey Manager

Home  Applications

Interfaces

¥+ USB Disable all

OTP FIDO2
FIDO U2F OpenPGP
PIV OATH

YubikKey 5C NFC@ = ® About

Interfaces

») NFC Disable all

OTP FIDO2
FIDO U2F OpenPGP
PIV OATH

NGO
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GPG 1 SSL(TLS)

B ocHoBe nexxut RSA/ECC (Elliptic Curve Cryptography)

Ta noyemy He MCMosb30BaTh?)

Yubikey/Smartcard backed TLS servers
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YubiKey & ssh (?) \
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YubiKey & ssh(certificate)\
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Common

w Kleopatra = O X

File View Certificates Tools Settings Window Help
& B ‘ Q 4

Sign/Encrypt... Decrypt/Verify...  Import... Export. Certify... Lookup on Server...  Notepad

Back Smartcard Management

Yubico OpenPGP v2.1 card
Serial number: 000605212640

Cardholder: Andry

Pubkey URL:

Keys:

Signature: E4383D567812DB938140CDF 1704B8EDS551EDECAF
Encryption: 5044110 19DFAC4A2058BCD7FEEE26027CBD2E04F
Authentication: E7312A80A70A23F484F 3743E007604B 19C860F96

Actions:

Generate new Keys| | Change PIN = Change Admin PIN Change Reset Code
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200 GPG Keychain |
B B = (@ Q@sech T
New Import Export Lookup Key Details Filter
Type Name ~  Email Created Fingerprint Validity

pub GPGTools Team team@gpgtools.org 8/19/10 85E3 8F69 046B 44C1 ECOF Be7B 76D7 8Fo5 oope 26C4 [N

2 of 2 keys listed Show secret keys only (.
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environment variable - SSH_AUTH_SOCK

ssh-Agent - Key
~/ssh/{id.rsa}



\ ssh 20NE
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ssh

CPG-ssh-Agent - GPG Key
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export SSH_AUTH_SOCK="${HOME}/gnupg/S.gpg-agent.ssh"
$ ssh-add -L

ssh-rsa AAAA......... DmL cardno:000605212640

echo <KEY> > ./ssh/authorized_keys

ssh-copy-id



ssh + GPG in Linux/Mac 2oNE
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~/bashrc

~[zshrc

ssg(){ ~/scripts/gssh.sh $@; }
export -f ssg



ssh + GPG in Linux/Mac

#!/bin/bash

if [1-S"${HOME}/gnupg/S.gpg-agent.ssh" ]; then
gpg-agent --daemon > /dev/null

fi

gpg --card-status > /dev/null 2>/dev/null
if[$?-eq O]
then
echo "Success: gpg token fund"
else
echo "Failure: gpg token NOT fund" >&2

exit 1
fi

20NE

2022




ssh + GPG in Linux/Mac EoNE

2022

export SSH_AUTH_SOCK_old=$SSH_AUTH_SOCK

export SSH_AUTH_SOCK="${HOME}/gnupg/S.gpg-agent.ssh"
ssh $@

export SSH_AUTH_SOCK=$SSH_AUTH_SOCK _old

unset SSH_AUTH_SOCK_old



ssh + GPG In Mac 20NE

#!/bin/bash 2022
if [1-S"${HOME}/gnupg/S.gpg-agent.ssh" ]; then

gpg-agent --daemon > /dev/null
fi

gpg --card-status > /dev/null 2>/dev/null

if[$?-eq O]
then
echo "Success: gpg token fund"
else
echo "Failure: gpg token NOT fund" >&2
gpgconf --kill gpg-agent export GPG_TTY=%(tty)
exit 1
fi

https://www.gnupg.orqg/(it)/documentation/manuals/gnupa/Common-Problems.html




ssh + GPG in Windows (WSL SSH bridge)

<pipe>

S.gpg-agent.ssh H—

gpg-agent.exe
r: S.gpg-agent e

weasel-pageant

weasel-agent.socket

gpg-connect-
agent
gPg

NGO

FF
ONE

2022




-
\ ssh + GPG in Windows (WSL SSH bridge) 20NE

2022

CPP-ssh-Agent - GPG Key



ssh + GPG in Windows (WSL SSH bridge)

WSL

GPP-ssh-Agent

Windows

- GPG Key

-
20NE

2022
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ssh + GPG in Windows (WSL SSH bridge)

%APPDATA%\gnupg\gpg-agent.conf -> enable-putty-support
shell:startup
"C:\Program Files (x86)\GNU\GnuPG\gpg-connect-agent.exe" /bye

WSL

https://github.com/benpye/wsl-ssh-pageant/releases




-
ssh + GPG in Windows (WSL SSH bridge) 20NE
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C:\wsl-ssh\ssg.sh

#!/bin/bash

export SSH_AUTH_SOCK_old=$SSH_AUTH_SOCK

eval $(/mnt/c/wsl-ssh/weasel-pageant -r -a /tmp/S.weasel-pageant)
ssh $@

export SSH_AUTH_SOCK=$SSH_AUTH_SOCK_old

unset SSH_AUTH_SOCK_old



ssh + GPG in Windows (WSL SSH bridge)

export SSH_AUTH_SOCK_old=$SSH_AUTH_SOCK
export SSH_AUTH_SOCK="${HOME}/gnupg/S.gpg-agent.ssh"

wsl
export SSH_AUTH_SOCK_old=$SSH_AUTH_SOCK
eval $(/mnt/c/wsl-ssh/weasel-pageant -r -a /tmp/S.weasel-pageant)

-
20NE

2022
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\ ssh + GPG in Windows (SSH) 20NE

win-gpg-agent

ssh

https://github.com/rupor-github/win-gpg-agent

https://github.com/PowerShell/Win32-OpenSSH
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\ ssh + GPG in Windows (SSH) 20NE

« Win32-OpenSSH
L ssh
%

\2\/
\5&

\e\/
52

CPP-ssh-Agent - GPG Key
win-gpg-agent

Windows
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ssh Deeper

Penu3 OpenSSH 8.2 c nogpepxkon TokeHOB ABYXdaKTOpPHOMU

ayTeHTudukauumu FIDO/U2F

https://Wwww.openssh.com/txt/release-8.2
https:/www.opennet.ru/opennews/art.shtmI?num=52369
https://about.gitlab.com/blog/2022/03/03/how-to-protect-gitlab-connected-ssh-key-with-yubikey/
https://cryptsus.com/blog/how-to-configure-openssh-with-yubikey-security-keys-u2f-otp-authenti
cation-ed25519-sk-ecdsa-sk-on-ubuntu-18.04.html




FIDO2 SSH 2oNE

2022

FIDO 2
ssh-keygen -t ed25519-sk -O resident -O application=ssh:nOnvme -C

NONvMe@yubikey?2

ssh-add -K - add resident key to agent
ssh-keygen -K - restore resident key to File system

windows bug - https:/github.com/PowerShell/Win32-OpenSSH/issues/1915

U2F
HY>XHO BbIMONHATL 6e3 "-O resident" , U creHepeHHble panfibl He MOTEPATD.
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GIT 20NE

2022

(Signature key)
git config --global user.signingkey SIEDECAF

git config --global commit.gpgsign true

Wilale[eWS

git config --global gpg.program "C:\Program Files (x86)\GnuPG\bin\gpg.exe"



@ Change Trust Level of Andry <i@andry.io> (51EDECAF) - Kleopatra

How much do you trust certifications made by Andry (51EDECAF) to correctly verify authenticity of
certificates?

v @‘7
From Valid U

(O This is my certificate

Cancel
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4749323c




FF
ONE

2022

GIT

NGO

created ....: 2019-11-16 14:41:33
Authentication key: E731 2A80 A70A 23F4 84F3 T7U43E 0076 OUB1 9C86 OF96
General key info..: pub rsa2e0u48/70U4B8ED551EDECAF 2019-11-16 Andry <i@andry.io>
sec> rsa20u48/70UB8S8ED551EDECAF created: 2019-11-16 expires: never
card-no: 0006 05212640

- e —mmmmniin Innmrernnnanrcrnsnrne PPN T N e Tal. N o) 11 L W marem e enm e
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w Certificate Details - Kleopatra { X

You can use this certificate to secure communication with the following email addresses:

| Email Name Trust Level
i Andry ® ultimate
Andry & ultimate

Add email address  |Change passphrase| Generate revocation certificate

Certificate Details

valid from: 11/16/2019

Expires: never &

Type: OpenPGP
Fingerprint: 5

More details... Export... Cerﬁﬁcaﬁons...w




GIT

vy ]

You can use this certificate to secure communication with the following email addresses:

\

[

Email

i@andry.io

Certificate Details

Name
Andry
Andry

Change passphrase  Generate revocation certifi

valid from: 11/16/2019

Expires: never

&

Type: OpenPGP

Fingerprint: E%

More details...

Export...

Certifications...

Trust Level
® ultimate
= ultimate

@ Add New User-ID - Kleopatra

Name:
EMail:

Comment:

* This is how the new User-ID will be stored in the certificate:

Andry < >

(optional)

) ‘ (optional)

‘ (optional)

Cancel
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th a verified

Verified dce8851b




GIT

This commit was signed with a verified

$

ter email is

[ Verified dce8es1b

Your GPG keys (1)

i@andry.io

AF
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GIT + SSH + GPG

Your SSH keys (2)

cardno:000605212640 4b:13:34:3a:86:12:3b:ce:8a:6d:31:b0:b3:cd:36:12

Last used: 3 weeks ago Expires: Nev Created 3 weeks ago 0]
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GIT + SSH + GPG

Your SSH keys (2)

cardno:000605212640 4b:13:34:33:86:12:3b:ce:8a:6d:31:b0:b3:c4:36:12

go Expires: Never Created 3 weeks ago




SSH + TPM + Linux (Dependencies)

Linux TPM2 & TSS2 Software
Developer community for those implementing APIs and infrastructure from the TCG TSS2 specifications
& hitps:litpm2-software. github.io/

(@ Overview [ Repositories 13 [ Projects @ Packages A People 6

Popular repositories

tpm2-tss Public tpm2-tools Public
e & e y for the Ti
®C r533 Y285 @®Cc Yr526 %32
tpm2-pkcsil Public tpm2-tss-engine
w 2 w 2

# https://aithub.com/tpm?2-software
$ sudo pacman -S tpm?2-tss tpm2-abrmd tpm?2-pkesll tpm2-tools

NGO
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SSH + TPM + Linux

# Co3aeM HOBbIM CNOT B tpm

tpm2_ptool init

# [eHepUpyeM KoM

tpm?2_ptool addtoken --pid=1 --label=ssh-key --sopin=XXXX --userpin=YYYY
tpm2_ptool addkey --label=ssh-key --userpin=YYYY --algorithm=ecc256

ssh-keygen -D /usr/lib/pkecs1l/libtpm?2_pkesll.so

# [MpoBepkKa UTO BCe OK

ssh -1 /usr/lib/pkes1l/libtpm?2_pkesll.so user@example.com
# JobaBndem B ssh-agent

ssh-add -s /usr/lib/pkesl1l/libtpm?2_pkesll.so

# PROFIT
ssh user@example.com
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name FIDO FIDO2 oTP GPG static static PIV Challenge- version can use opensource
password password response with self FW o N E
manager nfc
Yubikey 5 + + + e + - + + + - -

Nitrokey + + +

Thetis Fido + - -

Trezor + - - - - -
ledger + - - - - -
Tomu + + ? - + -
OnlyKey + + + - - -
Librem = - + - - +?
Key
U2F Zero + - - - + +
GOOGLE + - - - - -
TITAN
HyperFIDO + + - - - -
OpenSK + + - - - - - - - + +
solokey - - - - - - - - + +(on +
unlock
wersion)
solokey 2 + + + +? ? ? + ? + +(on +
unlock

wersion)



https:/habr.com/ru/post/329648/ F F
https:/tomu.im/womu.html

https://habr.com/ru/company/alobalsign/bloga/500356/ O N E
https://www.yubico.com/products/compare-products-series/ 2022
https://www.yubico.com/solutions/passwordless/

https://www.nitrokey.com/

https://github.com/danstiner/rust-u2f

https://romannurik.github.io/SlidesCodeHighlighter/

https://developers.yubico.com/WebAuthn/

https://www.yubico.com/

https://raymii.org/s/tutorials/Three_New_Nitrokeys Pro 2 Storage 2 and_Fido u2f.html#toc 11
https://qgithub.com/drduh/YubiKey-Guide#verify-yubikey

https://codingnest.com/how-to-use-gpg-with-yubikey-wsl/

https://habr.com/ru/post/354638/

https://habr.com/ru/post/305508/

https://webauthn.io/

https://codingnest.com/how-to-use-gpg-with-yubikey-wsl/

https://github.com/NZSmartie/npiperelay (Not work - analog wsl-ssh-pagean)
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Feel free to contact us: Ty Telegram
Tg: @Andryski @nOnvme U ¥
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