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Adversarial examples
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Black box, gray box, white box

Adversary knowledge about the model

Nothing

Architecture, loss

Everything
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https://github.com/advboxes/AdvBox
2020

Based on Foolbox vl

It's alive!

AdvBox

AdvBox



Frameworks SEF

s AdvBox

BIM FGSM MI-FGSM DeepFool

Ea

AdvBox

AdvBox




Frameworks SEF_

2022

ART

« https://github.com/Trusted-Al/adversarial-robustness-toolbox
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Frameworks

Foolbox

Foolbox

https://github.com/bethgelab/foolbox
2017
Epic!
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Frameworks

DeepRobust

DeepRobust

e
Rnbgst

https://github.com/DSE-MSU/DeepRobust
2020
not touching that one with a twenty-foot pole
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Attack performance vs label

Adversarial examples targets chart
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Benchmark of different methods
iImplemented in ART and Foolbox
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