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Notes of a traveler between realms: IS and IT

WhoAmI

• Founder and CTO of Luntry

• 10+ years in Information Security

• Co-organizer of ZeroNights, DEFCON Russia (#7812) conferences

• “XAKEP” ex-author and editor 

• Author of k8s(in)security Telegram channel

• Authored “Cloud-Native Security in Kubernetes” course

• Does not believe that you can make a system secure and reliable 
without understanding it.

• Talks at BlackHat, HITB, ZeroNights, HackInParis, Confidence, 
SAS, PHDays, OFFZONE, DevOpsConf, KuberConf, VK Kubernetes 
Conference, HighLoad++, and others.

luntry.ru
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Agenda

1. What do we have now?

2. Are DevSecOps, ShiftLeftSecurity the solution?

3. What to do about it?
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What Do We Have 
Now?



Unexplored and Complex World
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"Complexity is the worst enemy of security, and 
our systems are getting more complex all the 
time"

Bruce Schneier

"The only thing that ever yielded real security 
gains was controlling complexity"

Thomas Dullien / Halvar Flake
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Static Systems

A majority of systems

The attacker can:

1. Find a system

2. Gather intel about this system

3. Analyze the collected intel

4. Scrupulously prepare an attack

5. Launch a successful attack

All this time, the owner of the system:

• Isn’t even close to detecting the attacker

• Doesn’t try to spoil the attacker’s game
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Cat-&-Mouse Game

Attacker is a step ahead 
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MITRE ATT&CK Matrix
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• Adversarial Tactics, Techniques & Common 
Knowledge

• Reactive approach …

• KNOWN ATTACKS ONLY!
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Legitimate Software in Service
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Rules, Signatures, …

Based on a person’s predefined knowledge

10

Halvar Flake

http://addxorrol.blogspot.com/2018/03/a-bank-statement-for-app-activity-and.html
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Vulns?! Backdoors?!
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• Don’t be afraid of vulns.

• Know how to manage them.

• Know how to manage incidents.
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Supply Chain Attacks
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“Introducing SLSA, an End-to-End Framework for Supply Chain Integrity”

https://security.googleblog.com/2021/06/introducing-slsa-end-to-end-framework.html
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Updates …
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It’s not enough to update software to the latest 
version, it’s also necessary to make sure that fixed 
vulnerabilities have not been exploited before 
they’re fixed!

ENCOURAGING VULNERABILITY TREATMENT 
Responsible management, handling and disclosure of vulnerabilities

chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/one.oecd.org/document/DSTI/CDEP/SDE(2020)3/FINAL/en/pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/one.oecd.org/document/DSTI/CDEP/SDE(2020)3/FINAL/en/pdf
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Conflict IS and IT

• Agile

• Time to market

For IT: speed, efficiency, cost-effectiveness, reliability

For IS: security
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Are DevSecOps, 
ShiftLeftSecurity
the Solution?
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NEW: SecDevSecOpsSec
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Marketing …

• SecDevOps

• DevSecOps

• DevOpsSec
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Shift Left Testing
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Shift Left Everywhere Security
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Building Security In Maturity Model (BSIMM) 11

https://www.bsimm.com/download.html
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Runtime Security
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What to Do About It?

This is where my love for containers and Kubernetes begins



People, Process, Technology
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Synergy of Two Worlds

IS vs IT

• Orchestration
• SOAR

• Declarative approach
• Policy\Security-as-Code

• Unification
• Templating, Immutable infrastructure

• Optimization
• Attack surface reduction

• Micro segmentation
• ZeroTrust
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Security Observability

“Observability” is being able to fully understand our systems. In 
control theory, observability is a measure of how well internal states 
of a system can be inferred from knowledge of its external outputs. 
The observability and controllability of a system are mathematical 
duals.”

You can’t make something that is hidden from your eyes safe and 
secure 

Environment without blind spots.

Simply put, advanced inventory.

Continuous inventory -> Continuous security (an addition to CI\CD)
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Active Systems

From reactive to active security

Modern age – modern approaches

• A defender only has to make one mistake to get compromised.

• An attacker only has to make one mistake to get detected.
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Dynamic Systems

Moving Target Defense (MTD)
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"How did the Department of Defense move to Kubernetes and Istio?"

https://csrc.nist.gov/CSRC/media/Presentations/dod-enterprise-devsecops-initiative/images-media/DoD%20Enterpris
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DIE Paradigm
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"Death to CIA! Long live DIE! How the DIE Triad Helps Us Achieve Resiliency", Sounil Yu

https://www.rsaconference.com/library/Presentation/USA/2021/death-to-cia-long-live-die-how-the-die-triad-helps-us-achieve-resiliency


Cattle and Pets
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In Lieu of Conclusion ;)



Thank you for your attention!

Contacts:
• Email: de@luntry.ru
• Twitter: @evdokimovds
• Tg: @Qu3b3c
• Channel: @k8security
• Site: www.luntry.ru

mailto:de@luntry.ru
http://www.luntry.ru/

