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O goknage SEF_

2022

EcTb npobnema n ecTb pelleHmne

HauHeM m3pnaneka...

HOquy BO3HWMKaAIOT yS:I3Bl/IMOCTl/I?  — |_|OTOMy YTO YesioBek ombaeTcq.

[MoyeMy yenoBek olnbaeTca? — Y HEro eCcTtb BO3MOXXHOCTb JOMYCTUTb OLLNOKY!

Kak coenaTb Tak, YTobbl

YI3BUMOCTU HE BO3HUKAN? - He NaBaTb HeJ1oBEKY BO3MOXHOCTH owmnbunTtbcq!
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O noknage

EcTb npobnema n ecTb pelleHmne

CoBpeMeHHble PPEeNMBOPKM CO30aLOT yC10BMA O/19 Pa3paboTUMKOB, B KOTOPbIX
YefloBeK He MMeeT BO3MOXHOCTU caenaTb OLLUMNOKY.

Mnocobl:

¢ ﬂpOﬂaﬂ,aPOT KJ/1aCcCbl yFI3Bl/IMOCTel;I, TaK Kak bo/blUe HerMb34 AOMyCTumTb
npmeogdwime K HMM OLIJI/I6KI/1, eC/1M He 3aXO0TeTb 3TO caesiaTb CrieymMaibHO:

CSRF, XSS, SQLi, SSTI.

e C030aHO MHOXECTBO C/MOXXHbIX MEXaHU3MOB: ayTeHTUdMKaLMNS, aBTopmM3aLma,
yrpaBreHne ceccrmem, XxpaHeHme CeKPeTOB, XPaHeHne naponemn n npodume,
roe MOYXHO Obl/1o Obl HagenaTb elle 6osblue OLUOOoK.
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EcTb npobnema n ecTb pelleHmne

CoBpeMeHHble PPEeNMBOPKM CO30aLOT yC10BMA O/19 Pa3paboTUMKOB, B KOTOPbIX
YefloBeK He MMeeT BO3MOXKHOCTU OLLMOUTLCS.

MMUHycCbI:
« TakoM noaxon Henb3d MaclTabmpoBaTh;
« Henb3g peanm3oBaTb 3apaHee BCe MEXaHM3Mbl,

« Henb3a nckN4YnThb BCe YA3IBMMOCTW,

* Mcnonb3oBaHWe roTOBbIX MPOCTbIX PeLleHUN He MPUBOLAMUT K Pa3BUTUIO
KOMMeTeHUMIN pa3paboTymKa.
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EcTb npobnema n ecTb pelleHmne

[MpobnemMbl pa3paboTUMKOB peLleHbl!

[MpobnemMbl MeHTECTEePOB - TONMbKO HadmHatoTca! ;D

[Oe Tenepb HaM McKaTb Barmn?!
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Mbl pacCcMOTPUM

« Kakue npobnembl peLlatoT cCoBpeMeHHble GperMBOPKN?

¢ Kakume MexaHM3Mbl 3apaHee peanm3oBaHbl B peMMBOpPKax?

¢ Kakue ya3BMMOCTV He UCKATb B COBPEMEHHbIX BEO-MPUNTOKEHMNAX?

« Kakue ya3BMMOCTU c/leflyeT UCKaTb B COBPEMEHHbIX BEO-MPUIOKEHNAX?

« [lTpyMepbl ya3BMMOCTEWN, KOTOPbIE BCTPEeYatoTCa HaM B COBPEMEHHbIX Beb-
NPUNIOXXeHNAxX?

« [[Oe npoLlle BCero HanTm Takme npoobnembl?

« KakK ObITb ycrnellHee B MoncKax NogobHbIx Npobnem 1, COoTBETCTBEHHO, B UX
NCKTKOYEHWNIN??



[MpenynpexgeHume 3555

YT0ObI MOHATL MEHH MnNPEaBuJiIbHO

* He cTOUT NepeoLeHnBaTb MEHTECTEPOB, Mbl HaCTO MOYXEM HaMTU TOMbKO Te
6aru, KoTopble ycneBaeM B paMKax npoBepku. MNeHTecTepbl He nulyT O-day B

npunoXxeHuax. NpmeeT @paul_axe...

« [Jake ecnn GppenMBOPK YCTPaHAET NacT Yya3BMMOCTEW, 3TO HE 3HAUYUT, YTO UX
He Hag0 UCKaTb — 3TO 3HAYMUT, YTO MOXKHO OXKUOATb OT PPEeNMBOPKaA OPYIrX

YA3BMMOCTEN.



Kakme npobrembl peLlatoT
COBPEMEHHbIE PPENMBOPKN?

CoBpeMeHHble PPEeNMBOPKM

Spring — Java;

Django, Flask — Python;
Symfony, Laravel - PHP;
Express.js — JavaScript;
Ruby on Rails — Ruby;
ASP.NET - MVC Framework.
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Kakme npobrembl peLlatoT

COBPEMEHHbIE PPENMBOPKN?
Spring —Java

YTo HaM OeKnapupytoT:

«Authentication, authorization, and protection against common attack» - Link

HeTtanu:

+ CSRF - CSRF tokens, SamesSite flag

« HTTP Security headers — XSS-Protection, Frame-Options, HSTS, Content-Type-
Options, Cache Control

« Authentication

* Authorization (B T.U. nonynapHasa HbiH4e Annotaion-based security)

« QOauth

e« ORM TEXHOMOIMMMU

LI = ol
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https://docs.spring.io/spring-security/reference/index.html

Kakme npobrembl peLlatoT

COBPEMEHHbIE PPENMBOPKN?
Django — Python

Heknapupyer:

» Cross site scripting (XSS) protection

« Cross site request forgery (CSRF) protection

* SQL injection protection

» Clickjacking protection

+ Host header validation

» Cross-origin opener policy

« User-uploaded content - ckopee Habop COBETOB YEM MEXAHM3M

* Built-in permissions system

 Built-in authentication module
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Kakme npobrembl peLlatoT

COBPEMEHHbIE PPENMBOPKN?
Flask — Python

Heknapupyer:

* Session based authentication

* Role management - very basic

+ Password hashing

* Basic HTTP authentication

+ Token based authentication

+ Token based password recovery / resetting
» User registration

* Login tracking

 ORM TEXHOMOIrMM
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Kakme npobrembl peLlatoT

COBPEMEHHbIE PPENMBOPKN?
Symfony - PHP

Heknapupyer:

Authentication / Firewalls
Authorization / Voters

Password Hashing and Verification
CSRF Protection

LDAP server

ORM TexHonormu

Login Throttling
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Kakve npobnembl peLlatoT 3?
COBpPEMEHHbIe PPENMBOPKN? A
Laravel — PHP

Heknapupyer:

* Authentication
« Authorization (Gates/Policies) f
« Password Hashing and Verification Q ( 8 c | L

» CSRF Protection

« Email verification [

+ Password reset .
« ORM TexHonorunm (Eloguent ORM) - __ . s . |
 Login Throttling

el db
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Kakme npobrembl peLlatoT
COBPEMEHHbIE PPENMBOPKN?

Express.js — JavaScript

Heknapupyer:

« HTTP Security Headers (hidePoweredBy removes the X-
Powered-By header)

+ Cookie Security

OTaenbHble COBETHI M3 AOKYMEHTaLNM:
- Use the open-source sglmap tool to detect SQL injection
vulnerabilities in your app.

- Use the nmap and sslyze tools to test the configuration of your
SSL ciphers, keys, and renegotiation as well as the validity of your
certificate.

- Pray for your code morning and evening. *joke*
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https://nmap.org/
https://github.com/nabla-c0d3/sslyze

Kakme npobrembl peLlatoT

COBPEMEHHbIE PPENMBOPKN?
Ruby on Rails — Ruby

HeknapupyerT: ALOBaHC3 TEKHUKC:
« CSSinjection

« Session fixation T *
« Textile injection

« CSRF

« Ajax injection

- File Uploads hd '}

 Response Splitting

 File Downloads :
« Unsafe Query Generation

« User Management
9 « HTTP security headers

« Loggin
99ing « Content-Security-Policy header
* SQL injection )
¢« Custom credentials
DS
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Kakme npobrembl peLlatoT
COBPEMEHHbIE PPENMBOPKN?

ASP.NET - MVC Framework

Heknapupyer:

« CSRF Protection
« HTTP Security Headers

« Authorization mechanism right out of the bc

« Open Redirect protection

« Two-factor mechanism right out of the box

Select a template:

c# (]
61 &

Empty Web Forms

F(“ F(,-’-
e o
Single Page  Azure Mobile
Application Service

Add folders and core references for:

[[] WebForms v MVC

[ ] Add unit tests

Test project name:

C#
5]
MVC

] Web API
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NO

New ASP.NET Project - MvcPWx » IEN

A project template for creating ASP.NET MVC applications.
ASP.NET MVC allows you to build applications using the
Model-View-Controller architecture. ASP.NET MVC
includes many features that enable fast, test-driven
development for creating applications that use the latest
standards.

Learn more

Change Authentication

Authentication: | Individual User Accounts -

Microsoft Azure

u:\l [v] Host in the cloud

Website he

Signed in as 10@yahoo.com
Manage Subscrnptions

.
IE8 118



Kakme ya3BMMOCTM He HAUTU B COBPEMEHHDbIX SFF

X
BEO-NPUNOKEHNAX? e

« CSRF

« Reflected / Stored XSS

« SSTI

* SQLi

» Plaintext Storage of a Password
* Session fixation

e HTTP Host Header attack

18



Kakmne ya3BMMOCTM UCKATb B
COBPEMEHHbIX BEDO-MPUNOXKEHUNAX?

* Authorization Bypass

* Business logic vulnerability
» Deserialization of untrusted data
« SSRF

« Security Misconfiguration

* Unrestricted File Upload

* Improper Interactions Limit
« Race Condition

* File Upload vulnerabilities

+ Path Traversal

«  Argument Injection

« 1000+ bugs from CWE...
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Kakmne npmnmMepbl YA3BUMOCTEN
BCTPEYatoTCAa HaM B COBpPEMEHHbIX BED-
NPUNIOXKEHUNAX?

HeCKONMbKO MPMMeEPOB
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Kakure npmnmMepbl ya3BMMOCTEN

BCTPEYatoTCa HaM B COBpPeMEHHbIX BeO- A%
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2022
NMPUNJTOXKEHNMAX ?
e (<[> Target: NN S HTP2 ()
Request Response M= ®  inspector m W T - & X
Raw e Pretty Raw Hex - " = Request Attributes 2 v

1 POST /api/auth/password/forgot HTTP/2 1 HTTP/2 200 OK
2 Host: 2 Server: nginx/1.14.1
3 Cookie: _ym_u1u=1654698049847204912; _ym_d=1654698049; _fbp= 3 Date: Mon, 11 Jul 2022 11:52:50 GMT Bectiost ey baTagiets » v i

fb.1.1654861432310.1796113249 4 Content-Type: application/json; charset=utf-8 ’
4 Content-Length: 27 5 Vary: Accept-Encoding Request Body Parameters 1 v f
5 Sec-Ch-Ua: "Chromium";v="103", ".Not/A)Brand";v="99" 6 Access-Control-Allow-Origin: false 2
6 Accept: application/json 7 Request Cookies 3 v | »
7 Content-Type: application/x-www-form-urlencoded 8 {
8 Sec-Ch-Ua-Mobile: 70 "message":"Kon nonTsepxaesus Guin otnpasned xa xomep +7S ",
9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) "t { Request Headers y v o

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.53 "type":"bearer",

Safari/537.36 "token": Response Headers 5 v
10 Sec-Ch-Ua-Platform: "mac0S" "eyJhbGci01IIUZIINATSINRSCCI6IKpXVCII. eyl 1awQ o
11 Origin: https:/ _SMHO. C0ZRoIeVBK7uRoIFGOsb-p@iVHwd3Y07yE
12 Sec-Fetch-Site: same-origin xK9J_ZGnI", l
13 Sec-Fetch-Mode: cors "refreshToken":
14 Sec-Fetch-Dest: empty "'54e7b01315f329e7e5c17addaf32a8e1ATZYUcbpNO12z4 f cVNw2R8Zkmm6 fV4+gESY -
15 Referer: https:/ s/index. html H+gDOj pMThoAvmgif8vvaNdKfV37Sre"
16 Accept-Encoding: gzip, deflate }
17 Accept-Language: en-GB,en-US;q=0.9,en;q=0.8 }

18
19 phone_number=%2579 S

@@ €|/ |Search...

Done

0 matches

0 matches

@{:6} € |9  Search...

-
N
.
[ =Y ~
=

¥

573 bytes | 55 millis




Kakure npmnmMepbl ya3BMMOCTEN

BCTPEeYHYakoTCHA HaM B COBPEMEHHDbIX BEO-

NPUNIOXKEHUNAX?

Spring MVC annotation-based security

YassumocTun

Ticket
#466
#467
#468
#469
#470
#471
#472
#473
#474
#475
#476
#477
#478
#479
#481
#482
#486
#487
#488
#489
#490
#491
#493
#494
#496
#497
#498
#499
#500
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Type

Using Components with Known Vulnerabilities
Improper Access Control

Weak Password Requirements

Using Components with Known Vulnerabilities
Sensitive Data in GET Query String
Unrestricted File Upload

Improper Access Control

Improper Access Control

Insecure Direct Object References (IDOR)
Improper Access Control

Improper Access Control

Improper Access Control

Improper Access Control

Improper Access Control '
Improper Access Control

Improper Interaction Limits

Improper Access Control

Improper Access Control

Path Traversal

Insecure Direct Object References (IDOR)

Improper Access Control e
Improper Access Control

Use of Hard-coded Cryptographic Key -
Insecure Direct Object References (IDOR)

Using Components with Known Vulnerabilities -l b

Using Components with Known Vulnerabilities
Using Components with Known Vulnerabilities

Using Components with Known Vulnerabilities /
Sensitive Data in GET Query String //
2

J {39



Kakmne npmnmMepbl YA3BUMOCTEN
BCTPEYatoTCAa HaM B COBpPEMEHHbIX BED-
NPUNIOXKEHUNAX?

Spring MVC annotation-based security

NccneayeMmoe npunoxeHue no3sonsieT NoboMy ayTeHTUPUUMPOBAaHHOMY NONb30BaTeNO yAansTh
nobble pannbl B @annoBoM XpaHUNULLE NPUNOXEHUS.

Yepe3 API MeToaq DELETE /api/attachments/{{ID}} MOXHO yAanuTb NPOMU3BOJSIbHbIN pann B
dannoBoM xpaHunuuie ykasas naeHtudukatop coobuweHus, rae npunoxeH dann. UaeHtudukaTtopsl
CO06LWEeHUN ABNAKTCA LeNbIMU YUCNAaMN UBMEHSIOLWMMUCS NOCPEeACTBOM MHKPEMEHTUPOBAHUSA, UYTO
No3BONSET NpeackasaTtb naeHTudunkaTop cooblieHus.

MNoTeHuManbHbIN 3N10YMbILWNEHHUK MOXET nepebpaTb BCe naeHTudunkaTopbl GannoBbiX BOXEHUN OT 1
A0 N, rae n - HoMep nocnegHero coobuweHus ¢ dannoBbIM BIOXKEHUEM B CUCTEME, U YAANUTbL BCe
dannbl, XxpaHsawmecs B GannoBoM XpaHuUnuLle.

\
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Kakure npmnmMepbl ya3BMMOCTEN

BCTPEeYHYakoTCHA HaM B COBPEMEHHDbIX BEO-

NPUNIOXKEHUNAX?
HunBepcuma
éé function-authFromToken(ProviderRequest-$request):-JsonResponse
97
08 $provider:--$request—>provider;
99 $providerToken: - -$request—>token;
100 $email $request—>email-?? -null;
101
102 ($provider 'apple') - {
103 {
104
105 $token - -$this—>appleAuth($providerToken);
106 response()—>json(['token' $token], -200);
107
108 ¥ (\Exception- $exception) - {
109 response()—>json(['error' $exception—>getMessage()]
, "422);
110 }
111
112 }

20NE

2022




Kakure npmnmMepbl ya3BMMOCTEN

BCTPEYatoTCAa HaM B COBpPEMEHHbIX BED-
NPUNIOXKEHUNAX?

HunBepcuma

185
186
187
188
189
190

191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208

$key
$jwtToken $token;

$jwtArr

}

$payload
$payload

}

function-appleAuth($token)

'your-256-bit-secret’';

($jwtArr false) - {
\Exception('Apple-auth-not-valid-token');

('isset($payload—>email)

$user

)l

[

1,
[

]

\Exception('Apple-failed-token-validation');

User::firstOrCreate(

array_combine(['header', - 'payload’, - 'signature'], -explode(
.', "$jwtToken));

base64_decode($jwtArr['payload']);
\json_decode($payload);

empty($payload—>email)) - {

'email’ $payload—>email,

'email_verified_at'

now(),
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[Oe npoLle BCero HamTm Takme npobnembl?

B MexaHM3Max aBTopu3aLmm

B MexaHM3Max BOCCTaHOBEHMS Maponia

B MexaHm3Max 3arpyskm / ckaumsaHua damnos
B OCHOBHbIX BU3HEeC-MpoLLeccax MPUIoXKeHMs

B cTOpOHHMX KaHanax ayTeHTl/ICIDl/IKaLI,l/Il/I
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NO,

B MexaHM3MaXx BbIMOHEHWA 3aMPOCOB K CTOPOHHUM
pecypcam

B MexaHM3Max OeHeXXHbIX MepeBoOoB M KOHBEPTaL MU

B KOHOUIypaunm n peanmsaumm ¢pemnMBOpPKOB U
6mnbnmoTtek

PAS




KaK ObITb ycrnelwHee B MOMCKaxX Takmnx npobnem
M COOTBETCTBEHHO B X UCKJTIOYEHUNI?

3y4aTb 0COBEHHOCTU KOHPUIYypaLIMKM dpenmMoBOpPKa

N3y4daTb BU3HEC-NOTUKY MPUIOXKEHUNSA N cOopa «TOHKMX
MeCT» B MPUTOXKEHU

CobunpaTb BCce BO3MOXHble MeToabl APl MpunoyxeHnm m
paboTaTb Had MOKPbITUEM MPOBEPKAMMU.

Bonblle nporatb M YUMTATb KOA: MPOKa4YMBaTb
HaCMOTPEHHOCTb B TOHKMX MeCTaxX.

Mcrnonb3oBaTb aBTOMATM3aLMIO O/19 MPOBEPKU
ABTOpmM3aumm B APl MmeTogax

CocTaBngaThb Ka PTY NOKPbLITNA N MOOeEJ1b YIPO3

lymaTb ronoson ©

\
2

FF

ONE

2022

27/



3aKJiroyeHdme

OnbIT HepeaKO MellaeT TeM, YTO Tbl 3apaHee OXXMOaellb UTO-

TO YBMNOETb.

Hy)-I-(HO MblITaTbCA HAWUTW BCE, HO 3TO HAO0 OeNaTb He PYKaMM

)

Bnaroga PHOCTW.

A. KptoukoBa — 3a nccnegoBaHme 6€30MnacHOCTU
COBpPEMEHHbIX PPENMBOPKOB

. MonokoBWY — 3a HaWOEHHbIE YA3BUMOCTU M3 MPUMEPOB
D)

r'lf‘
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NGO

Cnacumbo 3a Balle
BHMMMaHMe!
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