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Machine Learning in products

- Recommendation systems
- ldentity verification

- Malware detection

- Spam detection

- Search engines

- Translation

- Machine vision

- Fraud detection

- Analysis of results of medical tests
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Threats to Machine Learning models 3EFE
Poisoning attacks /

Inference : "
attacks £ y
- g 7
Extraction .
attacks i 2 !
=1 -_— :
Evasion attacks == ) \ - B



Example model overview

- Train set: MNIST dataset

- Prerequisites: API access to model

- Attacker knowledge: -

- Forms processing

- Bank cheques processing
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Evasion attack: Overview
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Evasion attack: Example

() github.com/gwgoro/ML-Talk

10 20 0 10 20 0 10 20 0 10 20 0 10 20

True class: Resulting class: True class: Resulting class: True class:

2 6 9 6 7
Approach: Fast Gradient Method [arXiv:1412.6572]
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Evasion attack: Impact

2022

Fundoscopy Chest X-Ray Dermoscopy

Absent/mild DR Moderate/Severe DR Normal Pneumothorax Nevus Melanoma

- Malware filters bypass / Antivirus evasion
- Spam e-mails & ad filters bypass
- Spoofing against verification systems

- Life-threatening situations

[arXivi1804.05296]

Attacker <attacker@bk.ru> vy Attacker <attacker@bk.ru> vy

Victim@victim.com vy Victim@victim.com v
Hey there

So I'm the hacker who cracked your e mail & ' emha yohcracked eFm ‘

You entered your password on one of the sites |

This is the password from hisnisrtherpa Ol @pearlhol

Obviously you can can change it, orperhaps [¢ : ycanFchange' L
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Model inversion attack: Example

() github.com/gwgoro/ML-Talk

Approach:-MIFace [DOI10.1145/2810103.2813677]
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Model inversion attack: Impact

Leak of sensitive data:

- Contents of documents Prefix
- Medical records
- Passwords

- PIN codes

- Other secrets

Horpo ration S|l centre

Marine Parade Southport

[arXiv:2012.07805] =
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Model extraction attack: Overview & Impact L ONE
- Intellectual property infringement /
Get predictions from | '
the target model /

)
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Adversarial Robustness Toolbox

() oithub.com/Trusted-Al/adversarial-robustness-toolbox
. Attacks from art.attacks.inference.model inversion import MIFace

x_average = np.zeros((1@, 28, 28, 1}} + np.mean(x_test, axis=8)

. Defences

. attackInversion = MIFace(classifier, max_iter=25002, threshold=1.8, batch_size=10©, window_length=128)
* EStImatorS inverted = attackInversion.infer(x_average, y=np.arange(1€))

- Metrics Model inversion: 100% || 10/70 [10:13<00:00, 61.38s/it]

- Data generators

from art.attacks.evasion import FastGradientMethod

-

# Generation of adversarial examples /

attackEvasion = FastGradientMethod(estimator=classifier, eps=6.2, batch_size=64)

- Examples & deta”ed notebOOkS x_adv = attackEvasion.generate(x_test)
# Predicting and evaluating accuracies of predictions on both initial data samples and adversarial ones
predictions = (classifier.predict(x_test), classifier.predict(x_adv)) i
accuracies = (np.sum(np.argmax(predictions[@], axis=1) == np.argmax(y_test, axis=1}) / len(y_test),

np.sum(np.argmax(predictions[1], axis=1) == np.argmax{(y_test, axis=1}} / len(y_test)) =

print(f"Accuracy of predictions (initial data): {accuracies[®] * 1e@} X")
print(f"Accuracy of predictions (adversarial): {accuracies[1] * 1@@} X")
Accuracy of predictions (initial data): 98.16 % —
Accuracy of predictions (adversarial): 41.88 % <‘
«{ — - .“,-— e T - ". —
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[ART] Model extraction attack: Example

() github.com/gwgoro/ML-Talk

from art.attacks.extraction import CopycatCNN

# Training a substitute model based on the target model

attackExtraction = CopycatCNN(classifier, batch_size fit=1@, batch_size_query=18, nb_epochs=18, nb_stolen=108)
extracted = attackExtraction.extract(x_test, thieved classifier=res)

Train on 1@@ samples

Epach 1/10

166/100 [ ] - @s 2ms/sample - loss: 2.2616 - accuracy: 0.15@@

Epoch 2/1@

166/100 [ ] - @s 748us/sample - loss: 2.85@9 - accuracy: @.2666

Epoch 3/10

166/100 [ ] - @s 658us/sample - loss: 1.76@1 - accuracy: @.4600

Epoch 4710

166/108 [ ] - @s 658us/sample - loss: 1.4344 - accuracy: @.586@ :

Epoch 5/18 e &
16@/100 [ ] - @s 762us/sample - loss: 1.16@88 - accuracy: @.6700

Epach 6/1@ -

166/100 [ ] - @s 787us/sample - loss: ©.9168 - accuracy: @.746@ o e

Epoch 7/10 '

16@/100 [ ] - @s 864us/sample - loss: ©.7963 - accuracy: @.7500

Epoch 8/10

166/100 [ ] - @s 7@8us/sample - loss: ©.6875 - accuracy: @.796@

Epach 9/10 = = - T &
166/100 [ ] - @s 578us/sample - loss: ©.6211 - accuracy: @.816@

Epoch 10/1@ P b
166/180 [ ] - @s 619us/sample - loss: ©.5331 - accuracy: @.816@ & !;i j;: =
# Making predictions with use of both original and extracted versions of the target model and evaluating their similarit ; o M = -

victim predictions = np.argmax(model.predict(x_test}, axis=1) e :; =
thieved_predictions = np.argmax(extracted.predict(x test), axis=1) 3 =

accuracy = np.sum{victim predictions == thieved predictions) / len(victim_predictions) - /:::‘
print(f“Similarity of predictions: {accuracy * 100} %") _— =

Similarity of predictions: 69.31 %

Approach: Copycat CNN [arXiv:1806.05476] S 15
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) github.com/Azure/counterfit
/content/counterfit# python counterfit.py
N ') R
/ 74 N ok S LV AR | LAl
87 / A i i vl o Al s A T
Ne A N s L TIN s X ol Ll AN
Version: 1.0.0
| I
counterfit> list targets
Name Model Type Data Type Input Shape # Samples Endpoint Loaded
creditfraud BlackBox tabular (30,) (not loaded) creditfraud sklearn pipeline.pkl False -'
digits_blackbox BlackBox image [y 285, 28) (not loaded) mnist sklearn pipeline.pkl False
digits_keras keras image (28, 28, 1) (not loaded) mnist model.h5 False i
movie reviews BlackBox text (1,) (not loaded) | movie reviews sentiment analysis.pt False A J'
satellite BlackBox image (3, 256, 256) (not loaded) satellite-image-params—-airplane-stadium.h5 False -
=
LI
counterfit> list frameworks 744 ’
fo A g
Framework # Attacks ,l e
b -y =
art (not loaded)
augly (not loaded)
textattack (not loaded)
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) github.com/Azure/counterfit
counterfit> list attacks
Name Category Type Tags Framework 1
v
A2TYo02021 BlackBox | EvasionAttack text textattack '
BAEGarg2019 BlackBox EvasionAttack text textattack
BERTAttackLi2020 BlackBox EvasionAttack text - P e i - - .
CLARE2020 BlackBox | EvasionAttack text| CarliniLOMethod WhiteBox EvasionAttack image, tabular art
CheckList2020 BlackBox | EvasionAttack text| CarliniLInfMethod WhiteBox | EvasionAttack image, tabular art
DeepWordBugGao2018 BlackBox | EvasionAttack text| COPYCatCNN Bl?CkBOX ExtrgctionAttack %mage art
FasterGeneticAlgorithmJia2019 BlackBox | EvasionAttack text| DeepFool WhiteBox | EvaslonAttack image, tabular | art
GeneticAlgorithmAlzantot2018 BlackBox | EvasionAttack text Elast%cNet ) . WhiteBox Eva51on§ttack image, tabular | art
HotFlipEbrahimi2017 BlackBox EvasionhAttack text| FunctionallyEquivalentExtraction BlackBox ExtractionAttack image, tabular art
IGAWang2019 BlackBox | EvasionAttack text| HopSkipJump BlackBox | EvasionAttack image, tabular art
InputReductionFeng2018 BlackBox PvasionAttack — KnockoffNets_ _ BlgckBox ExtractionAttack %mage, tabular art
Kuleshov2017 BlackBox EvasionhAttack text| LabelOnlyDecisionBoundary WhiteBox InferenceAttack image, tabular art
MorpheusTan2020 BlackBox | EvasionAttack text| MIFace WhiteBox InferenceAttack image, tabular | art
PS0Zang2020 BlackBox | EvasionAttack text| NewtonFool WhiteBox | EvasionAttack image, tabular | art
PWWSRen2019 BlackBox | EvasionAttack text| ProjectedGradientDescentCommon WhiteBox | EvasionAttack image, tabular art
Pruthi2019 BlackBox | EvasionAttack text| SaliencyMapMethod WhiteBox EvasionAttack image, tabular art
Seq2SickCheng2018BlackBox BlackBox | IntegrityAttack text SimB§ . Wh%teBox Evas%onAttack %mage art
TextBuggerLi2018 BlackBox EvasionAttack text SpétlalTransformat}on Wh}teBox Evas%onAttack }mage, tabular art
TextFoolerJdin2019 BlackBox EvasionhAttack text| UniversalPerturbation WhiteBox EvasionAttack image art
R s b e R1arkRAY TR S ) imar| VirtualAdversarialMethod WhiteBox | EvasionAttack image art
Wasserstein WhiteBox | EvasionAttack image art
Blur BlackBox CommonCorruption image augly
Brightness BlackBox CommonCorruption image augly
ChangeAspectRatio BlackBox | CommonCorruption | image augly
ClipImageSize BlackBox | CommonCorruption | image augly
ColorJditter BlackBox CommonCorruption image augly
Contrast BlackBox CommonCorruption image augly
7 =
; . = 1:
* "



[Counterfit] Evasion attack: Example

() github.com/gwgoro/ML-Talk

digits blackbox> use HopSkipJump

[+] New HopSkipJdump (419f7593) created
[+] Using 419f7593

digits blackbox>419f7593> set --sample index 1 --max eval 1500 —--max iter 10
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digits_blackbox>419£7593> run i
[-]1 Running attack HopSkipJump with id 419f7593 on digits_blackbox)
[-] Preparing attack...
[-]1 Running attack... |
Success Elapsed time Total Queries
1/1 0.7 2390 (3504.1 query/sec) ..
\II
Input Adversari.. ,;,,, .
Sample Label Label Max Abs E:.f v
Index (conf) (conf) Chg. Adversarial Input M - E
1 0 6 (0.9809) 4.7776 counterfit/targets/digits_blackbox/results/419f7593/digits_blackbox-f03b8b22—&: N -
(1.0000)

[+] Attack completed 419f7593 (HopSkipJump)

Approach: HopSkipJump [arXiv:1904.02144] jf '




[Counterfit] Evasion attack: Example

) github.com/gqwgoro/ML-Talk

Original image Adversarial version Difference Original Original Resulting
of image (exaggerated) class confidence class
0 100% 6

1 100% 8

2 100% 4

O 0
[ /[
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Resulting
confidence

98%

56%

73%



Counterfit

) github.com/Azure/counterfit

- Hiding malicious queries

- Using a proxy

- Sending and collecting outputs from different locations
- Adding startup commands

- Overriding functions in the parent target

- Training a local model to attack
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