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What is mobile forensics”

e Data acquisition

e Forensic data collection

sLAnRlcalion g2z analysis




What is mobile forensics”

tion  Hack the bad guy’s phone

e Forensic data collection

* Application data analysis




Android 4.4 FDE

password

salt
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Android 5+ FDE

Secure Startup)  password RSA key

userdata a




lest case #1

* Huawel P9

e Processor: Kirin 935
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Huawel P9 FDE

eMMC cid RSA key

userdata a




ER

o Extract encrypted userdata partition

e Get eMMC cid

» Derive the keymaster encryption key
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BOot sequence




Fastboot (detault

e Flash firmware

 Get some diagnostics info
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Fastboot (unlocked

e Dump eMMC

e Read eMMC cid

* Memory R/W -> boot patched TEE (!




Unlock protocol

. generate challenge
fastboot ocem hwdog certify begin
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Unlock protocol

. generate challenge
fastboot ocem hwdog certify begin

>

. sign challenge with private RSA key




Unlock protocol

1. generate challenge
fastboot ocem hwdog certify begin

>

2. sign challenge with private RSA key




Unlock protocol

1. generate challenge
fastboot ocem hwdog certify begin

>

2. sign challenge with private RSA key




ER

 Buy unlock_code and do the fastboot unlock

e Extract encrypted userdata partition

e Get eMMC cid







Solution drawbacks

* The unlock service could go offline at any
omen

e But we need a permanent solution




PRNG internals

Challenge generation based on the following
function:

dword step( dword a

dwere ) —

a0 = e s




PRNG output
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PRNG poking

seed Is generated on device boot and on every
liacsbeol gclvals kool el lpdalc Eoken of=1l

next challenge is derived from the previous one on
every fastboot oem hwdog certify begin call




PRNG cycle

index =0




PRNG cycle

assume we could generate index = 0
N pairs (challenge:unlock_code
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PRNG cycle

assume we could generate index = 0
N pairs (challenge:unlock_code
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PRNG init

assume seed value to be random and
the corresponding index IS seed index index =0

@i = cecd inde < a

index = d




PRNG init

assume seed value to be random and
the corresponding index IS seed index index =0

@i = cecd inde < a

hence we need to step index = d




PRNG init

let interval value be the largest step
count we are ready to wait for index = 0

possible cases:
a) seed index is inside interval

-> step to the known value index = d
_index s outside
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Estimates

= 200

reqs per second = 14 tep or reinit
inreazal = 16800 (2 miallies

avg reinit count before seed index in interval:
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Results (Huawel P9

. Special unlocked fastboot mode cou

to compromise the secure boot chair
the TZ kernel

d be used
iIncluding



lest case #2

» Samsung A5 2016 (A510F

e Processor: Exynos 7580

» OS version: Android 7 -




Samsung A510F FDE

password RSA key

0x10070000

keymaster
UulbD

userdata a
O
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-xtract encrypted userdata partition

. Dump the 0x10070000 key

 Perform offline password bruteforce
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Assumptions

* QOriginal research used sboot exploit (EL1) as a
first part of the exploit chain (out of scope for
now

 As a result - one could dump encrypted




A510F kernel source

» Look for ways to communicate to EL3 running code (SMC)

e Some testing/debugging code:
exvnoc smel 0xe200 1810 Uxs, addrecs:  (x0)

Jennos ieme @ Bxe 001810 Oxe, address il o)

// SHA256
// HMAC-SHA256

e

e

sstrues hnae shalob dbe st Saibins
DWORD input addr;
DWORBE ek 20 (/atiol sed
DWORD Ut e T




EL3 pwn plan

 Compile em shellcode and split it into DWORDs -
i shiel leade detid U jichel | eoede dmeomred 1 |

e Bruteforce random inputs to produce pairs
shaZzo6l npue O ) = helleode idwoid 0

sha o6l nmputa il ) =2he | | coge dyena |
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sha oGl anpute 2 = shelleode duord







EL3 pwn plan failed :

* On executing SHA256 update and final function
the code freezes

 Root cause - accessing 0x10810110 memory
register (used for validation




Plan v2 points

 Actually, we don't need EL3 code exec

e Qur target - extract 0x10 bytes accessible from
-3 - memory leak is enough!




HMAC-SHA256 context

imeieisialciZ oie i s (B e e = llhac o)

OxBFF01C48: 2A FE B3 AA 1F E3 AC C5 9918 72 79 1E AL E2 17
OxBFF01C58: AD C8 3A 31 63 91 BB 9E 02 98 FO 8C 61 BS 9F B4
OxBFF01C68: 40 00 00 00 00 00 0O OO B2 5C 5¢c-50C.5C 5C 5C 5C
OxBEEOICT8: 5C 5C 5C 5C. 5C 5C 5C 5C oG HC. . 5C HE HC.5C 56 HC
OxBEEQ1CH8:. . 5C. 5C 5C.5C 5C . 5C  5C. 5C SC 5C. 5C. . 5C.H5C 5C. 5C. 5C
UxBEE01CO8:. 5C.-5C 5C 5C. 5C. 5C 5C 5C 5C.oC BC 5C . .HC 5C . 5C 5O
OxBFEOICAB: 5H5C .5C. 5C 5C 5C 5C . 5C 5C 2A FE B3 AA 1F E3 AC C5
OxBFFO1CB8: 99 18 72 79 1E A5 C2 17 AD C8 3A 31 63 91 BB 9E
OxBFFO01CC8: 02 98 FO 8C 61 B5 9F B4 EE 16 38 D6 65 C7 78 5A
- OxBFF01CDS8: i | ~ ' P 70 :




HMAC-SHA256 poking

Alillccalte imemorys akt the ol llewing addecs ses:

Byte we want to leak
0x54321FEO: EE 00 00 00 00 OO0 00 OO 00 00 00 00 OO0 00 00 OO

hmae shaZB6. AnplLE (ot rUCE
0x55000000: [FF FF FF FF|00 00 00 00 FF FF FF FF 00 00 00 00

0x55000010: FF FF FF FF [00 00 00 00] 00 00 00 00
0x55000020: 01'0900 00|00 00 00 OO ~00’OQ~Q0'OQ'OO O 00 00




HMAC-SHA256 poking (2)

O0x54321FEO: EE 00 00 00 00 00 00 OO 00 00 00 00 OO0 00 00 OO

0x55000000: FF FF FF FF 00 00 00 0O FF FF FF FF 00 00 00 0O
0x55000010: FF FF FF FF 00 00 00 0O EQO 1F 32 54 |00 00 00 OO
0x55000020: [01 00 00 00 joO 00 00 00 00 00 00 00 00 00 00 OO

CGalls HMLE=SHL2B6 smit waith addr = 055000000

OxBFF01C48: 2A FE B3 AA 1F E3 AC C5 99 18 72 79 1E A5 C2 17
~ OxBFF01C58: AD C8 3A 31 63 91 BB 9E 02 98 FO 8C 61 B5 9F B4
’ .00 00 B2 | 5C 5C 5C 5C




HMAC-SHA256 poking (3)

O0x54321FEO: EE 00 00 00 00 00 00 OO 00 00 00 00 OO0 00 00 OO

0x55000000: FF FF FF FF 00 00 00 0O FF FF FF FF 00 00 00 0O
0x55000010: FF FF FF FF 00 00 00 00 [B3 1IC FO BF]00 00 00 00
0x55000020: [1B 00 00 00 joO 00 00 00 00 00 00 00 00 00 00 OO

CGalls HMLE=SHL2B6 smit waith addr = 055000000

OxBFF01C48: E5 92 EA 3D F2 50 7F 81 OB D2 E2 5D C5 52 62 7A
OxBFF01C58: 05 A3 DC D7 EO DF 9B EO 85 DO 21 A4 8C 53 6F 78
)% )1C68 : 0 ' e 9 C5 44 o




HMAC-SHA256 poking (4)

O0x54321FEO: EE 00 00 00 00 00 00 OO 00 00 00 00 OO0 00 00 OO

0x55000000: FF FF FF FF 00 00 00 0O FF FF FF FF 00 00 00 0O
0x55000010: FF FF FF FF 00 00 00 00 [BO IC FO BF]00 00 00 00
0x55000020: [0OC 00 00 00 joO 00 00 00 00 00 00 00 00 00 00 OO

CGalls HMLE=SHL2B6 smit waith addr = 055000000

OxBFF0]1C48: xX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX
OxBFF01CH8: |xx xxX XX XX |[|xx XX XX XX XX XX XX XX XX XX XX XX

ISE )1




HMAC-SHA256 poking

 \WWhat if now we call HMAC-SHA256 init with address
OxBFF01C58 7

e cm code will interpret the context as a valid input

structure and will calculate hash for a key in range
ol BoERRO. & 0506 L BOGRBO k(] RESEGH




Plan v2

e For each byte 0Ox00 - OxFF build a palr:
- params (offset and size for the intermediate
calculation
- expected time

* Perform simple

3




Table example

0x10, Oxd, Ox20718cb )
O0x0, 0x12, 0x10el9d )
Ox12, Oxd, Oxaed4f9%b )
Ox14, 0x1, Ox1c28690 )
Ox4, Oxb, Ox2abcf8c )
Ox8, Ox7, Ox3ec625a )
Ox2. QX7 0x5833a2 )
0x13, Ox1, 0x134ef84 )
0x17, 0x4,

0x00 -> 5.106301
0x01 -> 0.166550
O0x02 -> 0.007729
Ox03 -> 4.438765
Ox04 -> 6.683548
Ox05 -> 9.877656
Ox06 -> 0.868739
Ox0¢ > 3 .2(6226
> 1.212959

"f\f\f\f\f\f\f\f\f\
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Estimates

e Full Ox10 bytes recovery took ~24 hours

* *maybe the author detected the frozen phone
too late several times :D




Results (samsung AS10F

. A cm module bug results in keymaster-
porotected RSA key decryption

2. Password Is needed to decrypt the userdata,




Final notes

* Are these vulnerabilities fixed? Yes, they are fixed in
the subsequent hardware revisions by removing the
vulnerable code

e Nevertheless latest firmware for Huawei P9 and
Samsung A510F seems vulnerable




Questions?




