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AMD PSP

Platform Security Processor

« Dedicated 32-bit ARM Cortex-A5 co-processor
+ Partof SOC

« Has own OS

* Has TPM-like module (CCP)

* HW logic for secure control of boot process

» Has access to system memory / resources

« Has own
* Local memory
* Local registers
 Etc...it's CPU in CPU

» Server and Desktop version
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What about security researches?

> AMD had denied requests to open source code of PSP firmware. The community tensed up.

> 2017 — Google, Cfir Gohen, Google. Bug in CCP (TMP) module, stack overflow + code execution —

{* SECURITY *}

Security hole in AMD CPUs' hidden secure

processor code revealed ahead of patches PR
Googler drops bug bomb in public — but don't panic

> 2018 - CTS-Labs, Israel. Backdoors, code execution and other fun staff TN oo

=£2CTS

Severe Security Advisory on AMD Processors
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What about security researches? W

2022

> AMD had denied requests to open source code of PSP firmware. The community tensed up.

> 2017 — Google, Cfir Gohen, Google. Bug in CCP (TMP) module, stack overflow + code execution —

{* SECURITY *}

Security hole in AMD CPUs' hidden secure

processor code revealed ahead of patches PR
Googler drops bug bomb in public — but don't panic B
> 2018 - CTS-Labs, Israel. Backdoors, code execution and other fun staff : Y G

=£2CTS

Severe Security Advisory on AMD Processors
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About PSPTool

PSPTool was developed at TU Berlin in context of the following research:

¢ 2021, paper: One Glitch to Rule Them All: Fault Injection Attacks Against AMD's Secure Encrypted Virtualization

2020, talk: All You Ever Wanted to Know about the AMD Platform Security Processor and were Afraid to Emulate
2019, talk: Uncover, Understand, Own - Regaining Control QOver Your AMD CPU

2019, paper: Insecure Until Proven Updated: Analyzing AMD SEV's Remote Attestation

2019, talk: Dissecting the AMD Platform Security Processor
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legacy_header
legacy_header
legacy_header

verified(CCOD)
verified(CCOD)
verified(CCOD)
verified(CCOD)
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How to get firmware

1.
2.

3.

Rw.exe

Get one on vendor site

* On motherboards with support of Zen arch

* Also named AMD 17h/18h/19h
* Chipsets:

« X570

« B550

« Ab20

e X470

« B450

« Go to Support => BIOS => Flash

| created repo for firmwares with amd psp =>
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asrock.com

Overview Specification Support Where to Buy

Download BIOS Manual FAQ CPU Support List Memory QVL (Cezanne)

Memory QVL (Vermeer) Memory QVL (Matisse) Memory QVL (Renoir) Storage QVL

BIOS

We do not recommend users to update the BIOS if their system is already running normally. ASRock assumes no responsibility for any damages caused by improper operations of

downloading or updating the BIOS After updating BIOS, all the settings
will be reset to the default.
Need Help?
< A Update BIOS Under =
Version Date Size / How to Update Description Download
Update AMD AM4 AGESA Combo V2 Pl 1.2.0.6b
5 " [/
220 2022/3/8  14.89MB Instant Flash(. To support Ryzen 5000 G-series processors, it requires to update the BIOS with Matisse, Renoir or * Global  ¥# China
Vermeer CPU
1. Support Microsoft Windows 11
2. Update AMD AM4 AGESA Combo V2 Pl 1.2.0.3 Patch C
- 3. Enable AMD CPU fTPM in BIOS default
2.10 2021/8/6  14.88MB Instant Flash 5 Giobal ¥ China

To support Ryzen 5000 G-series processors, it requires to update the BIOS with Matisse, Renoir or
Vermeer CPU
. '
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PSPTool >

What | expected —

VFF
{ONE
2022
b e e a1 e e e S ’ ._..-......_..:.’.::’...?.
3 | 0xl000000 | Ox0 | ®« FUW_GEC~Oxbkl | _
4 | OxLOe9000 | Ox28000 | FW _TNVALID~Oxhk3 | By
5 | |  OxY4e20 | | R

OxL3L7200

CL>1 BHD_Type=0xb0O0kL:2

BHD_entry_len=419433k (O0x400020) : _
BHD_entry_address=0xle02000 -
BHD_Enrty_Undf_blob=b'\x00\x00\x00\x00\xeO\xff\xbf\t\x00\xO00\x0D\x0D" /?,'

C!] ZLib header found-. trying do decompress

CL+1 Decompressed 419433k bytes to -/flash_dump-bin-BHD_dump/BHD_0Ox13110C

C>1 BHD_Type=0xk3 2
BHD_entry_len=1L3840 (ODxZ2a000)

BHD_entry_address=0x10e5000 =
BHD_Enrty_Undf_blob=b'\xOD\xOO\xOD\xOO\XxffAXFfNXFFAXFf\XFFA\XFf\xff\xff’ =
CL+1 Dumped 1E3840 bytes to ./flash_dump-bin-BHD_dump/BHD_0x131L000/BHD_

v~

il
¢

[}
U

H
]

£ e
2 ~
-

S



Houston we have a problem

Can | get some info?

1) CoreBoot (?)
2) PSPTool team repositories, talks and whitepapers.

External Reference <

e« NDA document #55758: AMD Platform Security Processor BIOS Architecture Design Guide for
AMD Family 17h Processors
» NDA document #54267 AMD Platform Security Processor BIOS Architecture Design Guide: For all

devices earlier than Family 17h

i
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SPI Flash memory struct {ERE

Source: 2022

This "Flash Descriptor" structure is ,

what's read by the ICH/PCH in order
to populate and expose the ——
information via RO registers (like
FREGO) in SPIBAR * ﬂ‘ Management

Engine VSCC
Table

Reserved

Signature OFFOA55Ah denotes the MCH Soft
device has a valid descriptor and is
therefore operating in Descriptor IGH Soft

Straps

Straps
mode.

Signature offset is located at O on |\

ICH8, ICH9, and ICH10 Region

In PCH it has been moved to 0x10 | \ '
|

Component

and bytes 0 thru OxOF are Reserved

Descriptor
MAP

‘ Signature
Pictured: ICH 10 Flash Descriptor

16


https://opensecuritytraining.info/IntroBIOS_files/Day2_02_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20Flash%20Descriptor.pdf

FET

Firmware Entry Table

Starts with OxAAS5AA5S5 bytes

End on OxO055FFFF bytes

Usually located on offset 0x00020000

But not in every firmware

» Describes standard firmware addresses

» Describes sections offsets

0LO020000:-
0L020010:-
0L020020:-
0L020030:-
0LO020040:-

T T P e

aabbaalbs
DOODODOODD
D01L03100
DODODODOODD
ffffffff

rrrrrrrr

ooboooooo
ODaD0enO
feffffff
ooboooooo
frffffff

rrrrrrrr

ooboooooo
ooboooooo
OD&ébe0D
ODLOBLTf
ODS5ffff

rrrrrrrr

#include <stdint.h>

struct FET {

uint32_t magic_start;
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//AA55AA55h

uint32_t IMC_addr;

uint32_t Ethernet_addr;

uint32_t xHCI_firmware_addr;

uint32_t psp_bios_dir_tables[14]; // ???

uint32_t magic_end;

oooooooo
ooobooooo
ARRERARI
fFrffffff
fFrEfffff

rrrrrrrr

//@B55FFFFh
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PSP sections
2PSP, $PSP, $PL2

DLDE&UDD:
010e&010:
01l0ed&020:
01l0e&030:
0L0e&04D:

01341000:
013410L0:
01341.020:
01341030:
01341.040:

01342000:-
0L342010:
0L342020:
01342030:
01342040:
0L342050:
013420k0:

- i

HEEDEHED
oboooooo
oboooooo
oboooooo
oboooooo

24505350
ooboooooo
0Lo000000
21000000
LOOOODOOo

24504c32
0LO00000O0
oooooooo
02000000
odo000000
05000000
ObOOOODO

fibaeda?

oboooooo
40010cbc
OD00Dcbc
OD050bbc

899e9ffd
40040000
00000200
10000000
00040000

Sca9f4ac
80040100
40040000
50430100
80120200
40040000
FEFFFFFF

03000000
oboooooo
0D104cOD
00103400
00101100

oyo0D00000 DO1O40020
00143400 OOOOOODOO
00243400 OOOOOODOO
00193400 OOOODOOOOD
ob203400 OOOOOODOO

La0O0O00DO
00243400
002d3500
HEFE
0OD7&3E00
00493400
0L000020

DDDDDDDD
oboooooo
oboooooo
oboooooo
oboooooo

5fos0020
ooboooooo
oboooooo
oooooooo
oooooooo
ooboooooo
oooooooo

—— - - = _

BPSP.. e,
oo Leenns
.......... 4. ....
SPSP...... s
e n o a. y.....
......... sy, .. ..
Do y.....
1 y.....
SPLEN . eee.n
......... Sy. .. ..
D....-5.....
PC...25.....
......... vE---..
e B.....

QONE

2022

#include <stdint.h>

struct PSP_Header{

uint32_t signature;
uint32_t checksum;
uint32_t entries_count;
uint32_t unfd_blob;

struct PSP_Entry

uint32_t type;
uint32_t size;
uint32_t offset;
uint32_t undf_blob;
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PSP sections
2PSP, $PSP, $PL2

DLDE&UDD:
010e&010:
01l0ed&020:
01l0e&030:
0L0e&04D:

01341000

013410L0:
01341.020:
01341030:
01341.040:

01342000:-
0L342010:
0L342020:
01342030:
01342040:
0L342050:
013420k0:

- i

HEEDEHED fqhaedE?
oboooooo oooooooo
obDo0ODOO0OD0 40010cbc
oDO0ODOOD ODOOO0Dcebc
oDOODOOD ODOS0bbc

399eq9ffd
00000000 40040000
01000000 00000200
21000000 10000000

40p00000 00040000
T 4 C

03000000
oboooooo
0D104cOD
00103400
00101100

oyo0D00000 DO1O40020
00143400 OOOOOODOO
00243400 OOOOOODOO
00193400 OOOODOOOOD
ob203400 OOOOOODOO

fu2c laObOODOD

0LO000DOO &00&0100
obooooDooo yDoO40O000
02000000 50430100
04000000 &0120:200
09000000 40040000
Ob0O0OODOO ffffffff

00243400
002d3500
00323500
007t3k00
00493400
0LO000020

DDDDDDDD
oboooooo
oboooooo
oboooooo
oboooooo

5fos0020
ooboooooo
oboooooo
oooooooo
oooooooo
ooboooooo
oooooooo

—— - e

BPSP.. e,
oo Leenns
. e s mmmmmm 4. ....
SPSP...... s
e n o a. y.....
......... sy, .. ..
Do y.....
1 y.....
SPLEN . eee.n
......... Sy. .. ..
D....-5.....
PC...25.....
......... vE---..
e B.....

QONE

2022

#include <stdint.h>

struct PSP_Header{
uint32_t signature;
uint32_t checksum;
uint32_t entries_count;
uint32_t unfd_blob;

struct PSP_Entry
uint32_t type;
uint32_t size;

uint32_t offset;
uint32_t undf_blob;

19



Bios sections
$BHD, 2BHD, $BL2

20NE
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#include <stdint.h>

struct BHD_Header{
uint32_t signature;
uint32_t checksum;
uint32_t entries_count;
uint32_t undf_blob;

) $BHD = BIOS Header Directory

) Has addresses of some x86 boot modules.
For example, FV Volume with PEICore. }

) Has 2-level boot process struct BHD_Entry

) First $BHD sections
) Second 2BHD=>$BHD=>$BL2

{

uint32_t type;
uint32_t size;
uint32_t offset;
uint32_t undf_blob[3];

Clk:22:211 greglrD:firmwares $ xxd -g 4 flash_dump-bin | grep -i -A 20 "1311000:"
01311000: 24424844 adbOefOb 1LDOODODO 30040020 SBHD-....... 0.

01311010: LAOODDOOYL OO4DODOOD OO2031L00 OODOOODOD hee--@e-- Le-o..

01311020: ffffffff ffffffff LODOOODDY ODLOODDO ... -.... R

01311030: 0OOLD3100 ODODDODO ffffffff FFFFFFFF . Qoo ..

01311040: LA0DDAOOL eA&01L000D0 OO?D3L0D OODOOODOD hHew e e ew.. illic o oo o

01311050: ffffffff ffffffff ELOODOODDOD ODDOOOOO - ---.-. -

013110L0: DOODDOOD OOODDODOOD OODDZ200a OODOODDO @ e e e e e e e ee e eaas

01311070: L2000b0O0 20004000 OO20e00D OODOOODD b--- c@-- e eea..

20



Bios sections
$BHD, 2BHD, $BL2

20NE
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#include <stdint.h>

struct BHD_Header{
uint32_t signature;
uint32_t checksum;
uint32_t entries_count;
uint32_t undf_blob;

) $BHD = BIOS Header Directory

) Has addresses of some x86 boot modules.
For example, FV Volume with PEICore. }

) Has 2-level boot process struct BHD_Entry

) First $BHD sections
) Second 2BHD=>$BHD=>$BL2

{

uint32_t type;
uint32_t size;
uint32_t offset;
uint32_t undf_blob[3];

Clk:22:211 greglr0:firmwares 5 xxd -g 4 flash dump-bin | grep -i -A 20 "1311000:"
01311000:]24424844Y4 adbOefOb 1LDOODDO 30040020 SBHD- ... .... 0.

01311010: | LA0O0D00L OO4DOOOD OO2031L00 OODOOODO) hee--@e-e Lie-a..

01311020: |ffffffff ffffffff|LO0D0D0D001 OOlO0O0OOO0 ---..... R

01311030: 0OOLD3100 ODODDODO ffffffff FFFFFFFF . Qoo ..

01311040: LA0DDAOOL eA&01L000D0 OO?D3L0D OODOOODOD hHew e e ew.. illic o oo o

01311050: ffffffff ffffffff ELOODOODDOD ODDOOOOO - ---.-. -

013110L0: DOODDOOD OOODDODOOD OODDZ200a OODOODDO @ e e e e e e e ee e eaas

01311070: L2000b0O0 20004000 OO20e00D OODOOODD b--- c@-- e eea..

21



. | N N J
More B I OS SeCtlonS #include <stdint.h> EONE
struct s_2BHD Header 2022
{

_____ S e g e e e . PR - - uint32_t signature;
DIDEBBDD= 32u24a4y D'?:IabE'-lf 02000000 DDDDDDDD 2BHD L uint32_t checksum;
0l0e&810: ODOODODOD DOOOOODOD DODOODDOD DODODDDOD . f e e e e e e e e e e e e T 3 e"tr‘ies—‘:o““f5
Dl0e&320: 00000000 400l0cbc O0LOL200 000OOOOO a..... b..... , ek L
0l0e&830: ODOODOODOD OOODODcbce ODOLOYaODOD OODOODOOD i e e e e e e ns J-.o...

D10eAB40: FFFFFfff FRFFFFFf FRFFFFFF FRFFFFFF  ovnvenonenonennnn. S ——

DlL0ed&850: ffffffff ffffffff FFFFfffff FEFFFFFF ... {

Dl0ed8k0: fFEFFffff FRFFFFFF FEFFFFFF FEFFFFFF  ..onnnnnnnnnnn. Ei:gi_: z:z:zzz;e
ULUDOCUI T W= T 1000000 T 00Tt 00t TR R0 iRl TR0 T 1001 =sssssssssssassss uint32:tentr'ies_::ount;
0LL2L000: 2442484y dyya0f0& 01000000 O0LO4002D0 %BHD-H------. .. Tzl 8 Clahy [Loiy
0lk21010: 70000000 DOO4OOOO DOZ20b20OO0 ODOOODOOD pee e e e-- o oo oc }

- - . R - - — struct s_BHD_Entry
01lk22000: 24424c32 clecdS9kc Ob0OODOOD 1fO40020 s=BLE l....... {

0lk22010: L&OODOOOO DO4ODOOOD DO30LZ200 DOOOODOO hw d---0b----. uint32_t type;
D1L22020: ffffffff fEffffff LODDDDOO O0LODOOD - vvvww.. S wint32_t cbe;
D1L22030: D070L200 0DDDODOD ffFffffff FFFFFFFff  .pb............. s E:Zf:fiﬁf‘
0lk22040: LAODAODDD 24020000 DOOAOLZ20D0 OODOODOOOD hew-Coen.. o J } - -
0Lk22050: ffffffff ffffffff LLOODDODOO DOOOOOOO - .- -... Slcococoos
0Lk22060: ODOODOOD DOOOOOOD DODDZ00e DODODODDOD . f e e e e e e e d e e struct s_BL2_Entry
0lk22070: L2000b00 20004000 DOZ20e000 ODOOODODOO b sfflsc ocoooc { '

uint32_t type;

uint32_t size;

uint32_t offset;

uint32_t undf_blob[3];
);
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Some other modules

_PT_ for example

Vendor-specific?

0lt41000:
01LE41010:
0Lk41.020:
01LE41030:
0Lk41040:-
0LE41050:
0Lk410LO:
0LE41070:
0lLk41040:
01LE41090:-
0lLk410a0-
01LE410b0-
0Lk410cO:
01LE410d0-
0lLk410eD:
0LE410f0:
0lk41100-
01641110-

SfS05Y45f
L79c0000
aSbf0000
poooooooo
oooooooo
poooooooo
oooooooo
poooooooo
oooooooo
0L&10033
120179b9
75930078
7582b375
D2f0a3da
825d7543
ldeli493a3
INEEEELT=
d9dfd5f0

OccO0LODO
poooooooo
oooooooo
poooooooo
oooooooo
poooooooo
oooooooo
poooooooo
oooooooo
33303841
00030201
O04790L&0
835e7593
fcdq9fada
ad?59300
ad&2aeédd
abd3acq3
dc?7548200

c2e3dadin
poooooooo
oooooooo
poooooooo
oooooooo
poooooooo
oooooooo
poooooooo
oooooooo
5fuyk5700
09ey4?7542
D2f0a3da
oo7?a0379
f&7ab5?b
78fa?q901
af938aéc
a8da&28edd
75&830d75

D2012502
poopoooe
pDoDDODODDO
poDDODODO
pDoDDODODDO
poDDODODO
pDoDDODODDO
poDDODODO
210k0490
DODDAaDfb
bO075835e
fcdq9fael
D17a01A0
S5e?cOD07?5
75f001A0
8ba&384cH3
8f93dael
93007400

VFF
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L R R R
it
---3308A_FUW.....
Yoouonna- U--U-A
Ue e XeYemmnwnnnnn
U--U-AU--X.Yy-2Z
......... z-{Al.u
Ju..u..x.y-.u
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' \
Parsing scheme  ONE

2022

Firmware File » Oxaabbaab5b ... 0055ffff

1
/jT\A\-

2PSP $BHD $BHD 2BHD Other
A/l R \ o)
$PSP $PSP $BHD $BHD
I | ]

$PL2 $PL2 $BL2 $BL2 PT

25



Boot stages 3R

2022

$PSP+$PL2 $BHD + $BL2 + Other(?)

i ---

UEFI firmware

PSP Inner Bootloader

26




PoC 1/2

Github repo

BHD_entry_len=3200 (Oxca0)
BHD_entry_address=0x1335200

BHD_Enrty_Undf_blob=b'\x00\xOO\xOO\XxOO\Xf f\XFfF\XFF\XfF\Xff\xff\xff\xff’'
CL+1 Dumped 3200 bytes to ./flash_dump.bin.BHD_dump/BHD_0Ox1311000/BHD_Entry_1335200_cA80.bin

C[>1 BHD_Type=0x2000kk
BHD_entry_len=3200 (Oxcda0)
BHD_entry_address=0x1335f00

BHD_Enrty_Undf_blob=b'\x00\x00\xOO\xODO\XffA\Xff\xff\xff\xff\xff\xff\xff’'
CL+1 Dumped 3200 bytes to ./flash_dump.bin.BHD_dump/BHD_0Ox1311000/BHD_Entry_1335f00_cA&0.bin

C1L:484:551 g J0r0:firmwares $ open

C£11:49:041 :firmwares % tree flash_dump-bin-BHD_dump

flash_dump-bin. BHD _dump

L— BHD_0Ox1311000

r—— BHD_Entry_1000000_0.bin

I—— BHD_Entry_l0e9000_2A8000.bin
BHD_Entry_1312000_4000-.bin
BHD_Entry_131L000_1000.bin

-— BHD_Entry_1317000_le8.bin

— BHD_Entry_1317200_Y4e20.decompress.bin

— BHD_Entry_131lcl00_YkLO.decompress.bin

I—— BHD_Entry_l3lck00_4f20.decompress-.bin

BHD_Entry_1321k00_440.decompress-bin

BHD_Entry_1321b00_L5c0-.bin

I—— BHD_Entry_1323100_15c0.bin

I—— BHD_Entry_1324700_15c0.bin

I—— BHD_Entry_132k000_4000.bin

BHD_Entry_132a000_1000.bin

BHD_Entry_132b000_le8.bin

BHD_Entry_132b200_4990.decompress-bin

I—— BHD_Entry_l32fcO0_4kO.decompress-.bin

I—— BHD_Entry_1330100_4beO.decompress.bin

I—— BHD_Entry_1334d00_Y40.decompress-bin

BHD_Entry_1335200_cA0.bin

BHD_Entry_1335f00_ca0.bin

BHD_Entry_leD2000_400020.decompress-bin

{3 UEFITool NE alpha 60 (Jul 13 2022) - BHD_Entry_1e 00020.decom

Help

Subtype

v UEFI image

ing

module

module

module
module
module
module
module
A-BF3C-48F9-B 4 960.. e g module

£1C _£3ICE

NO

ONE
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PoC 2/2

Github repo

CL+1 Possible tables addresses:
Oxe?000 -> b'2PSP’
Ox240000 -> b'sBHD'
Ox3af000 -> b'sBHD'
Ox5df000 -> b'sBHD'

Oxfffffe —> b'\xff\xff’' C+1 bhd_

Oxe?800 -> b'E2BHD'
Oxffffff => b'\xff'
Ox90f000 -> b'_PT_"
Ox92f000 -> b'_PT_"
Oxffffff -=> b'\xff'
Oxffffff —-> b'\xff’
Oxffffff -=> b'\xff'
C+1 bhd_address=0x240000
bhd_header=b'%sBHD'
bhd_crc=3bk79094445
bhd_number_of_entries=17

VFF
{ONE

2022

address=0x5df000

bhd_header=b'sBHD'

bhd_crc=41lL7t0&29

bhd_number_of_entries=2¢2

bhd_undifined_blob=b'0\x0O4\x00 '

Location=./AB35PR47.20.BHD_dump/BHD_0Ox5df000
C>1 BHD_Type=0x1.0000LA
BHD_entry_len=1t3&84 (Ox4000)
BHD_entry_address=0x5e0000
BHD_Enrty_Undf_blob=b'"\xO00\xO00O\xOO\xOO\Xx
C+1 Dumped 1lk384 bytes to ./AB35PR47.20.

bhd_undifined_blob=b'" \xO4\xOO0\x0O0O'
Location=./AB35PR47.20-BHD_dump/BHD_0Ox240000
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Thanks to

- PSPTool team, they did a great job for researching this chip
- DSec Summa3r Of H4ck for the opportunity to dig into this theme

Next steps In research

Vs g
- Write GUI tool like UEFItool for discovering PEI/DXE modules
- OR contribute to PSPTool and UEFITool repos /
- Determine what PT_ and others modules do _ F
. : R |
- Get database of psp guids for further parsing 3
[====1

r‘H
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