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Unified Extensible Firmware Interface



3

Unified Extensible Firmware Interface

Boot-services Runtime-services



About AMD PSP
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AMD PSP
Platform Security Processor

• Dedicated 32-bit ARM Cortex-A5 co-processor

• Part of SOC

• Has own OS

• Has TPM-like module (CCP)

• HW logic for secure control of boot process

• Has access to system memory / resources

• Has own 

• Local memory

• Local registers

• Etc… it’s CPU in CPU

• Server and Desktop version

32-bit 
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Boot stages

PSP

PSP+UEFI

Security

(SEC)

Pre EFI init

(PEI)

Driver Execution Env

(DXE)

Boot Select

(BDS)

PSP Inner Bootloader
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What about security researches?

> AMD had denied requests to open source code of PSP firmware. The community tensed up.
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What about security researches?

> AMD had denied requests to open source code of PSP firmware. The community tensed up.

> 2017 – Google, Cfir Gohen, Google. Bug in CCP (TMP) module, stack overflow + code execution

> 2018 - CTS-Labs, Israel. Backdoors, code execution and other fun staff

> 2019 – 2021 – PSPTool team (Robert Buhren, …) – big amount if research papers/talk. Found bug in Secure Encrypted Virtualization 
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About PSPTool
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How to get firmware
1. Rw.exe

2. Get one on vendor site

• On motherboards with support of Zen arch

• Also named AMD 17h/18h/19h

• Chipsets: 

• X570

• B550

• A520

• X470

• B450

• …

• Go to Support => BIOS => Flash

3. I created repo for firmwares with amd psp => 



Parsing 101
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PSPTool

What I expected
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Houston we have a problem

Can I get some info?

1) CoreBoot (?)

2) PSPTool team repositories, talks and whitepapers.
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SPI Flash memory struct
Source: Open Security Training // Intro BIOS // Day 2.

https://opensecuritytraining.info/IntroBIOS_files/Day2_02_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20Flash%20Descriptor.pdf
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FET
Firmware Entry Table

• Starts with 0xAA55AA55 bytes

• End on 0x0055FFFF bytes

• Usually located on offset 0x00020000

• But not in every firmware

• Describes standard firmware addresses

• Describes sections offsets
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PSP sections
2PSP, $PSP, $PL2
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PSP sections
2PSP, $PSP, $PL2
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Bios sections
$BHD, 2BHD, $BL2

›$BHD = BIOS Header Directory

›Has addresses of some x86 boot modules.

For example, FV Volume with PEICore.

›Has 2-level boot process

›First $BHD sections

›Second 2BHD=>$BHD=>$BL2
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More BIOS sections
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Some other modules

_PT_ for example

• Vendor-specific?
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Parsing scheme

0xaa55aa55 … 0055ffff

FET

2PSP $BHD Other

$BHD

$BL2

2BHD

_PT_

???

$PSP

$PL2

Firmware File

$PSP

$PL2

$BHD

$BL2

$BHD
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Boot stages

PSP

UEFI firmware

$PSP+$PL2 $BHD + $BL2 + Other(?)

Security

(SEC)

Pre EFI init

(PEI)

Driver Execution Env

(DXE)

Boot Select

(BDS)

PSP Inner Bootloader
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PoC 1/2
Github repo
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PoC 2/2
Github repo
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Thanks to
- PSPTool team, they did a great job for researching this chip

- DSec Summ3r 0f H4ck for the opportunity to dig into this theme

Next steps in research

- Write GUI tool like UEFItool for discovering PEI/DXE modules

- OR contribute to PSPTool and UEFITool repos

- Determine what _PT_ and others modules do

- Get database of psp guids for further parsing




