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whoami

▪ Pentester

▪ Researcher

▪ The author of article in Habr

▪ tlg: @ZeroPerCentAngel
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Burp Suite
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Burp plugins problem

lack of documentation + unfriendly UI + bugs = high barrier to entry 
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Plugins from James Kettle

▪ James Kettle is the Director of Research at PortSwigger

▪ Author of some Top-10 Burp plugins with great features

▪ … but some lack of documentation
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Hackvertor

conversion everything everywhere
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What is Hackvertor?

• Tag based conversion tool

• Available in Community version

• Include complete code interpreters/compilers for 4 languages 

• hackvertor.co.uk functions implementation in Burp plugin
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Basic usage
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Tags for Tags God
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Tags for Tags God
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Custom tags
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Classic debugging method
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Extra Sources

▪ Detailed video tutorial

▪ Research

https://youtu.be/Pt6vgmwq9gU
https://portswigger.net/research/bypassing-wafs-and-cracking-xor-with-hackvertor
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Backslash Powered Scanner

smart fuzzing assistant 
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About Backslash Powered Scanner

▪ Support module for Active Scanner

▪ Developed by James Kettle

▪ Available in Professional and Enterprise versions only

▪ “Novel” approach in finding server-side injection vulnerabilities
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Primitive automatic finding approaches

Detect technology -> Send specific payloads -> Profit???

Send all known payloads at all endpoints-> End of Project in 3022

OR
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Disadvantages

▪ Technologies are not always detectable

▪ New vulnerability classes and 0-days

▪ Million Payload Problem

▪ WAFs

▪ Pentester is much smarter (generally)
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“Novel” in 2016 approach

1. Send expected data

2. Send input with random symbols

3. Compare results

4. Identify anomaly behavior

5. Select “interesting” input data

6. Modify unexpected input for next iteration

7. Repeat until result
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Basic usage
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Transformation Scan
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Diff Scan
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Fly in the ointment

▪ Does not use >< symbols

▪ Ignore Cookie header

▪ Almost ignores POST-requests

▪ Cannot find “blind” vulnerabilities

▪ Transform Scan doesn’t work properly



Undocumented features of some Burp Suite extensions 23

Turbo Intruder
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About Turbo Intruder

▪ Intruder on steroids with Python interpreter 

▪ Developed by James Kettle

▪ Available in Community version

▪ Author HTTP-engine implementation with HTTP-pipelining support

▪ Probably best tool for race condition testing
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Main window
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Basic script structure and main objects



Undocumented features of some Burp Suite extensions 28

Response decorators

▪ Match decorators(Matchers)

▪ Filter decorators(Filters)

▪ Unique decorators
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Some practical examples
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Simple bruteforce case
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Simple bruteforce case
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Testing Race Condition
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Fuzzing with Turbo Intruder



Undocumented features of some Burp Suite extensions 34

Important Tip

Turbo Intruder in all Burp versions has not 
rate limit
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Weaknesses of Turbo Intruder

▪ Requests and responses do not log with logger++

▪ Embedded IDE has poor syntax highlighting

▪ Incorrect configuration will kill web application

▪ TI cannot do cross-domain interaction
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Simple research methods

▪ Google

▪ Research behaviour of plugins/tools

▪ Code Reading
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Thanks for attention




