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Browser Extensions? 

• Small pieces of code that do smth
useful and execute the code directly 
in the browser.

• JavaScript :(

• Сan be malicious, sometimes
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What they can do?

• Expand browser functionality

• Improve the user experience

• Track users activity

• Steal credentials 

• Change web-site theme
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Why and how?

• «Read and change all your data on all websites»

• Execute JavaScript code directly in the browser.

• JavaScript is flexible and extensible language
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Why they have so much privileges? 

• Users are idiots

• «Continue -> Continue -> Continue -> Continue -> Continue»
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How do browsers protect users? 



https://bazaar.abuse.ch/sample/ad7fdf82c9fce45568ef82521a413442f3657c6e65e4659a16166f0102649857/ 8

Firefox Keylogger Reverse 
Enginnering

• «firefox-keylogger-plugin.zip»

• First seen: 2020-03-19

• Password: infected
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Sources 
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Manifest.json
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F!
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Backdoored browser
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Backdoored browser
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Information Gathering
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Manual encryption
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Attack Flow
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Payload
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Obfuscated Downloader
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Code Execution
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Head in the sand
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Information Gathering
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Information Gathering
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Click Hijacking
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Mitigations

- Audit

- Install browser extensions from trusted sources that can be verified

- Do not use them



Any questions?




