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The beginning

17-03-2022 – the weaponized node package
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“Just download and execute”

• Node: “node install %package%”

• Python: “pip install %package%”

• Rust: curl …rustup.sh | /bin/sh; cargo run

• Go: go get github.com/...
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But they’re pros. Right?

• Virtually no moderation

• “Owner” teams are opaque, some lack skills/experience



6

There must be something!

1. Collect all package differences since Feb 2022

2. Analyse and scan these diffs for something 
suspicious (particular message banners, too)

3. Save it all in a database

4. Research!
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The setup

• VM with a 4 Tb HDD and some 16 GB RAM

• Ubuntu 

• Python & PostgreSQL

• Begin with npm (node.js) and pypi (python)
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A bunch of scripts
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Too fast
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Pitfalls of the standard library

1. The Differ “hangs” on a single package for hours

2. The package is relatively small (~900 Mb)

3. But! Linux ‘diff’ runs for just a few seconds
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Pitfalls of the standard library

1. The Differ “hangs” on a single package for hours

2. The package is relatively small (~900 Mb)

3. But! Linux ‘diff’ runs for just a few seconds

There must be a bug in our code… Right?
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diff-match-patch to the rescue
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The mystery of a Persian dictionary

1. The Differ literally gets killed running out of memory on a single package

2. The size of the compressed package - 186 Mb, decompressed - 3 Gb (!)

3. The package is called ‘similar-persian-words’

What is so special about the package?
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2 184 498 packages
of them:

97% npm

3%   pypi
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A few numbers

97%

3%

npm pypi
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More numbers
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Even more numbers

4 873 242 unique versions of packages

6 TB of compressed packages + diffs

5 months of monitoring 2 repositories

Including deleted packages, that are not 
available anywhere else.
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Nice findings

6 200 (0.1%)
detections
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Looks suspicious…
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Even more suspicious…
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Just want to make some money…
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Nicer findings…

1915 obfuscated packages
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Nicer findings…

638 weaponized by “h4ck3rz”



https://securelist.com/lofylife-malicious-npm-packages/107014/ 24

Nicer findings…

60+ Discord stealers



https://blog.sonatype.com/this-week-in-malware-npm-malware-exfiltrates-windows-sam-amazon-ec2-credentials 25

Meanwhile, in the Python-land

aiohttp-proxies-forked
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Meanwhile, in the Python-land



https://twitter.com/bzvr_/status/1557807795877171201 27

Meanwhile, in the Python-land
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Meanwhile, in the Python-land
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Where to next?

• Rust

• Golang

• Whole GitHub?

• A never ending story…



Thank you.
Questions?


