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About me SEF_

Member of PT SWARM
Certifications: AWAE, OSCP, eWPTX ;

Web, Android, Banking Security Researcher, bug hunter
(GPSRP top 2 on HackerOne)
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« Whatisan ATM and how is it attacked

 ATM vulnerability assessment : :

+ Where to begin 1 K

« Network attacks : 1. s/

« Afew words about black-box attacks G : )‘ ‘l\ - :




ATM (i

2022

« System unit —a computer running Windows and
special software for working with peripherals.

 PIN pad — numerical keypad.

« Dispenser — cash deposit/withdrawal mechanism
« Printer

« Card reader

« Modem - optional, for internet access or connection to
the control network
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ATM vulnerability assessment AT
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Attack surface:

« PC - 0S/ software vulnerabilities / kiosk mode bypass
* Network

+ Dispenser black-box attack

« Card reader

Conditions:

* Requires access to the service area of the ATM

After analyzing the security of an ATM and fixing
vulnerabilities, protection against logical attacks on ATMs
is significantly increased.




Where to begin. ATM startup

Given: the system is booting

Goal: get command execution/impact on system files

BIOS password

Hard drive encryption

Boot order

S GNU GRUB verekﬂuz

Kali GNU/Linux, with Linux 3.18.0-kalil-amd64

Kali GNU/Linux, with Linux 3.18.0-kalii-amd64 (recovery mode)
Windows 8 (loader) (on /dev/sdail)

LORNWLR

“the quieter you become, the more you are able to hear™

_the * and + keys to select which entry is highlighted.
Prs;ess\ enter to boot the selected 0S, 'e' to edit the commands
before booting or 'c' for a command-line.

Phoenix - AwardBIOS CMOS Setup Utility

NO
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b Standard CHOS Features b Frequency-Uoltage Control
» Advanced BIDS Features Load Fail-Safe Defaults
» pdvanced Chipset Features Load Dptimized Defaults
b Integrated Peripherals Set Supervisor Password
» Power Management Setup Set User Passuord

» PnP-PCI Configqurations Save & Exit Setup

b PC Health Status Exit Without Sawing
Esc : Quit T1l++« : Select Item

F19 : Save & Exit Setup

Time, Date, Hard Disk Type...
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Where to begin. Windows

Given: booting windows/kiosk

Task: get the execution of commands
+ Safe mode

+ Hotkeys

« Race condition

Advanced Boot Options

choose Advanced options for: Windows 10 Wi n d OWS X p/7/-| O

[use the arrow keys to highlight your choice.)

Safe Mode - F8

Safe Mode

Safe Mode with Networking
Safe Mode with Command Prompt

Enable Boot Logging

Enable low-resolution video

Debugging Mode

Disable automatic restart on system failure
Disable Driver Signature Enforcement

Disable Early Launch Anti-Malware Driver .
‘ L
L ———
start wWindows Normally .
Jescription: View a list of system recovery tools you can use to repair
startup problems, run diagnostics, or restore your system. ’
-
ENTER=Choose ESC=Cance]
»
- ’
g , ' ©)
’
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Hotkeys

After loading Windows, our task is to exit the kiosk.
Kiosk security is usually done by blocking hotkeys through software or Windows policies.

Kiosk bypass example: Win + “+" > Settings > Control Panel > Browser > cmd > Win

Settings

@ Home Magnifier

Find a setting

Choose a modifier key

Ease of Access Control + Alt

0
SPEEd (1 OO A)) ow do i pin display magnifiertc X | =
Visio ' amer e
vision ey [ ttps://www.bing.com/search?q=how%20do%2 (g}
- Read from mouse pointe 1 > Click
LI Display - Read previous sentence:

_ Read next sentence: M Microsoft Bing how do i pin display magnifier to the start menu of windows 10 si

My Mouse pointer
3C PKEHUA BMOEO KAPTbI HOBOCTL MoKy

T Textcursor Help from the web

} Microsoft Irina - Russi & wagnifer Pinning M

Go to Settings Color filters @ Gethelp

bl Magpnifier

— 100%
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Hotkeys

« Windows logo key + E to open File Explorer
« Windows logo key + X to open the Quick Link menu
« Windows logo key + | to open Settings

e Etc.

Apps and Features
Mobility Center
Power Options
Event Viewer Windows Settings
System

Device Manager

=2 » ThisPC »

Network Connections

# Folder Disk Management

3D Objects Desktop Computer Management System Y zev|ces
d, n 3lu

l m Windows PowerShell —

Windows PowerShell (Admin)

Documents ‘ Downloads
v Task Manager Network & Internet
Settings ——— Wi-Fi, airplan )
Music Pictures -
_— File Explorer
Search

Videos b Personalization
ﬁ Run Background, lock

Shut down or sign out > - »

’ Desktop ) _a

1
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Now we've bypassed kiosk mode. What's next?

If the ATM doesn’t have additional security, we can run cmd and try to get administrative
privileges.

If the ATM has addition security rules or applocker, we can try to bypass them, then run cmd
and try to get administrative privileges.

12




ATM security

Popular methods ATMs use to block apps:

Hash and allow list
Trusted process
Trusted folder
Trusted apps
Antivirus

Group policy

Etc.

\
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Bypass security

We can bypass security checks by: LOLBAS

Privilege escalation

Trusted process/folder/apps

Hardcoded/saved passwords (cmd/powershell logs, etc.
Windows vulnerability exploits
Etc.

—

Compile .Net app with command execution
Place our .exe to trusted folder

Run process from trusted process (e.g. from startup cmd)
E tie!
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¥y Star 4,618

Living Off The Land Binaries, Scripts and Libraries

For more info on the project, click on the logo.

If you want to contribute, check out our . Qur sets out what
we define as a LOLBin/Script/Lib.

MITRE ATT&CK® and ATT&CK® are registered trademarks of The MITRE Corporation.
You can see the current ATT&CK® mapping of this project on the .

If you are looking for UNIX binaries, please visit

PayloadsAllTheThings / Methodology and Resources / Windows - Privilege Escalation.md

* EoP - Looting for passwords
o SAM and SYSTEM files
© LAPS Settings
o HiveNightmare
o Search for file contents

arch for a file with a certain filename

o Search the registry for key names and passwords

o Passwords in unattend.xml|




Now what...?
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After finding all the ways to exit kiosk mode, bypass security policy/applocker, and get
administrative privileges...

The next step is to check the ATM's network security:

Who does the ATM communicate with?
What open ports are there?
What are protocol protection mechanisms?

What connection encryption mechanisms are used?

15




Processing

Processing is a server for processing transactions and operations performed at an ATM.

ATM Processing '

-

L ———

’
{ ol N
- ,', | —_—
’ . -

\
2

FF

ONE

2022



Networking

Services:

* ATM-specific (processing)

« NDC
« DDC
e Custom

« Remote management

« OS

ndc/ddc/http/https

3G Modem/
Router

VFF
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Diebold Direct Connect (DDC
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Intros i Function Overview

Function Overview
* Proprietary, but...

« Online documentation oad

. ftlrrcez‘.ticm;rT"h:_.u:e are typ
 Easytoimplement thdrawal
Fast cash (Pro(
Envelope deposi (Pr

e Reveals information about cards

Balance inquiry
Diebold Decoder

ShR Transfer

1C36313331373130
PIN change
Rear Balancing
Multi language
nt print

>ing

Paste From Cipboard ‘ Remove Space(s) |ASCIl Hex Mode j Decode

Triple DES security
PCI Datz urity Standard
EN pport

Remote K

ion us
Serial Number

1 eccurred

18




NCR Direct Connect (NDC

Introduction to A e NDC 2 o 2 2

* Proprietary, but...

« Online documentation
 Easytoimplement

« Reveals information about cards

® Watch~

Plegzee seecl [he regquired serdoe

Balar<a Ingquiry PFin Change

Acoount Mini Statemant Thieck Book Requast

Card Mini Statament

Previous Screen

1)




Protocol security ndc/ddc

VPN/Firewall

Protocol level protection

« MAC - cryptography that signs a series of commands, such as issuing money. The latest
versions are protected from replay attacks using a nonce. in this case track?2 is still
transmitted in the clear.

 Plain text

Protocol level encryption — ssl

\
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How to MITM

Ways to connect to the ATM network:

* Service area access

» Access to an external router

Normal Flow
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Man-in-the-Middle Flow

21




Attacks

 MITM and read unencrypted traffic
+ Data spoofing

« Attacks on encrypted traffic
 RCE in third party services

ONE
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Read unencrypted traffic

Track2 —PAN, Exp Date

M Wireshark - Follow TCP Stream (tcp.stream eq 0
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Substitution of data when interacting with N

. z
processing e

Changing the number
of cashed banknotes

LA o A o R Bl

 90100.00
"B.80T=== coooooes
CA SH WITHD

Changing the number of dispensed cassettes
/ L » £ 24
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Attacks on encrypted traffic

Using weak encryption mechanisms
Using a proprietary encryption protocol

No SSL pinning

\
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RCE In third party services

Attack surface:

Monitoring
Administration services

Services on open ports

msf5 > search ms17-010

Matching Modules

# Name

0 auxiliary/admin/smb/ms17_010_command
Remote Windows Command Execution

1 auxiliary/scanner/smb/smb_ms17_010

2 exploit/windows/smb/doublepulsar_rce

3 exploit/windows/smb/ms17_010_eternalblue
tion

4 exploit/windows/smb/ms17_010_eternalblue_win8
tion for Win8+

5 exploit/windows/smb/ms17_010_psexec
Remote Windows Code Execution

msf5 > I

Disclosure Date

2017-03-14
2017-04-14
2017-03-14
2017-03-14

2017-03-14

Rank

normal
normal
great
average

average

normal
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Check Description

No
Yes
\CH
No

Yes

MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB
MS17-010 SMB RCE Detection

DOUBLEPULSAR Payload Execution and Neutralization

MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corrup
MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corrup

MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB

WIRESHARK
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« Type of logical attacks (along with XFS attacks and processing center emulation) using H/W devices to
connect directly to dispenser for cash withdrawal

* Leave no traces, logs, etc. in most cases
* Requires knowledge of ATM's internals and hardware

« Doesn't depend on OS, processing center or application control software

27



What we do with it?

* Protocol encryption
* For old models: additional overlays that encrypt connections

* Buy latest dispenser model
- USB
« Protection against black box attacks
« The dispenser has a firmware to protect the dispenser
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What now

Most of ATM has a blacbkox security and an encryption of the ‘mn“

DISPENSER
ENCRYPTION SOLUTION

command set.
But... This protection still has vulnerabilities. For more info:
« BlackHat USA 2020 - Black Box is Dead. Long Live Black Box!

« Hardwear.io NL 2021 - Blackboxing Diebold-Nixdorf ATMs by
Vladimir Kononovich

Resume:

Even modern dispenser firmware needs security analysis.




Thank youl!

VFF

{ONE

2022

30



(//,/.., A
\ \ \
\
\
@
"
LW Ty
e LV
Ty
N

e
| //////:_”
<



