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KoBapHbIM MMUP open-source rnasamm
pa3paboTumKa U Nnosnb3oBaTend

Muxamnn MapkeBuy

KOHch'I bTaHT MO 6€30MacHOCTU



O yeM 3TOT goKnag SEF

2022

O TOM, KaK BblbUpaTb open-source peLueHms, YTobbl
BMocCneacTBUUN He MoXKaneTb 06 3ToM



[Ons Koro aToT goknan, AERE

2022

e [1na dev/sec/ops, KOTOPbIM HY>XHO BbibpaTb TEXHOMOT IO
NN 6MB6INOTEKY C OTKPbITbIM KOOOM

e [1ns dev/sec/ops, 3a KOTOPbIX 3TOT BbIGOP Yy>Ke caenanm

e 119 TUMNMAOOB, apPXUTEKTOPOB, 6€30MacHMKOB U MPOCTO
YKeNarLmnx y3HaTb, UTO MOXKET NMOUTU He TaK
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TepMMHONOrng

e Pa3paboTumK - oOUH N3 COaBTOPOB MNPOrpaMmMbl C
OTKPbITbIM KOOOM

e [lonb3oBaTesb - OH60M U3 Hac, KTO UCMNOJib30Bas, BHeapsan,
pa3pabaTbiBasn YTO-NNHOO C MpUMeHeHuneMm oTkpbiToro MO
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UacTtb |. [lonb3oBaTenb
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OObIYHbIN CNy4Yan U3 MPaAKTUKU

CepBep web-rnpunoxeHmm ¢ Tomcat, KOToOpblM O4EHb XO4YeTCcH
onybnmnkoBaTb Ha NopTy 80 unm 443...

modern installation of Tomcat with SSL on port 443

Asked 3 years, 6 months ago Modified 3 years, 5 months ago Viewed 5k times

NcxogHbi URL

In the computer course I'm writing I'm using Tomcat for the server. (Students learn how to set up
CentOS and everything from scratch. Currently the course has them using Tomcat running on port

-1 8080.) I'm going back to write the section on security. | want students to learn to set up their web
server to use SSL/TLS on port 443, with HTTP port 80 redirecting to HTTPS port 443. This should be
a very basic, fundamental configuration, no?




BapuaHTbl pelieHus... {ERE

2022

... PA3HOU CTEMEHU NMOOHOCTMU:

e [lepeBecunTb Tomcat Ha NopPT 443 1 3aNyCTUTDb as root (1?)
e [lepeBecuntb Tomcat Ha NopT 443 U U3MeHUTb capabilities
e [lepeHanpaBUTb TpadMK Ha NOPT Npum nomoLum MC

e HacTpounTtb 06paTHbIN MPOKCU



gFF
ONE

2022

B ntore...

e Bbi6op pelleHnsa 3aBUCUT OT Kpyro3sopa U onbiTa
MHXXeHepa

e CTaHOoapTHOE (HAaMMeHee KaCTOMU3NPOBAHHOE) peLueHme
npeacrtaBngeTcsa MaKCMMaribHO HageXHbIM

e YMeHue BbiOMpaTb Takme peLlleHna B paMKax 3adaHHbIX
OrpaHUYeHMN CPOOHUN NCKYCCTBY



[Oe MOXXHO HacTynuTb Ha rpabnu... AERe

2022

... "N yOa4YHO UX NCMOMb30BaTb:
e HeTpuBMarnbHbIN CUHTAKCUC KOHPUTNYPALIMOHHbIX PansroB
e BonbHoe obpalleHne ¢ CUCTEMHbIMU MPUBUNETMAMMU

¢ HapyweHume rpaHuu npoBepuma (trust boundaries)



HamBHbIVN MNofb3oBaTe b ggEE

2022

e 3abbiBaeT, YTo YpOBEeHb 3allULLEHHOCTU CUCTEMDI
CHM)XaeTca B AUHaMUKeE

e CymTaeT, UTO PYHKLMOHANMBbHOCTb CUCTEMbI HE yXyalLlaeTcd
npu anrpenge (NpmBeT, .htaccess)

e YacTto namMeHaeT KOHPUrypaumno cucteMbl TaKUM obpas3om,
YTO MpPU anrpenae nosaBnAarTCa HOBble YA3BUMOCTMU
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[MapaHouaanbHbIX NOSb30BaTeb

e CrapaeTcda cnegoBaTb CTaHOAPTY U BHOCUTb MUHMMaArbHOE
KOJINYeCTBO U3SMEHEHUNUN B KOHPUTYPALLUIO

e [lblTaeTCd OUEHUTb NOTEHLMANTbHbIE U3BMEHEHUSA B
OANHaMUNKe

e ABTOMATU3UPYET TO, UTO He ycnenum caenaTb pa3paboTumkm
N UYTO Nerko ynycTuTb U3 BUOYy



MpusHaku nnoxoro MO {ERE

2022

e OTCyTCTBME OOHOBMEHUN UMU PErYNAPHON O0PabOTKMU
e HeBHATHAa OOKYMeHTauug

e TpyOoHouUUTaeMble pansibl HACTPOUKU U OTCYTCTBUE
MHCTPYMEHTOB NPOBEPKUN KOHPUTYpaLLMU

e 3HauuUTeNbHble N3MeHeHna pyHKUMoHana No npwu
nepexone c ogHOM BEPCUUM Ha OPYryro



YTO menatb TUMANAY UM apXUTEKTOPY? {ERE

2022

e [looWpPATb NCNO/Ib30BaHME TUMOBLIX peLIJeHVIljl

e PaclimnpaTtb Kpyrosop cBoem KoMaHabl



UTto penatb 6e30nacHUKY? AERe

2022

e JTltob6aqa HecTaHOapTHas, COXXHad, HeTpuBMarbHas
KOHOUrypaLma noBbilLaeT BePOATHOCTb NMNOABEHUS
YA3BMMOCTU

e Bce TpyOoHOCTU, C KOTOPbIMU CTAaNTKUBAIOTCA UHXKEHePDI -
NoTeHUWanbHble YA3BMMOCTU U TOTOBbLIUN YEKITUCT ONg
neHTecTa nunu ayguta b
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YacTb 2. Pa3paboTumK




Pa3paboTumk open-source... {ERE

2022

... O4eHb YacTo paboTaeT BCAenylo:
e HeT o6paTHOM CBA3M OT Nosb3oBaTenen
e HeT MHCTPYMEHTOB MOHUTOPMHIA OLLMOOK

e [1naH pa3paboTku MO, ocobeHHO B HEHOObLUMX KOMaHOaX,
OTCYTCTBYET



B Mupe open-source cyllecTByeT npobnema AR

2022

... U3NTINMLLUHETro oBepU4d.

o DYyHKUMOHAN BUOBNMOTEK CUMUTAETCS MO YMONYAHUIO
HEN3MEHHbIM

e ATaKuM Ha supply chain Bce 6onee n 6onee nonynsapHbl

e [1pun BUAMMOM OTKpbITOCTU MO 1 cpencTtB pa3paboTKU HeT
MHCTPYMEHTOB KOHTPONA U3MEHEHUI



A YTO C OBHOBNEHNAMU? 3R

2022

OTNMYHbIN NpUMepP OT pa3paboTumkoB React Router:

In summary, to upgrade from v4/5 to v5.1, you should:

e Use “<Route children> instead of ~<Route render>" and/or

"<Route component>" props

e Use our hooks API to access router state like the current location and
params

>« React Router v6.3.(

e Replace all uses of “withRouter™ with hooks

API Reference . . N . . .
e Replace any " <Route>" s that are not inside a ~ <Switch>" with

“useRouteMatch™, or wrap them in a ~<Switch>"

NcxogHbi URL

Getting Started
installation as improved compatibility with the latest versions of React. It also [
introduces a few breaking changes from version 5. This document is a
Overview comprehensive guide on how to upgrade your v4/5 app to v6 while

Tutorial hopefully being able to ship as often as possible as you go.

19



Mpouenypa pacKkpbiTUS YA3BUMOCTEN {ERE
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... MOXEeT MMeTb Pa3/iIM4Hbl€ HIOaAQHCDbI:

e TUNOBbIE CPOKU PACKPbLITUA MOTYT 6bITb C/TULLKOM KOPOTKM
019 HEKOTOPbIX KaTeropmmn nosb3oBaTesnien

e [lapapoKcanbHbIM 06pa3oM security by obscurity moxeT
MMEeTb MpPaBoO Ha CyLLeCcTBOBaHMeE Hapaay ¢ coordinated
vulnerability disclosure
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JINUEH3MNOHHbIE PUCKH

(OTHOCUTCHA He TONTbKO K caMUM pa3padboTtuymkaM MO, HO U
pa3paboTymKaM-rnosb3oBaTenaMm):

e He Ka)OblM open-source ogMHaKoOBO open
e CyLLecTBYIOT NMNLEH3UUN, orpaHUYmMBatoLLme
MCMOoJib30BaHWe Koaa B MPOU3BOAHbIX MPUNOXKEHUAX UK

amueH3nn Cc HeoripegesjieHHbiM opnandyeCKmMM CTaTyCoMmM

e [MpumMepbl: GPL vs Apache vs Public Domain



Mpu3Hakm 6e3onacHoro open-source MO {ERE

2022

KakK MUHUMYM:
e Secure by default (npuseT, OpenBSD)

e [IOoOKYMEHTUPOBAHHAA Moae b YIPO3 UM apXUTEKTYPa
6e30MnacHOCTU NMPUNOXKEHUS

e [MToNIMTUKA 06paboTKM 1N PaCKpPbITUA YA3BUMOCTEMN

e AKTUBHOE KOMMbBIOHUTU
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3aKnr4yeHumne



OCHOBHble HabnaOeHUS SEF

2022

e CTaHOApPTHbLIX NYTb B Open source - Hanbonee 6e30MacHbIN
(2 TakK)Ke OOKYMEHTUPOBAHHBIN N MPOTECTUPOBAHHbIN)

e Be3 3HaHUA KOHTEKCTa 3a4a4M U LLUMPOKOIro TeEXHUYECKOro
KpYyrosopa o4YeHb Jierko ombunTbCca ¢ BbIGOpPOM

e [1pu Bo3pacTaHUM CNOXXHOCTU CTEeKa TEXHONOInM
caMoobpasoBaHUe 1 0BbydyeHUEe MMEIOT KTIoUEBYIO POJb



YTo penaTb? SEF

2022

e “YumTtbCq, yUUTbCA U yunTbCca” (C)
e VccnepoBaTb TEXHOIOMMUYECKUI CTEK U CBA3aHHbIE C HUM
6a30Bble KOMMOHEHTHI, @ HE TOJIbKO TO, C YEM

HenocpeacTBeHHO paboTaeM

e lVcnonb3oBaTb YEK-TUCTbI MPU BbiBope open-source
TexHoormm

e [lennNTbCH ONbITOM (B TOM YMUCE€ U HEYAAYHbIM)
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Cnacmbo 3a BHMMaHue!
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