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Motivation

Detection of suspicious discovery activity in

Windows infrastructure before start of active

phase of the attack

HackTools

BloodHound ingestors
AdFind
PowerView

Coercer, SpoolSample, etc
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LDAP. What is it?

The Lightweight Directory Access Protocol (LDAP)
s a protocol for searching information in the

Active Directory database, but not only...

-+ Active Directory Explorer - Sysinternals: ww internals.com [<default domain> [dc01.tmd_lab.com]]

File Edit Favorites Search Co re History Help
| (=] €
Path: | CN=Administrator, sers,DC=tmd_lab,DC=com, <default domain> [dc01.tmd_lab.com]

;’,j. Active Directory Explorer Attribute Syntax

:default domain> [dcO1.tmd_lab.com] =) - o 8
#] accountExpires nteger

s8] adminCount Integer
8] badPasswordTime Integer8
j CN=Deleted Objects (] badPwdCount Integer
OU=Domain Controllers o DirectoryString
CN=ForeignSecurityPrincipals i.l codePage Integer
frastructure ﬁ countryCode Integer
ﬂ description DirectoryString
|=8] distinguishedName DN
|8] dSCorePropagationData ~ GeneralizedTime
ﬁ instanceType Integer
=_sl'] isCriticalSystemObject Boolean
|=8] lastLogoff Integer8
s8] lastLogon Integers
ﬁ lastLogonTimestamp Integer8
=] logonCount Integer
8] logonHours OctetString
s8] memberof DN
E_!'I name DirectoryString

| CN=System
(__] CN=TPM Devices
T CN=Users
=Administrator
N=Allowed RODC Password Repli
ert Publishers
oneable Domain Controllers

enied RODC Password Replic g] nTSecurityDescriptor NTSecurityDescriptor

nsAdmins s8] objectCategory DN
nsUpdateProxy =] objectClass oD

omain Admins 28] objectGUID OctetString
omain Computers o8] objectsid Sid

omain Controllers 28] primaryGroupID Integer

1
1
1
1
1
1
1
1
1
4
1
1
1
1
1
1
1k
5
1
1
1
4
1
1
1

Value(s)

0x0

1

8/16/2022 9:42:17PM

0

Administrator

0

0

Built-in account for administering the
CN=Administrator,CN=Users,DC=tr
3/31/2022 8:57:55 AM; 3/31/2022 8
4

TRUE
0x0
8/21/2022
8/21/2022 2
119

255 255 255 255 255 255 255 255 2|
CN=Group Policy Creator Owners,Cl|
Administrator
D:PAI(OA;;RP;4c164200-20c0-11d0
CN=Person,CN=Schema,CN=Config
top;person;organizationalPerson;usq
{3827C539-5F 1F-425F-BF 1C-55D 1B
5-1-5-21-1366831222-808956483-2,

513

3:34:39PM
2:14:48 PM
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Search

Base DN: | C=tmd_lab,DC=com
Filter: | sAMAccountName =Administrator

Scope
One Level Subtree

Attributes: vsAMAccountName:IogonCount:lasﬁ.ogon

Options Close

=**Searching...
ldap_search_s(ld, "CN=Users,DC=tmd_lab,DC=com”, 2, "sAMAccountName=Administrator”
Getting 1 entries:
Dn: CN=Administrator,CN=Users,DC=tmd_lab,DC=com
lastLogon: 8/21/2022 3:34:39 PM GMT light Time;
logonCount: 119;
sAMAccountName: Administrator;




LDAP. What is it? SEF

2022
Protocols

« LDAP - 389 « GC (Global Catalog) - 3268
« LDAPS (Secure) - 636 * GCS (Global Catalog Secure) - 3269

« ADWS (AD Web Services) - 9389
~

i iveDi ADWS Query Service - ADWS
Microsoft ActiveDirectory.Management.dil (SOAP-based) * —|— — =>|9389 - ADWS Microsoft.ActiveDirectory.WebServices.shared.dIl

- »| 3268-GC NTDSA.DLL

L »| 3269-GeCs NTDS.DIT

N

389 - LDAP
636 - LDAPS o a
WLDAP32.DLL - = = — 5 | Service-NTDS = . ReadWrite = — =
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LDAP. Monitoring methods

« Client ETW provider
.

« Network sniffing

« Server ETW provider

= Workstation = Domain Controller

i iveDi ADWS Query Service - ADWS
Microsoft ActiveDirectory. Management.di = = (SOAP-based) " .= |— = = |9389-ADWS Microsoft.ActiveDirectory.WebServices.shared.dll

ETW - Client

= p| 389-LDAP

WLDAP32.DLL - d ervice . .
== == = LDAP Query =. = = Pe—— NTDSADLL Read\Write = = = [

L »| 3269-GCs NTDS.DIT

Network

sniffing
I ETW - Server




ETW. What is 1t?

A ETW provider is an instrumented
component that generates events.

The ETW session infrastructure
works as an intermediate broker
that relays the events from one or
more providers to the consumer.

A ETW consumer is an app that
reads a logged trace file (ETL file) or
captures events in an active trace
session In real time, and processes
events.

ETW Architecture

Controller A

Enable/Disable Session Control

Windows Kernel

Event Tracing Sessions

Session 1 Session 2 Session 64

Events " Logged Events

Consumer

https://docs.microsoft.com/en-us/windows-hardware/test/weg/instrumenting-your-code-with-etw



LDAP. Client ETW provider

ETW Name: Microsoft-Windows-LDAP-Client

ETW GUID: {099614A5-5DD7-4788-8BC9-E29F43DB28FC}

Event ID: 30

Field Name

Type

Example value

ScopeOfSearch
SearchFilter
DistinguishedName
AttributeList

Processld

Uint32

UnicodeString
UnicodeString
UnicodeString

HexINnt32

2
(objectclass=domain)
DC=tmd_lab,DC=com
objectsid;objectguid

OX1EDC

e~

Summary

Search:

Name Value

Name

ScopeOfSearch

SearchFilter

Open Provider...

Events Strings

Version Task

Type
Ulnt32

UnicodeString

DistinguishedName UnicodeString

Attributelist

Processld

UnicodeString

HexInt32

Keyword

XML
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LDAP. Client ETW provider

Time + Idap_scope Idap_filter Idap_dn Idap_attrib_list

> Jul 24, 2022 @ 14:42:12.875 wholeSubtree servicePrincipalName=%*/* DC=tmd_lab, DC=com servicePrincipalName

Event 4688, Microsoft Windows security auditing.

General Details

A new process has been created.

Creator Subject:
Security ID: TMD_LAB\Administrator
Account Name: Administrator
Account Domain: TMD_LAB
Logon ID: Ox44C1E

Target Subject:
Security ID: NULL SID
Account Name: -
Account Domain: -
Logon ID:

Process Information:
New Process ID:
New Process Name:
Token Elevation Type: %
Mandatory Label: Mandatory Label\High Mandatory Level
Creator Process ID: 0x10cc
Creator Process Name: AWindows\ m32\cmd.exe

Process Command Line: | setspn -T tmd_lab.com -Q */*

oy
/0




LDAP. Client ETW provider

Advantages:

« There is a PID of the initiating process in the event. It is

possible to determine the path to the executable, account,
etc.

Disadvantages:

Need to collect ETW events from all hosts in the domain

LDAP requests from non-domain computers are not
monitored. The attacker can use his "evil" computer

No ability to inspect ADWS requests

Possible bypass when using a fully customized LDAP client

\
SEF
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=l Workstation

Microsoft.ActiveDirectory.Management.dll

WLDAP32.DLL
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LDAP. Network sniffing

.132.41 56729 10.3.132.40 389 LDAP SASL GSS-AP
.132.40 389 10.3.132.41 56729 LDAP SASL GSS-AP
.132.41 56729 10.3.132.40 389 LDAP SASL GSS-AP
.132.40 389 10.3.132.41 56729 TCP 389 » 56729

Tools
« Zeek

w W w w

o Surlcata etC Frame 678: 256 bytes on wire (2048 bits), 256 bytes captured (2048 bits) on inte
! . Ethernet II, Src: VMware_bd:9a:89 (©0:50:56:bd:9a:89), Dst: VMware_bd:c6:34 (©0:5
Internet Protocol Version 4, Src: 10.3.132.41, Dst: 10.3.132.40
Transmission Control Protocol, Src Port: 56729, Dst Port: 389, Seq: 1993, Ack: 34
Lightweight Directory Access Protocol
SASL Buffer Length: 198
SASL Buffer
GSS-API Generic Security Service Application Program Interface
VvV GSS-API payload (17@ bytes)

VvV LDAPMessage searchRequest(1l) "DC=tmd_lab,DC=com” wholeSubtree
messagelD: 11
Vv protocolOp: searchRequest (3)
Vv searchRequest

baseObject: DC=tmd_lab,DC=com
scope: wholeSubtree (2)
derefAliases: neverDerefAliases (@)
sizelimit: 4294967295
timelLimit: 180
typesOnly: False
Filter: (servicePrincipalName=*/*)
Vv |attributes: 1 item
AttributeDescription: servicePrincipalName

12



L DAP. Network sniffing T

Advantages:
* |tis possible to use a small number of network sensors

Disadvantages: ADE Cuery

T T (SOAP-based) " .~

* |t is impossible to inspect the encrypted content of secure
protocols without importing a certificate (LDAPS, GCS) or

developing a custom handler (ADWS)

« May require the deployment of additional equipment for
traffic mirroring (SPAN\network TAP) L~ LoAP Ouery =im

« The event does not contain the initiator process

13



L DAP. Server. Method 1

Event Log: Directory Service.evtx

Event ID: 1644

——
Preparatory steps:
« Allow diagnostic logging st

» HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnosties==
« 15 Field Engineering == Ox05

« Allow logging "expensive" LDAP queries

e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters

 Expensive Search Results Threshold == 0x00

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/cc961809(v=technet.10)?redirectedfromm=MSDN

\
2
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L DAP. Server. Method 1

Event Log: Directory Service.evtx

Event ID: 1644

Field name

Client

Starting node
Filter

Search scope
Attribute selection
Visited entries
Returned entries

User

Example value

10.3.132.41 : 50540
DC=tmd_lab,DC=com
servicePrincipalName=*/*
subtree
servicePrincipalName
3710

4,

TMD_LAB\Administrator

11 )
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L DAP. Server. Method 2

ETW Name: Active Directory Domain Services: Core

ETW GUID: {IC83B2FC-CO4F-11D1-8AFC-00CO4FC21914}

Event ID: O
Event Name: DsDirSearch

Event Type: Start

Field name Type
Caller UnicodeString
Choice UnicodeString
ObjDN UnicodeString
Filter UnicodeString

RequiredAttributes UnicodeString

C\Windows\System32\wbem\ntdsa.mof

Example value

10.3.132.41 : 50540

subtree
DC=tmd_lab,DC=com
servicePrincipalName=*/*

servicePrincipalName

VFF
{ONE
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ETW Explorer

Could not find provider with at GUID of
1c83b2fc-c04f-11d1-8afc-00c04fc21914

16



LDAP. Server

Advantages:.

« LDAP requests from all endpoints (including non-

domain computers and "evil" devices) are logged
at a single point

« All requests are captured in decrypted form

regardless of the protocol used

« The source address of the request and the
initiating account are captured

Disadvantages:

« Huge flow of events

« Additional correlation is required to determine the

origin of an ADWS request (with events 4624,
4769, NetworkConnection etc)

VFF
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= Domain Controller

= Microsoft.ActiveDirectory.WebServices.exe

Service - ADWS
= = = |9389 - ADWS Microsoft.ActiveDirectory.WebServices.shared.dll

389 - LDAP

636 - LDAPS ice - :
Si‘r_l\{l[():gAl\é'[ES = : ReadWrite = = = { =
F »| 3268-GC '
L »| 3269-GCs NTDS.DIT
E ETW - Server

17



LDAP. Threat hunting. BloodHound vaE

Attribute list

objectSid,objectGUID,isDeleted,userAccountControl,sAM
AccountType,objectClass,sAMAccountName,mMsDS-
GroupMSAMembership,distinguishedName,pwdlLastSet,|
astLogon,lastLogonTimestamp,sIDHistory,dNSHostName,
operatingSystem,operatingSystemServicePack,servicePri
ncipalName,displayName,mail,title,homeDirectory,descri
ption,adminCount,userPassword,gPCFileSysPath,msDS-
Behavior-Version,name,gPOptions,msDS-
AllowedToDelegateTo,msDS-
AllowedToActOnBehalfOfOtherldentity,whenCreated,gPL
ink,member,cn,primaryGrouplD,nTSecurityDescriptor,tru
stAttributes,securityldentifier,trustDirection,trustType

ONE

2022

Filter

(sAMAccountType = 805306369 )
( objectClass = container)
(sAMAccountType = 805306368 )
(

(sAMAccountType = 268435456 )
(sAMAccountType = 268435457 )
(sAMAccountType = 536870912 )
(sAMAccountType = 536870913 )

objectClass = domain )
objectCategory = organizationalUnit )

( objectCategory = groupPolicyContainer )
(flags =*)

)

( primaryGrouplID =*)

18



LDAP. Threat hunting. BloodHound  ERe
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event_type:LDAPQuery AND
ldap_attrib_list:(

"trustAttributes;securityldentifier;trustDirection;trustType;cn" OR

"objectSid;objectGUID;isDeleted;userAccountControl;sAMAccountType;objectClass;sAMAccountName;msDS-
GroupMSAMembership;trustAttributes;securityldentifier;trustDirection;trustType;cn" OR

"objectSid;objectGUID;isDeleted;userAccountControl;sAMAccountType;objectClass;sAMAccountName;msDS-
GroupMSAMembership;servicePrincipalName" OR

"objectSid;objectGUID;isDeleted;userAccountControl;sAMAccountType;objectClass;sAMAccountName;msDS-
GroupMSAMembership;displayName;name;gPLink;gPOptions" OR

"objectSid;objectGUID;isDeleted;userAccountControl;sAMAccountType;objectClass;sAMAccountName;msDS-
GroupMSAMembership;distinguishedName;member;cn;primaryGrouplD;dNSHostName" OR

"sAMAccountType;objectSid;objectGUID;objectClass;sAMAccountName;msDS-CroupMSAMembership" OR

"objectSid;objectGUID;isDeleted;userAccountControl;sAMAccountType;objectClass;sAMAccountName;msDS-
GroupMSAMembership;gPLink;name"

19



LDAP. Threat hunting. BloodHound

11,499 hits
Jul 17,2021 @ 02:01:01.742 - Jul 17, 2022 @ 02:01:01.742  Auto

2021-08-01 2021-09-01 2021-10-01 2021-11-01 2021-12-01 2022-01-01 2022-02-01 2022-03-01 2022-04-01 2022-05-01 2022-06-01 2022-07-0
@timestamp per week

source_ip Idap_filter Idap_dn Idap_attrib_list

2022 @ 21: 172.17.220. (objectclass=trusteddomain) DC: ,DC=LOCAL trustattributes;securityidentifier;trustdirection;trusttype;c
1 n

2022 @ 21: 172.17.220. (| (samAccountType=8085306368) (samAccountType=805306369)) CN=Users, DC DC=local @® © samaccounttype;objectsid;objectguid;objectclass;samaccountnam
1 e;msds-groupmsamembership

2022 @ 21: 172.17..220. (| (samAccountType=8085306368) (samAccountType=805306369)) CN=System, DC DC=1local samaccounttype;objectsid;objectguid;objectclass;samaccountnam
1 e;msds-groupmsamembership

2022 @ 21: 172.17.220. (| (samAccountType=8085306368) (samAccountType=805306369)) CN=Program Data, DC: DC=1ocal samaccounttype;objectsid;objectguid;objectclass;samaccountnam
1 e;msds-groupmsamembership

2022 @ 21: 172.17.220. (| (samAccountType=8085306368) (samAccountType=885306369)) CN=ForeignSecurityPrincipals, DC DC=local samaccounttype;objectsid;objectguid;objectclass;samaccountnam
1 e;msds-groupmsamembership

2022 @ 21: 172.17.2260. (| (samAccountType=8085306368) (samAccountType=805306369)) CN=Computers,DC DC=local samaccounttype;objectsid;objectguid;objectclass;samaccountnam
1 e;msds-groupmsamembership
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LDAP. Threat hunting. BloodHound

event_type:LDAPQuery AND

|dap_filter:(

(268435456 AND 268435457 AND 536870912 AND 536870913 ) OR
(805306368 AND "servicePrincipalName=*")

400
300
200
100

0

2021-08-01

Time + source_ip

> May 22, 2022 @ 21:14:18.458 172.17.22
0.41

> May 22, 2022 @ 21:14:16.982 172.17.22
0.41

664 hits

Jul 25, 2021 @ 02:05:15.547 - Jul 25, 2022 @ 02:05:15.547 Auto

@timestamp per week

Idap_filter

(| (| (samaccounttype=268435456) (samaccounttype=268435457) (samaccounttype=536870912) (samaccounttype=536870913) (pr
imarygroupid=+)) (| (samAccountType=805306368) (samAccountType=865306369) (samAccountType=268435456) (samAccountType
=268435457) (samAccountType=536870912) (samAccountType=536870913) (objectClass=domain) (&(objectcategory=groupPolic
yContainer) (flags=+))(objectcategory=organizationalUnit)) (objectclass=domain) (| (samaccounttype=268435456) (samac
counttype=268435457) (samaccounttype=536870912) (samaccounttype=536870913) (samaccounttype=805306368) (samaccountty
pe=805306369) (objectclass=domain) (objectclass=organizationalUnit) (&(objectcategory=groupPolicyContainer)(flags=
)W (I (&(&(obhiectcateaorv=arounPolicvContainer)(flaas=%))(name=%)(ancfilesvsanath=%))(ohiectcateaorv=oraanizatio

(| (| (samaccounttype=268435456) (samaccounttype=268435457) (samaccounttype=536870912) (samaccounttype=536870913) (pr
imarygroupid=+*)) (| (samAccountType=805306368) (samAccountType=885306369) (samAccountType=268435456) (samAccountType
=268435457) (samAccountType=536870912) (samAccountType=536870913) (objectClass=domain) (&(objectcategory=groupPolic
yContainer) (flags=+))(objectcategory=organizationalUnit)) (objectclass=domain) (| (samaccounttype=268435456) (samac
counttype=268435457) (samaccounttype=536870912) (samaccounttype=536870913) (samaccounttype=805306368) (samaccountty
pe=805306369) (objectclass=domain) (objectclass=organizationalUnit) (&(objectcategory=groupPolicyContainer)(flags=
#*))) (1 (&(&(obiectcateaorv=arounPolicvContainer)(flaas=*))(name=*)(abncfilesvspath=*))(obiectcateaorv=oraanizatio

Idap_attrib_list

samaccounttype;objectsid;objectguid;objectclass;samaccountname;msds-g
roupmsamembership;ms-mcs-admpwdexpirationtime;member;primarygroupid;n
tsecuritydescriptor;displayname;name;pwdlastset;lastlogon;lastlogonti
mestamp;sidhistory;useraccountcontrol;operatingsystem;operatingsystem
servicepack;serviceprincipalname;mail;title;homedirectory;descriptio

n;admincount;userpassword;gpcfilesyspath;msds-behavior-version;gpopti
ons:msds-allowedToNeleaateTo :msNS-ATlowedToActOnRehal fOfOtherTdentit

samaccounttype;objectsid;objectguid;objectclass;samaccountname;msds-g
roupmsamembership;ms-mcs-admpwdexpirationtime ;member;primarygroupid;n
tsecuritydescriptor;displayname;name;pwdlastset;lastlogon;lastlogonti
mestamp;sidhistory;useraccountcontrol;operatingsystem;operatingsystem
servicepack;serviceprincipalname;mail;title;homedirectory;descriptio

n;admincount;userpassword;gpcfilesyspath;msds-behavior-v on;gpopti
ons :msds-allowedToDeleaateTo :msDS-AllowedToActOnBehalf0 erIdentit
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LDAP. Threat hunting. AdFind
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event_type:LDAPQuery AND
ldap_filter:( "attributeSyntax" AND "2.5.5.17" AND "2.5.510" AND "2.5.5.15")

2 hits

Jul 17, 2021 @ 16:27:54.456 - Jul 17, 2022 @ 16:27:54.456  Auto

2021-08-01 2021-09-01 2021-10-01 2021-11-01 2021-12-01 2022-01-01 2022-02-01 2022-03-01 2022-04-01 2022-05-01 2022-06-01 2022-07-01

@timestamp per week

Time + source_ip Idap_filter Idap_dn Idap_attrib_list

> May 10, 2022 @ 16:44:10.258 10.3.132.2 &(!(isdefunct=TRUE)) (| (attributeSyntax=2.5.5.17) (attributeSyntax=2.5.5.10) (attributeSyntax=2.5.5.15) (attributeSyntax=2. CN=Schema, CN=Configuration, DC=d ldapDisplayName;attributeSyntax;rangeUp

(&(!
6 5.5.1) (attributeSyntax=2.5.5.7) (attributeSyntax=2.5.5.14))) emo,DC=1ocal per;rangeLower

> May 10, 2022 @ 16:44:10.258 10.3.132.2

(&(!(isdefunct=TRUE)) (| (attributeSyntax=2.5.5.17)(attributeSyntax=2.5.5.10)(attributeSyntax=2.5.5.15) (attributeSyntax=2. CN=Schema, CN=Configuration, DC=d ldapDisplayName;attributeSyntax;rangeUp
6 5.5.1) (attributeSyntax=2.5.5.7) (attributeSyntax=2.5.5.14))) emo,DC=1ocal

per;rangeLower




LDAP. Threat hunting. Certify

event_type:LDAPQuery AND
ldap_filter: "objectCategory=pKICertificateTemplate" AND
|dap_attrib_list.keyword://

22 hits

Apr 19, 2022 @ 23:11:17.780 - Jul 18, 2022 @ 23:11:17.780 Auto

2022-04-24 2022-05-01 2022-05-08 2022-05-15 2-05- 2022-05-29 2022-06-05 2022-06-12 2022-06-19 2022-06-26 2022-07-03 2022-07-10 2022-07-17
@timestamp per day

dev_ipv4 proc_cmdline Idap_filter Idap_attrib_list

2022 :06:07. 10.3.132.26 .\Certify.exe find (objectclass=pKICertificateTemplate)
2022 102:02. .5.1.15 "C:\Users\ \Documents\lpoekTbl UB\PKI\ \Certify.exe" find /vulnerable (objectclass=pKICertificateTemplate)
2022 :57:54.637 .5.1.15 "C:\Users\ \Documents\MpoekTtbl UE\PKI\ \Certify.exe" find /vulnerable (objectclass=pKICertificateTemplate)
2022 :56:26.929 .5.1.15 "C:\Users\ \Documents\MNpoekTbl UB\PKI\ \Certify.exe" find (objectclass=pKICertificateTemplate)
16, 2022 :16:24.537 .5.1.15 Certify.exe find / vulnerable (objectclass=pKICertificateTemplate)
14, 2022 :57:41.258 .3. "C:\Users\dadmin\Desktop\Certify.exe" (objectclass=pKICertificateTemplate)
13, 2022 @ 21:49:46.432 .3. Certify.exe find /vulnerable (objectclass=pKICertificateTemplate)
9, 2022 @ 16:29:48.606 .3. Certify.exe find /vulnerable (objectclass=pKICertificateTemplate)
9, 2022 @ 16:05:38.364 .3. Certify.exe find /clientauth (objectclass=pKICertificateTemplate)

9, 2022 @ 16:04:36.514 .3. Certify.exe find /vulnerable (objectclass=pKICertificateTemplate)




LDAP. Threat hunting. PowerUpSQL

PowerUpSQL cmdlet: Get-SQLInstanceDomain

event_type:.LDAPQuery AND
|dap_filter.keyword:/*servicePrincipalName=MSSQL\¥\**/ AND

|dap_attrib_list.keyword://

2 hits
Jul 26, 2021 @ 02:43:12.696 - Jul 26, 2022 @ 02:43:12.696 Auto

2021-08-01 2021-09-01 2021-10-01 2021-11-01 2021-12-01 2022-01-01 2022-02-01 2022-03-01 2022-04-01 2022-05-01

@timestamp per week

Time « source_ip Idap_filter Idap_dn

Jul 26, 2022 @ 02:30:49.611 10.3.132.45 (&(servicePrincipalName=MSSQL**)) DC=bas, DC=1ab

DC=bas,DC=1ab

Jul 26, 2022 @ 02:30:49.608 10.3.132.45 (&(servicePrincipalName=MSSQL*x*))

2022-06-01

Idap_attrib_list

NGO

2022-07-01

FF
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LDAP. Threat hunting. PowerView

PowerView : Get-DomainUser -PreauthNotRequired -Verbose

event_type:.LDAPQuery AND
ldap_filter:( "805306368" AND "userAccountControl" AND "4194304" ) AND

|dap_attrib_list.keyword://

2 hits

Aug 21, 2021 @ 15:42:24.837 - Aug 21, 2022 @ 15:42:24.837 Auto

2021-09-01 2021-10-01 2021-11-01 2022-01-01 2022-02-01 2022-03-01 2022-04-01 2022-06-01 2022-07-01 2022-08-01

@timestamp per week

Idap_dn Idap_attrib_list

Time + dev_ipv4 proc_cmdline Idap_filter

DC=BAS, DC=LAB

(&(samAccountType=805306368) (userAccountControl:1.2.840.113556.1.4.803:=4194304))

> Jul 26, 2022 @ 02:46:16.292 10.3.132.45 powershell -ExecutionPolicy Bypass

> Jul 26, 2022 @ 02:46:16.289 10.3.132.45 powershell -ExecutionPolicy Bypass (&(samAccountType=8085306368) (userAccountControl:1.2.840.113556.1.4.803:=4194304)) DC=BAS, DC=LAB




LDAP. Threat hunting

Activity

Hunting query

\
2
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Accounts for Kerberosting
Unconstrained delegation
Admin accounts

LAPS password dump
gMSA password dump

KrbRelayUp usage

event_type:LDAPQuery AND |dap_filter.keyword:/ *servicePrincipalName=\**/
event_type:LDAPQuery AND Idap_filter:524288

event_type:LDAPQuery AND Idap_filter:"admincount=1"
event_type:LDAPQuery AND |dap_filter. keyword:/ *ms-MCS-AdmPwd=\**/
event_type:LDAPQuery AND Idap_attrib_list:"msDS-ManagedPassword"

event_type:.LDAPquery AND ldap_filter*KRBRELAYUP*

‘
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RPC. What is I1t?

RPC (Remote Procedure Call) is a
mechanism that allows programs
igelag different machines to
communicate between them by
calling functions over the network.

https://zer1tO.gitlab.io/posts/attacking_ad/

Network
sniffing

= = npcacn_ip_tcp =

= = ncacn_http = = = = =

= = ncacn_np -

= <RPC Server 1>.exe
- RPCRT4.DLL

= <RPC Server 2>.exe

¥ | RPCRT4.DLL

= <RPC Server 3>.exe




RPC. ETW + Audit SEF_
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Docs / Windows / Security / Security auditing / D @ = V4

5712(S): A Remote Procedure Call (RPC) was
1. Enable RPC Audit attempted.

Preparatory steps:

Article « 10/29/2021 « 2 minutes to read « 5 contributors

auditpol /set /subcategory:"RPC Events" /success:enable
/[failure:enable

It appears that this event never occurs.

Subcategory: Audit RPC Events

Event 5712, Microsoft Windows security auditing.

2. Adding RPC Filters for required interfaces

General Details

netsh -f rpcfilter.txt

A Remote Procedure Call (RPC) was attempted.

Subject:
SID: TMD_LAB\Administrator
Name: Administrator
rpc Account Domain: TMD_LAB
. Logonld: 0x96B759A
filter ?
add rule layer=um actiontype=permit audit=enable Process ";f'%fmatiom .
. . . . . . : 3
add condition field=if_uuid matchtype=equal data=<RPC_iface_UUID> Name: Isass.exe
add filter Network Information:
C|UIt Remote IP Address: 10.3.132.41
Remote Port: 50154
7 RPC Attributes:
. Interface UUID: {e3514235-4b06-11d1-ab04-00c04fc2dcd2}
rpcfllter.txt Protocol Sequence: ncacn_ip_tcp

Authentication Service: 9
Authentication Level:

https://www.akamai.com/blog/security/guide-rpc-filter
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ETW Name: Microsoft-Windows-RPC :
& ETW Explorer v0.3 (©)2019 Pavel Yosifovch
ETW GUID: {cAD52B32-D609-4BE9-AEQ7-CES8DAES37E39} R

Event ID: 6 1 Open Provider...
{ & Summary Events Strings | €8 XML

Search: 7
e3514235-4b06-11d1-ab04-00c04fc2dcd2), \ .
ame Value Version Task Keyword
Ox3, RpcServerCaliStart V1 6 1 RpcServerCall |
”TCP ,.’ Name Type
InterfaceUuid GUID
1 1]
N U LL ! ProcNum Ulnt32
”49670“1 Protocol UInt32
NetworkAddress UnicodeString
1 1
NULL ! Endpoint UnicodeString
"Packet privacy “’ Options UnicodeString
| | AuthenticationLevel Uint32
Kerberos ! AuthenticationService UInt32
"Default” | | ImpersonationLevel  Uint32

T {18



RPC. ETW + Audit

Time + rpc_iface

> Aug 22, 2022 @ 17:25:57.741 MS-DRSR

Event 5712, Microsoft Windows security auditing.

General Details

A Remote Procedure Call (RPC) was attempted.

Subject:
SID: TMD_LAB\Administrator
Name: Administrator
Account Domain: TMD_LAB
Logonld: 0x96B759A

Process Information:
636
Isass.exe

Remote IP Address:
Remote Port:

10.3.132.41
50154

RPC Attributes:
Interface UUID:
Protocol Sequence: ncacn_ip_tcp
Authentication Service: 9
Authentication Level: 6

rpc_iface_uuid

rpc_opnum

l E3514235-4B06-11D1-AB04-00C04FC2DCD2 -

Logon
information

Source of
malicious
activity

{e3514235-4b06-11d1-ab04-00c04fc2dcd2}

rpc_method

DsGetNCChanges

- . . = 2

(117777770 7777773 WM, ’ 77007000

. “‘gﬁ o

ey 2
. D -

- = i //
40
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NGO

rpc_endpoint

49670

TS (1



RPC. ETW + Audit

Time +

rpc_iface rpc_iface_uuid

rpc_opnum rpc_method rpc_endpoint

> Aug 22, 2022 @ 17:25:57.741 MS-SRVS [[4B3Z4FC8—1679—01D3—1278—5A47BF6EE1 88] 12 ] NetrSessionEnum \PIPE\srvsvc

Event 5712, Microsoft Windows security auditing.

General Details

Subject:
SID:
Name:
Account Domain:

Process Information:
PID:
Name:

Network Information:
Remote IP Address:
Remote Port:

RPC Attributes:
Interface UUID:
Protocol Sequence:

Authentication Level:

Logonld: 0xD9C4921

Authentication Service:

A Remote Procedure Call (RPC) was attempted.

TMD_LAB\Administrator
Administrator
TMD_LAB

3468
svchost.exe

0.000 -
] :

[ {4b324fc8-1670-01d3-1278-5a47bf6ee188}

ncacn_np
0
0

Event 4624, Microsoft Windows security auditing.

General Details

New Logon:
Security ID: TMD_LAB\Administrator
Account Name: Administrator
A n main: T™MD_LAB.COM
Logon ID: 0xD9C4921
Linked Logon ID: 0x0
Network Account Name: -
Network Account Domain: -
Logon GUID: {8d504349-350f-c658-e274-d28485e8ad34}

Process Information:
Process ID: 00
Process Name: -

Source of
malicious

Network Information: aCUV'ty

A : : =
Source Network Address:  10.3.132.41 <
Source Port: 50440 J




RPC. ETW + Audit

Advantages:

Allows native Windows mechanisms to monitor events

Disadvantages:

Correlation between 2 or 3 events is required to determine
the source of activity

Huge flow of events
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RPC. RPC Firewall AEre

2022

Features Event 3, RPCFW

General Details

1. RPC Filters - Enables the security audit of RPC

events. These could be found under the Security An RPC sesver function was called.
|Og7 Wlth '=\V/=1alt |D 5712 Process Information:
Process ID: 636
. Image Path: C:\Windows\system32\|Isass.exe
2. RPC Firewall - protects any RPC server process AEALAE R
which is listening for remote RPC calls. Network Information:

Protocol: ncacn_ip_tcp
Endpoint: 49670
Client Network Address:  10.3.132.41
Client Port: 51363
Server Network Address:  10.3.132.40
Server Port: 49670
RPC Information:
InterfaceUuid: €3514235-4b06-11d1-ab04-00c04fc2dcd2
OpNum: 16

Subject:

Security ID: TMD_LAB\Administrator
Detailed Authentication Information:

Authentication Level: PKT_PRIVACY
Authentication Service: KERBEROS

https://github.com/zeronetworks/rpcfirewall




RPC. RPC Firewall

Advantages:

Determining the source of activity on a single event

Disadvantages:

Requires installation of third-party software

Code injection into multiple processes (potentially dangerous)

https://github.com/zeronetworks/rpcfirewall
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Tools

VvV Floor 1 UUID: DRSUAPI
* Zeek LHS Length: 19
Protocol: UUID (@xed)
[ Su ricata’ etC. UUIDE DRSUAPI (e3514235-4b86-11d1-ab@4-00c@4fc2dcd2)
Version: 4.00
RHS Length: 2
Version Minor: 0
Floor 2 UUID: 32bit NDR
Floor 3 RPC connection-oriented protocol
Floor 4 TCP Port:49670
Floor 5 IP:10.3.132.40
Return code: @x00000000

135 DCERPC 214 Bind: call_id: 2, Fragment: Singl
52702 DCERPC 162 Bind_ack: call_id: 2, Fragment: S
135 FPM Map requast, DRSUAPI, 32bit NDR

52702 EPM fiap + =sponse, DRSUAPI, 32bit NDR
527e3 .3. . 49670 TCP 52703 > 49670 [SYN, ECN, CWR] Seq
49670 =3 - 52703 TCP 49670 » 527083 [SYN, ACK, ECN] Seq
527@3 S5 - 49670 TCP 4 52703 > 49670 [ACK] Seq=1 Ack=1 W
52703 10.3. . 49670 DCERPC Bind: call_id: 2, Fragment: Singl
49670 ~E- .4 52703 TCP 49670 > 52703 [ACK] Seq=1 Ack=191
49670 10.3. .41 52703 DCERPC Bind_ack: call_id: 2, Fragment: S
52703 10.3. . 49670 DCERPC ' Alter_context: call_id: 2, Fragme
49670 10.3. . 527083 DCERPC Alter_context_resp: call_id: 2, F
52763 S0 - 49670 DRSUAPI DsBind request
49670 .3. . 52783 DRSUAPI DsBind response
52703 10.3. - 49670 DRSUAPI
49670 10.3. 4] 52703 DRSUAPI ifgControllerInfo respons
527@3 e 1320 49670 DRSUAPI : Namg¢s request
49670 S - 52783 DRSUAPI Namg¢s response
52703 e - 49670 DRSUAPI
49670 10.3. .41 52703 DRSUAPI
52703 10.3. - 49670 DRSUAPI 514
49670 SEimale Pl b 52783 TCP 1514 49670 > 52703

Frame 1327: 514 bytes on wire (4112 bits), 514 bytes capt
Ethernet II, Src: VMware_bd:9a:89 (©@:50:56:bd:9a:89), Dsf
Internet Protocol Version 4, Src: 10.3.132.41, Dst: 10.3.]
Transmission Control Protocol, Src Port: 52703, Dst Port:
Vv Distributed Computing Environment / Remote Procedure Call
Version: 5

Version (minor): @

Packet type: Request (@)

Packet Flags: @x@3

Data Representation: 10000000 (Order: Little-endian, Ch
Frag Length: 460

Auth Length: 76

Call ID: 6

Alloc hint:

Context ID:

Opnum: 3




RPC. Network sniffing

Advantages:

It is possible to use a small number of network sensors

Disadvantages:

May require the deployment of additional equipment for
traffic mirroring (SPAN\network TAP)
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RPC. Threat hunting

Activity

SharpHound.exe --CollectionMethods Session

SharpHound.exe --CollectionMethods LoggedOn

SharpHound.exe --CollectionMethods LocalAdmin
SharpHound.exe --CollectionMethods RDP
SharpHound.exe --CollectionMethods DCOM
SharpHound.exe --CollectionMethods PSRemote

Mimikatz.exe "lsadump:dcsync /user:krbtgt"

VFF
{ONE

2022

Hunting query

event_type:RPC AND

rpoc_iface_uuid:"4b324fc8-1670-01d3-1278-5a47bfeeel88" AND
rpc_opnum: 12

event_type:RPC AND

roc_iface_uuid:"6bffd098-a112-3610-9833-46c3f87e345a" AND
rpc_opnum: 2

event_type:RPC AND

rpc_iface_uuid:"12345778-1234-abcd-ef00-0123456789ac” AND
rpc_opnum: 33

event_type:RPC AND

roc_iface_uuid:"e3514235-4b06-11d1-ab04-00c04fc2dcd2” AND
rpc_opnum: 3

: . —



RPC. Threat hunting

Activity

VFF
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Hunting query

PrinterBug

ShadowCoerce

DFSCoerce

PetitPotam

event_type:RPC AND

rpoc_iface_uuid:"12345678-1234-abcd-ef00-0123456789ab” AND
roc_opnum: (65 OR 62 )

event_type:RPC AND
roc_iface_uuid:"a8e0653c-2744-4389-a61d-7373df802292" AND
roc_opnum: (8 OR9)

event_type:RPC AND

rpc_iface_uuid:"4fc742e0-4a10-11cf-8273-00aa004ae673" AND
roc_opnum: (12 OR13)

event_type:RPC AND

roc_iface_uuid:(
"df1941c5-fe89-4e79-bf10-463657acf44d” OR
“c681d488-d850-11d0-8c52-00c04fd90f7e”

) AND

roc_opnum: (O OR4OR50OR6OR70OR80OR9)

: ’ ; < d M
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Links SEF_

2022

LDAP

https://m365internals.com/2021/05/22/how-to-hunt-for-Idap-reconnaissance-within-
m365-defender/

https://blog.blacklanternsecurity.com/p/detecting-ldap-
recoannaissance?triedSigningln=true

RPC
https://csandker.io/2021/02/21/Offensive-Windows-1PC-2-RPC.html

https://qithub.com/jsecurityl01/MSRPC-to-ATTACK

https://aithub.com/p0dalirius/windows-coerced-authentication-methods

https://www.akamai.com/bloa/security/quide-rpc-filter

https://posts.specterops.io/utilizing-rpc-telemetry-7af9ea08ald5s

ETW

https://github.com/fireeye/SilkETW



https://m365internals.com/2021/05/22/how-to-hunt-for-ldap-reconnaissance-within-m365-defender/
https://blog.blacklanternsecurity.com/p/detecting-ldap-recoannaissance?triedSigningIn=true
https://csandker.io/2021/02/21/Offensive-Windows-IPC-2-RPC.html
https://github.com/jsecurity101/MSRPC-to-ATTACK
https://github.com/p0dalirius/windows-coerced-authentication-methods
https://www.akamai.com/blog/security/guide-rpc-filter
https://posts.specterops.io/utilizing-rpc-telemetry-7af9ea08a1d5
https://github.com/fireeye/SilkETW
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