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AGENDA
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•NVMe-USB 
ADAPTER AGESTAR



INSIDE AGESTAR 31UBNV1C
Brand AGESTAR

Model 31UBNV1C

External interface USB 3.1 Type-C

Interface NVMe

Form-factor M.2

Key B-key

Size 2230/2242/2260/2280

Controller JMS583

SPI flash P25D40H
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PCI DRIVE
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JMS583

USB 3.1 Gen2 – PCIe Gen3 x2

Поддержка TCG passthru

Поддержка TRIM to the SSD

Скорость до 10 Гбит/с

Соответствует требованиям USB 
Mass Storage Class BOT и UASP

Поддержка внешнего SPI NVRAM 
для Vendor VID/PID
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•GET FIRMWARE



OSINT
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JMS FIRMWARE

Header 1

Header 
2

Code (arch== 
8051)
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USBC/USBS
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SCSI COMMANDS
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VENDOR COMMANDS
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READ RAM
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PCI HEADER
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GET PCI HEADER DWORDS

0x10 - Memory Register Base 
Address (lower 32 bits)
0x14 - Memory Register Base 
Address (upper 32 bits)
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READ PCI IDS

00h – Identifiers 

2Ch – Subsystem Identifiers
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• PATCH



FWUPDATE: WIRESHARK

3B – WRITE BUFFER
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FWUPDATE: CUSTOM FLAGS
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FWUPDATE 
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•CRC32



CHECKSUM

В прошивке проверок не нашли

В одной из утилит обнаружили
полином для CRC32 0x4c11db7, seed 0xffffffff

Перебором границ нашли 2 crc
от заголовка [0x0-0x1fc] и от кода [0x400-
0x103f8]

Но это не всё
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HARDWARE CRC32
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FW CRC

????
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•DUALBOOT



GET CAPACITY
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GET CAPACITY
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READ/WRITE
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PATCH
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•DEMO




