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Who am I

• CTF team’s “rm –rf” captain (VolgaCTF winner in 2012 & 2013)

• M*CTF technical director in 2014-2016

• OSCP

• Offzone and DefconNN speaker

• Tg channel @mis_tam author

• RedTeamer/independent reasecher

• Associate Professor of the Department of Cryptology and Cyber Security, Mephi
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About report

• About non standard networks

• About FreeIPA

• About FreeIPA pentesting
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Networking

Every organization needs a domain for easy resources 
management

• Identification 

✓ Users

✓ Computers

✓ VMs

✓ Groups

• Policy

✓ Access Control

• SSO

Solutions:

• Active Directory

• Novell Identity Manager

• FreeIPA



5

Active Directory vs FreeIPA

Active Directory

• Windows computer management

• Microsoft Corporation

• Comfortable installation

• Can use 2FA

FreeIPA

• Unix computer management

• Opensource

• May be some problems with installation (РедОС + FreeIPA = 
easy install)

• Can use 2FA

FreeIPA is the Linux version or implementation of Active Director
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FreeIPA

• Local server

• Demo Server for interface testing from Red Hat (https://www.freeipa.org/page/Demo)

https://www.freeipa.org/page/Demo
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LDAP

• Password hashes are stored in the LDAP database

• User “Directory Manager” have permission to access to password 
hashes

• User root in IPA server have permission to access to password 
hashes

• “Directory Manager” password is used by FreeIPA installation tools 
when bootstrapping the PKI installation and for the admin user in 
the PKI

• Admin is user for administrative tasks (freeipa admin = ad domain 
admin)



8

Passwords

• The password hash store as base64 in the “userPassword” attribute. 

• Nthash of the password store as base64  in “ipaNTHash”. If system has integration with 
AD

• “userPassword” can be SSHA512 (if company user old version of FreeIPA) or  
PBKDF2_SHA256 (if company user newer version of FreeIPA)
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Passwords crack

• ipaNTHash is easy to crack. You should decode base64 -> re-encoded it as ASCII hex -> 
John The Ripper can help you to crack it fast

• SSHA512. You should decode base64 -> find SSHA512 hash -> John The Ripper can help 
you to crack it 

• PBKDF2_SHA256. You should decode base64 -> find PBKDF2_SHA256 -> it’s length is 256 
byte. John can work with 256 bits (32 byte) -> SHA-265 used as the pseudo-random 
function, block size is 32 byte -> you can use only first 256 bit of our PBKDF2_SHA256 
hash -> John The Ripper can help you to crack it 
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Pentest

• You want to know usernames

• You want to know user’s roles

• You want to know some user’s or admin’s passwords

• You want to know main or interesting resources

• You want to release some risk

• CVE-2022-2414 RCE via XXE via pki-core

https://portswigger.net/daily-swig/vulnerability-in-open-source-identity-management-
system-free-ipa-could-lead-to-xxe-attacks
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How identify FreeIPA

• Special open ports

389+443+22 -> freeipa server
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IPA Users

• Check LDAP anonymous bind

ldapsearch –H ldap://server –x

Works with default settings 

• ldapsearch with passwords

Ldapsearch -x –H ldap://server –D ‘domain\user’ –w ‘password’

• Login to IdM
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IdM FreeIPA

• Policy information

• Users and groups information

• Computers information (if  admin user)
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IdM FreeIPA

• Add user’s ssh certificate

• Admin can add ssh cert to all users
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Password brute

• Default policy – 6 logon failures

• Every ipa domain’s user can login to ipa server via ssh

• Brute via ssh with hydra

• Brute via IdM with burp
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Extract hash
• You should know IPA Server root password -> you can find hashes

• Dbscan can help you to extract hashes from ldap db
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Kerberos
• FreeIPA Kerberos tickets = AD Kerberos tickets

• But FreeIPA Kerberos tickets stored and utilize overwise

Tickets stored:

- Unix keyring (first TGT when user login to domain)

- CCACHE Ticket Files (Kerberos tickets in /tmp/)

- Keytab Files  (auth without password)



18

Kerberos
• Extract ticket from keyring (server root account) via tickey

ttps://github.com/TarlogicSecurity/tickey

• Use keytab for TGT 

- Parse keytab file (https://github.com/its-a-feature/KeytabParser)

- Kinit –kt keytab server – generate tgt to some server

• Extract CCACHE ticket from /tmp/ 

export KRB5CCNAME=/tmp/krb5cc_0

https://github.com/its-a-feature/KeytabParser
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Conclusion
• You can pentesting any non standart system

• You should understand system components

• You should research-research and research 



tg: @karelovao




