
Fork Bomb For Flutter

Nikiforov Philip
Senior Mobile Application Security Researcher, Positive Technologies

@impact_l

Moscow, August 25, 2022



2

About Me

• AppSec Engineer at Positive Technologies

• Security Researcher

• Telegram @impact_l

• Member of PT SWARM

• BugBounty hackerone.com/shell_c0de
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Agenda

1. Overview of Flutter

2. How to build simple mobile app

3. About a specific approach for Flutter reverse engineering

4. Demonstration on the BMW app: intercepting traffic in 

BurpSuite and capturing function arguments via Frida
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~/flutter_app/android$ ./gradlew -Pverbose=true -Ptarget-platform=android-
arm64 -Ptarget=lib/main.dart assembleRelease

➢[  +11 ms] dart-sdk/bin/dart artifacts/engine/linux-

x64/frontend_server.dart.snapshot --sdk-root 

artifacts/engine/common/flutter_patched_sdk_product/ --

target=flutter -Ddart.developer.causal_async_stacks=false -

Ddart.vm.profile=false -Ddart.vm.product=true --bytecode-

options=source-positions --aot --tfa --packages .packages --

output-dill app.dill package:flutter_app/main.dart

➢[+7108 ms] kernel_snapshot: Complete

➢[   +3 ms] executing: artifacts/engine/android-arm64-

release/linux-x64/gen_snapshot --deterministic --

snapshot_kind=app-aot-elf --elf=libapp.so --strip --no-causal-

async-stacks --lazy-async-stacks app.dill

➢[+3668 ms] android_aot_release_android-arm64: Complete 
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Dart Kernel Binary

dart-sdk/bin/dart artifacts/engine/linux-

x64/frontend_server.dart.snapshot

--sdk-root 

artifacts/engine/common/flutter_patched_sdk_product

--target=flutter  --tfa

-Ddart.developer.causal_async_stacks=false  

-Ddart.vm.profile=false  

-Ddart.vm.product=true  

--bytecode-options=source-positions  

--aot

--packages .packages  --output-dill app.dill

package:flutter_app/main.dart
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AOT Snapshot

artifacts/engine/android-arm64-
release/linux-x64/gen_snapshot

--deterministic 

--snapshot_kind=app-aot-elf 

--elf=libapp.so 

--strip --no-causal-async-stacks --
lazy-async-stack

app.dill
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Release.apk

├── AndroidManifest.xml

├── assets

│ └── flutter_assets

│       └── AssetManifest.json

├── classes.dex ──── //  Java (Dalvik Executable)

├── kotlin ──── //  kotlin Metadata

├── lib

│   └── arm64-v8a

│       ├── libapp.so ──── //  Dart code (App AOT Snapshot)

│       └── libflutter.so ──── //  Flutter Engine (stripped version of Dart VM)

├── META-INF

├── res

└── resources.arsc
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Segments

~$ readelf -Ws libapp.so

Symbol table '.dynsym' contains 6 entries:

Num:    Value    Size Type    Bind Ndx Name

0: 0000     0 NOTYPE  LOCAL UND 

1: 1000     8 FUNC    GLOBAL 1 _kDartBSSData

2: 2000 17792 FUNC    GLOBAL 2 _kDartVmSnapshotInstructions

3: 7000 0x1f89c0 FUNC    GLOBAL 3 _kDartIsolateSnapshotInstructions

4: 200000 32288 FUNC    GLOBAL 4 _kDartVmSnapshotData

5: 208000 0x18c180 FUNC    GLOBAL 5 _kDartIsolateSnapshotData
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Versions

Stable , Beta , Dev

storage.googleapis.com:

{
"hash": "8f89f6505b941329a864fef1527243a72800bf4d",
"channel": "beta",
"version": "1.25.0-8.1.pre",
"release_date": "2020-12-16T21:55:19.340490Z",
"archive": "beta/linux/flutter_linux_1.25.0.pre.tar.xz",

},
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Google Storage

../flutter/8f89f6505b941329a864fef1527243a72800bf4d/linux-x64/artifacts.zip

../flutter/8f89f6505b941329a864fef1527243a72800bf4d/flutter_patched_sdk_product.zip

../flutter/8f89f6505b941329a864fef1527243a72800bf4d/android-arm64-release/linux-x64.zip

../flutter/8f89f6505b941329a864fef1527243a72800bf4d/dart-sdk-linux-x64.zip
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Compiled Flutter Engine
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• socket.cc is patched for traffic monitoring and interception;

• dart.cc is modified to print classes, functions and some fields;

• display absolute code offset for functions

• contains minor changes for successful compilation;

• if you would like to implement your own patches, there is 
manual Flutter code change is supported using specially 
crafted Dockerfile
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socket.cc

void FUNCTION_NAME(Socket_CreateConnect)(Dart_NativeArguments args) {

RawAddr addr;

SocketAddress::GetSockAddr(Dart_GetNativeArgument(args, 1), &addr);

Dart_Handle port_arg = Dart_GetNativeArgument(args, 2);

int64_t port = DartUtils::GetInt64ValueCheckRange(port_arg, 0, 65535);

+ Syslog::PrintErr("ref: %s",inet_ntoa(addr.in.sin_addr));

+ port=8083;

+ addr.addr.sa_family=AF_INET;

+ addr.in.sin_family=AF_INET;

+ inet_aton("192.168.133.104", &addr.in.sin_addr);

SocketAddress::SetAddrPort(&addr, static_cast<intptr_t>(port));

if (addr.addr.sa_family == AF_INET6) {

Dart_Handle scope_id_arg = Dart_GetNativeArgument(args, 3);

int64_t scope_id =

DartUtils::GetInt64ValueCheckRange(scope_id_arg, 0, 65535);

SocketAddress::SetAddrScope(&addr, scope_id);

}

intptr_t socket = Socket::CreateConnect(addr);
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Invisible Proxy

GET http://example.org/index.php HTTP/1.1

Host: example.org

GET /index.php HTTP/1.1

Host: example.org
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src/third_party/boringssl/src/ssl/ssl_x509.cc

static bool ssl_crypto_x509_session_verify_cert_chain(SSL_SESSION *session,

SSL_HANDSHAKE *hs,

uint8_t *out_alert) {

+ return true;

*out_alert = SSL_AD_INTERNAL_ERROR;

STACK_OF(X509) *const cert_chain = session->x509_chain;

if (cert_chain == nullptr || sk_X509_num(cert_chain) == 0) {

return false;

}
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src/third_party/dart/runtime/vm/clustered_snapshot.cc

DeserializationCluster* Deserializer::ReadCluster() {

intptr_t cid = ReadCid();

Zone* Z = zone_;

if (cid >= kNumPredefinedCids || cid == kInstanceCid) {

return new (Z) InstanceDeserializationCluster(cid);

}

//…

switch (cid) {

case kClassCid:

return new (Z) ClassDeserializationCluster();

case kTypeArgumentsCid:

return new (Z) TypeArgumentsDeserializationCluster();

case kPatchClassCid:

return new (Z) PatchClassDeserializationCluster();

case kFunctionCid:

return new (Z) FunctionDeserializationCluster();

case kSignatureDataCid:

return new (Z) SignatureDataDeserializationCluster();
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Library -> Class -> Function -> Code -> Instruction

class FunctionDeserializationCluster : public DeserializationCluster {

void ReadFill(Deserializer* d, bool is_canonical) {

Snapshot::Kind kind = d->kind();

for (intptr_t id = start_index_; id < stop_index_; id++) {

FunctionPtr func = static_cast<FunctionPtr>(d->Ref(id));

Deserializer::InitializeHeader(func, kFunctionCid,

Function::InstanceSize());

ReadFromTo(func);

if (kind == Snapshot::kFullAOT) {

func->ptr()->code_ = static_cast<CodePtr>(d->ReadRef());
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src/third_party/dart/runtime/vm/clustered_snapshot.cc

class CodeDeserializationCluster : public DeserializationCluster {

void ReadFill(Deserializer* d, intptr_t id, bool deferred) {

auto const code = static_cast<CodePtr>(d->Ref(id));

Deserializer::InitializeHeader(code, kCodeCid, Code::InstanceSize(0));

d->ReadInstructions(code, deferred);
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src/third_party/dart/runtime/vm/dart.cc

ErrorPtr Dart::InitializeIsolate(const uint8_t* snapshot_data,
//…
if (true) { // replace (FLAG_print_class_table)
I->class_table()->Print();

}
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void ClassTable::Print()  {

+ OS::PrintErr("reFlutter");

+ char pushArr[160000]="";

Class& cls = Class::Handle();

String& name = String::Handle();

for (intptr_t i = 1; i < top_; i++) {

if (!HasValidClassAt(i)) {

continue;

}

cls = At(i);

if (cls.raw() != nullptr) {

name = cls.Name();

+ auto& funcs = Array::Handle(cls.functions());

//…

+ for (intptr_t c = 0; c < funcs.Length(); c++) {

+ auto& func = Function::Handle();  

+ func = cls.FunctionFromIndex(c);  

+ String& signature = String::Handle();  

+ signature = func.Signature();

+ auto& codee = Code::Handle(func.CurrentCode());
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src/third_party/dart/runtime/vm/class_table.cc

+  struct stat entry_info;

+  int exists = 0;

+  if (stat("/data/data/", &entry_info)==0 && S_ISDIR(entry_info.st_mode))  

+  pid_t pid = getpid();

+  char path[64] = { 0 };

+  sprintf(path, "/proc/%d/cmdline", pid);  

+  FILE *cmdline = fopen(path, "r");

+  if (cmdline) {  

+  char chm[264] = { 0 };char pat[264] = { 0 };     char application_id[64] = { 0 }; 

+  fread(application_id, sizeof(application_id), 1, cmdline);

+  sprintf(pat, "/data/data/%s/dump.dart", application_id);  

+     do { FILE *f = fopen(pat, "a+");
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AppSec

• Backend (API Penetration Testing)

• Client-side (Dart)
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~$ adb install release.RE-aligned-debugSigned.apk
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~$ adb -d shell "cat 
/data/data/de.bmw.connected.mobile20.row/dump.dart" > dump.dart
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~$ nano dump.dart
//…
Library:'package:remote_cameras/repository/bmw_crypto/bmw_crypto.dart' Class: Aes {

AesCbc* aesCbc = sentinel ;

Function 'Aes._@10765229738': constructor. String: null { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x000000000000260c

}

Function 'Aes.': static factory. String: null { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x000000000139e774

}

Function 'decryptBytes':. String: null { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x000000000139e3b8

}
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Library:'package:api/authentication/models/authentication_api_endpoints.dart'

{

String deleteToken = eadrax-coas/v1/oauth/token ;

String postToken = eadrax-coas/v1/oauth/token ;

String postTokenIdentifier = eadrax-coas/v1/oauth/token/identifier ;

String smsCnLogin = eadrax-coas/v2/login/sms ;

String sendCnSmsVerificationCode = eadrax-coas/v1/cop/message ;

String postCnToken = eadrax-coas/v2/login/pwd ;

String isSliderCaptchaNeeded = eadrax-coas/v2/cop/is-captcha-needed ;

String postSliderCaptcha = eadrax-coas/v2/cop/slider-captcha ;

String postCheckCaptcha = eadrax-coas/v1/cop/check-captcha ;

String postCnGuestToken = eadrax-coas/v1/glogin ;

String postBindWechat = eadrax-coas/v2/cop/wechat/bind ;

String getUnBindWechat = eadrax-coas/v2/cop/wechat/unbind ;

String postLoginWithWechat = eadrax-coas/v2/login/wechat ;

String postBindAppleId = eadrax-coas/v2/cop/apple/bind ;
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Invisible Proxy



34



35



36

Library:'package:vehicle_mapping_repository/src/api/vehicle_mapping_api_client.dart' 

Class: VehicleMappingApiClient {

Function 'resendVehicleSecurityCode':. String: null { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x00000000019c2850

}

Function 'validateVehicleSecurityCode':. String: null { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x00000000019c2c54

}



37

Segments

readelf -Ws ./libapp.so

Symbol table '.dynsym' contains 6 entries:

Num:    Value          Size Type    Bind   Ndx Name

0: 0000000     0 NOTYPE  LOCAL UND

1: 25cc000 19104 OBJECT  GLOBAL 7 _kDartVmSnapshotInstructions

2: 25d0aa0 0x2c5a060 OBJECT  GLOBAL 7 _kDartIsolateSnapshotInstructions

3: 00001b0 30192 OBJECT  GLOBAL 2 _kDartVmSnapshotData

4: 00077a0 0x25c08a0 OBJECT  GLOBAL 2 _kDartIsolateSnapshotData

5: 0000190    32 OBJECT  GLOBAL 1 _kDartSnapshotBuildId
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Frida

function hookFunc() {

var dumpOffset = '0x3F936F4' // _kDartIsolateSnapshotInstructions + code offset

var argBufferSize = 150

var address = Module.findBaseAddress('libapp.so') // libapp.so (Android) or App (IOS) 

console.log('\n\nbaseAddress: ' + address.toString())
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Attach
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VIN
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dump.dart

Library:'package:user_repository/src/user_repository.dart' Class: ConnectedUserRepository {

//…

Function 'savePin':. String: null { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x000000000125aa0c

}
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PIN Change
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../shared_prefs/FlutterSecureStorage.xml

<?xml version='1.0' encoding='utf-8' standalone='yes' ?>

<map>

//…

<string
name="VGhpcyBpcyB0aGUgcHJlZml4IGZvciBhIHNlY3VyZSBzdG9yYWdlCg_is_jailbreak_warning_disabled">GwD

<string
name="VGhpcyBpcyB0aGUgcHJlZml4IGZvciBhIHNlY3VyZSBzdG9yYWdlCg_analytics_toggle">YIdG4oT75cjbNXR5

<string
name="VGhpcyBpcyB0aGUgcHJlZml4IGZvciBhIHNlY3VyZSBzdG9yYWdlCg_access_token_">fitsdsrm9XPZc7CZ78i

<string

name="VGhpcyBpcyB0aGUgcHJlZml4IGZvciBhIHNlY3VyZSBzdG9yYWdlCg_pin_">O0b6BJm9kRWchaSmuPZcCZ78PZc7
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FlutterSecureStorage

Library:'package:flutter_secure_storage.dart' Class: FlutterSecureStorage {

FlutterSecureStoragePlatform _platform@1401243328 = sentinel ;

Function 'write':. String: null { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x000000000029a7a4

}

Function 'read':. String: null { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x000000000029a248

}

Function '_selectOptions@1401243328':. String: null { 

//…
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Import libapp.so
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write
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write -> invokeMethod
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(MethodChannel) invokeMethod -> classes.dex
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onMethodCall
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Pay

Library:'package:nbu.paisa.gpay.database.conversation/mod/conversation_card_conversation.dart'

Function 'get:id': getter const. (_$ConversationCardConversation@10672202543) => int? { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x00000000015a6248

}

}

Library:'package:nbu.paisa.gpay.url_launcher/src/url_launcher.dart' Class: UrlLaunchException {

Function 'get:message': getter const. (UrlLaunchException) => String { 

Code Offset: _kDartIsolateSnapshotInstructions + 0x0000000001608188

}

}
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Not Supported
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sudo docker run -e WAIT=1000 -e x64=0 -e arm=0 

-e HASH_PATCH=5b97292b25f0a715613b7a28e0734f77 

-e COMMIT=9bcb3bfb0ecbc0ec763ade5f19dd1aa65e88e579 

--rm -iv${PWD}:/t ptswarm/reflutter
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Thank you!

routeros7.1@gmail.com

impact_l




