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How we made our Tinkoff Anti-Phishing SEF_

What do we mean by Anti-Phishing?

Why is it necessary?

Why did we decide to make our own
Anti-Phishing solution?

What problems we faced?
What's next?




What do we mean by Anti-Phishing?

« We simulate phishing attacks on
employees

« We train employees how not to fall
for anti-phishing next time

« We take special measures if an
employee cannot be trained

ATACK =
SIMULATION




s it necessary? After all, we have SOC! AERe

2022

« Any automatic means (mail filtering,

blacklists, attachment analysis, etc.) can
be bypassed

* Phishing can be very targeted and
almost invisible

* You can make very tight technical
restrictions, but it will be difficult for

people to do their job ECESSARY




There are commercial solutions on the market! 3555

2022

PROS

« No need to spend resources on
development

« Can get started quickly

* You can use ready-made templates,
rather than invent

« Contain sophisticated attacks with
advanced "phishing" sites




There are commercial solutions on the market! 3555
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CONS

* Licensed by employees, expensive for
large organizations

* You need to export data to a third-party
system (often to the cloud)

« Emphasis on increasing the
effectiveness of the attacks, and not on

subsequent work with people RESEARCH
« Difficult to integrate with already

implemented systems (for example, with
corporate educational portals)
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Email

From: KoHTponb paboyero sBpemenu <skrv
Sent: Wednesday, July 8, 2020 11:19 PM

To:
Subject: [BA¥XHO] KoHTponb Ha4ana pabo4yero gHa u obuiero BpemeHu pabotbl Ha yaaneHke

YBarkaemble konneru!

HecmoTpsa Ha 1o, 4To Bonbluaa YacTb KomnaHumu paboTaeT cenyac Ha yganeHke, pexxum paboTbl NpogoKaeT peryaImposaTbea
Tpyaosbim gorosopom. OH onpeaenseTt TpeboBaHUA K Ha4any KoHUy pabo4yero gHs, a TakxKe K KonudecTsy oTpaboTaHHbIX 4acos B
OEHb.

Korga mbl paboTtanu B oduce, 3tu aaHHble bpanuce u3 CKY/, ceiyac aHanornyHble gaHHbole cobupatorca us noros VPN. BoT noyemy
KpalHe Ba)KHO HayMHaTb pabounit geHb (T.e. nogkntodatbes K VPN) He no3ke BpemeHn 0603Ha4eHHOro B TpyA0BOM 40TOBOpE.
YTOYHUTD MU U3MEHUTDL BPEMSA HaYano TPYAOBOro AHSA, @ TaKXKe NOCMOTPETb NePCOHaNbHbIM OTYET O KOAUYECTBe OTpaboTaHHbIX
4acos 3a nocnegHue Tpu Heaenn MoxkHo B J/Inyrom kaburere. MpoBepbTe cBOM NoKasatenu!

Obpaljaem BHUMaHMe, YTO K COTPYAHUKAM CMCTEMATUYECKM HE BbINONHAIOWMM HOPMbI No oTpaboTKe BpemeHU (OTMeYeHO KpacHbIM B
oT4yeTe) MoryT BbITb NPUMEHEHbI MEPbI AUCUMNAIMHAPHOIO BO34ENCTBMA BNAOTb A0 YBONbHEHMA.

C ysaxceHuem,
Unbsa KpanusuH

PykoBogutenb cnybbl KoHTpona paboyero BpemeHu
Ten.: +7 (495) 648 1000 (s+. (P
www.tinkoff.ru
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Website on a domain with a typo 3R
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02c87ab20da 2693c5d86e728b9d740381¢c1fb91cd3991401ac8cb4c0fb93c03e1d44ad0d0c864cc426

YuebHasa duILMHroBas araka

370 6bNa dMWMHIOBasA pacceinka. byab BHMMaTeneH!

Tenepb Tebe HY>XHO NPONTU Kypc 0byyeHus, YTObbI HE MonacTb Ha yAO4KY MoLLeHHUKOB. Kypc byaert
Ha3Ha4yeH B MOHeAENbHUK.
bein BBeaeH naposib . Ecnm 310 pelicTBytownii naposib oT TBoei ¥3, npockba cMeHUThb ero.
®uwmHrosas paccbuika 6bina NnoArotToBseHa KOMaHAON nHGopMauoHHon 6esonacHocT TUHBEKOD®,
obpatHas cBa3b -




What's inside?

Hosting
« Phishing Web-site in Public Cloud
« Anti-Phishing Server in
Docker/Kubernetes (on-prem)
Stack
 Python
* Flask
« MongoDB

n



FF
ONE

2022

NO

Campaigns

Home AD Users list Campaigns History Templates ~ USB Data admin ~ Logout

Create campaign

Campaign name

Schedule Info
Schedule Info
Schedule Info
Schedule Info
Schedule Info
Schedule Info
Schedule Info
Schedule Info
Schedule Info
Schedule Info
Schedule Info
Schedule Info

«« « 0-12 »
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Campaign:

Home

Edit
Info

Schedule
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emalil and link to phishing site
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AD Users list Campaigns History Templates > USB Data admin ¥ Logout
Campaign : random users 92
Description :

Campaign sender: - None - Change
Sender:

Aleksey Bochkov < e I . -
Subject:

I

<html>
3apascTByiite.<br>

Edit mail template

™

Trap URL:

Save trap URL Edit landing page Render landing page

13
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Campaign: users

<html>
3apascrsyiite.<br>

Edit mail template

Trap URL:

htps:// A/

Edit landing page | Render landing page

Campaign users

Load users from file (json, csv):

Upload file = Choose file Browse | Parse file
mail department name
Delete
Delete
Delete
Delete
Delete

14



Campaign: scheduler

Home

Edit

Info

AD Users list Campaigns History Templates ~ USB Data

Scheduling type = random

Start  dd.mm.yyyy

End = dd.mm.yyyy

Only not sended users [J Only not assigned users [J

Submit

Remove all scheduled jobs

Schedule:

HH.MM.SS

HH.MM.SS

No jobs scheduled

Add job

2022-08-18 13:40:51

Add job

admin ~

@

Logout
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Campaign: current results

Home AD Users list Campaigns History Templates ~ USB Data

Edit

Schedule

Landing: Sync with trap ~ Attachment: Sync with trap

user_count sended send_error opened_link form_input login_input  attachment_opened opened_link_percent

263 0 15 6 5 0 8.823529411764707 %  3.5294117647058822 % @ p470588235 %

mail fio name department link_ opened form Login
input

X X X

X X X

— - N I vioowv

form_input_percent login_input_percent

send_mail

16.08.2022
15:11:46

Not sended

17.08.2022
11:32:12
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admin ~ Logout

attachment_opened_percent

0.0 %

attachment_opened More

X

info

Show

Show

Show
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Campaign: current results

Home AD Users list Campaigns History Templates ~ USB Data

Edit

Schedule

Landing: Sync with trap ~ Attachment: Sync with trap

user_count sended send_error opened_link form_input login_input  attachment_opened opened_link_percent form_input_percent

8.823529411764707 %  3.5294117647058822 %
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admin ~ Logout

login_input_percent attachment_opened_percent

2.941176470588235%  0.0%

263 170 0 15 6 5 0
mail fio name department link_ opened form Login send_mail attachment_opened More
input info
X X X 16.08.2022 X Show
15:11:46
X X X Not sended X Show
Hil=22:12
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Campaign: compromised employee

Home AD Users list Campaigns History Templates ~
Edit
Sync with traps

Schedule

Mail:

FIO:
Department:
Name:

Last 10 mail link open
16.08.2022 13:18:16

16.08.2022 12:58:31

Form inputs:

date

16.08.2022 13:00:13

USB Data

Form data

login

password

.
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admin ¥ Logout
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Adding a new template {ONE

« Come up with a text that should
motivate employees to click on the link
and enter their credentials

« Approve the idea with HR
 Buy a new domain name (if necessary)

« Set up the appearance for the form on
the phishing site, the text of the email

« Alert SOC about new template

« Set up a campaign

19



HR Approval Issues CONE

« No communication on behalf of HR or
existing departments

* It is advisable not to use resources
similar to startup projects of the
company

« "Sensitive topics" are forbidden:

o Everything about salaries
o "Free lunches for remote workers"

20



Highly effective templates SEF

 "Remote Employee Entry Control
System”

 Requests from "colleagues" to urgently
look at tasks

(expanding the size of the mailbox,

« Messages from "system administrators" s / E’"
your mailbox is blocked, etc.)

EFFECTN‘E

21



Our statistics 3R
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« First campaign: 06.2020

« Over 23598 users have received emails
at least once

« Usually about 40% of employees fall
into the trap (except for "unsuccessful"
templates); 25% average

« An information security course is ‘
assigned to employees who have fallen FIRST TIME
into the trap

22



Re-sending SEF_
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« Over 7682 re-sendings with different
template

 On average 8.6% fall into the trap again
and get one more information security
course

What to do with users who are not able
to learn?

23



Processing untrainable employees: TOPs 2 ONE

« Engaging executives
o Department statistics
o Email template for Executives
 Take the assignhed courses
 Threat of restrictions

24



Processing untrainable employees: restrictions  $ER.
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* Restriction on working with e-mail

o To receive emails from external
senders - create a request to the

first line of support

o The first line of support validates
that the email is normal
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What are our plans? {ERE
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 Frontend redesign

 Convenient deployment and
configuration independent of the

Tinkoff infrastructure

* |Integration with business metrics
regarding employees

26
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Questions?

Want to try it yourself?
a.leonovi@tinkoff.ru
t.me/leonov_av




