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How we made our Tinkoff Anti-Phishing

• What do we mean by Anti-Phishing?
• Why is it necessary?
• Why did we decide to make our own 

Anti-Phishing solution?
• What problems we faced?
• What's next? CRAFT
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What do we mean by Anti-Phishing?

• We simulate phishing attacks on 
employees

• We train employees how not to fall 
for anti-phishing next time

• We take special measures if an 
employee cannot be trained

ATACK
SIMULATION
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Is it necessary? After all, we have SOC!

• Any automatic means (mail filtering, 
blacklists, attachment analysis, etc.) can 
be bypassed

• Phishing can be very targeted and 
almost invisible

• You can make very tight technical 
restrictions, but it will be difficult for 
people to do their job NECESSARY
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There are commercial solutions on the market!

PROS
• No need to spend resources on 

development
• Can get started quickly
• You can use ready-made templates, 

rather than invent
• Contain sophisticated attacks with 

advanced "phishing" sites RESEARCH
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There are commercial solutions on the market!

CONS
• Licensed by employees, expensive for 

large organizations
• You need to export data to a third-party 

system (often to the cloud)
• Emphasis on increasing the 

effectiveness of the attacks, and not on 
subsequent work with people

• Difficult to integrate with already 
implemented systems (for example, with 
corporate educational portals)

RESEARCH
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The scheme
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Email
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Website on a domain with a typo

RESEARCH

unique code
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Boom!

RESEARCH
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What's inside?

Hosting
• Phishing Web-site in Public Cloud
• Anti-Phishing Server in 

Docker/Kubernetes (on-prem)
Stack
• Python
• Flask
• MongoDB INSIDE
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Campaigns

FIRST TIME
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Campaign: email and link to phishing site

FIRST TIME
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Campaign: users
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Campaign: scheduler

FIRST TIME
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Campaign: current results

FIRST TIME
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Campaign: current results

FIRST TIME
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Campaign: compromised employee
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Adding a new template

• Come up with a text that should 
motivate employees to click on the link 
and enter their credentials

• Approve the idea with HR
• Buy a new domain name (if necessary)
• Set up the appearance for the form on 

the phishing site, the text of the email
• Alert SOC about new template
• Set up a campaign

CHECKLIST
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HR Approval Issues

• No communication on behalf of HR or 
existing departments

• It is advisable not to use resources 
similar to startup projects of the 
company

• "Sensitive topics" are forbidden:
o Everything about salaries
o "Free lunches for remote workers" APPROVE
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Highly effective templates

• "Remote Employee Entry Control 
System" 

• Requests from "colleagues" to urgently 
look at tasks

• Messages from "system administrators" 
(expanding the size of the mailbox, 
your mailbox is blocked, etc.)

EFFECTIVE
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Our statistics

• First campaign: 06.2020
• Over 23598 users have received emails 

at least once
• Usually about 40% of employees fall 

into the trap (except for "unsuccessful" 
templates); 25% average 

• An information security course is 
assigned to employees who have fallen 
into the trap

FIRST TIME
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Re-sending

• Over 7682 re-sendings with different 
template 

• On average 8.6% fall into the trap again
and get one more information security 
course 

What to do with users who are not able 
to learn? SECOND TIME
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Processing untrainable employees: TOPs

• Engaging executives
o Department statistics
o Email template for Executives
• Take the assigned courses
• Threat of restrictions

REPORTING
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Processing untrainable employees: restrictions

• Restriction on working with e-mail
o To receive emails from external 

senders - create a request to the 
first line of support

o The first line of support validates 
that the email is normal

RESTRICTIONS
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What are our plans?

• Frontend redesign
• Convenient deployment and 

configuration independent of the 
Tinkoff infrastructure

• Integration with business metrics 
regarding employees

PLANS



Questions?
Want to try it yourself?
a.leonov1@tinkoff.ru
t.me/leonov_av

The presentation used footage from the films of Leonid Gaidai: 
"Kidnapping, Caucasian Style" (1967), "Operation Y and Shurik's Other 
Adventures" (1965), "Ivan Vasilievich Changes Profession" (1973)


