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* For some audits 2

InfraSec part

Just scan Good scan

Collect target range of IP addresses Collect target range of IP addresses 

Start scan Start scan

* Download summary report Explore results and findings

Create tickets to fix / Fix

Check fixing

* Download summary report



* https://glpi-project.org/ 3

Useful tools for good scan process
● Vulnerability scanner
● Inventory system
● Task manager
● Messenger / Mail

Our case:
● Vulnerability scanner => Nessus Professional and Nessus Agents linked to Tenable.io
● Inventory system => GLPI*
● Task manager => Cloud Jira
● Messenger / Mail => Slack

https://glpi-project.org/
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First scan results
500 servers

10 000+ high and critical vulnerabilities
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First attempts of automation
https://github.com/tenable/integration-jira-cloud

https://github.com/tenable/integration-jira-cloud
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Tenable integration for Jira Cloud



7

Tenable integration for Jira Cloud
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Problems and сonclusions
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How we can use automation?

Good scan Automation can be applied

Collect target range of IP addresses Collect needed IP range from inventory system or 
other sources

Start scan Create scan and/or start it

Explore results and findings Extract to some analysis platform

Create tickets to fix / Fix Create remediation tickets to target teams

Check fixing Check fixing and close fixed findings

● Python scripts
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How we can use automation?

Automation can be applied Need to integration with…

Collect needed IP range from inventory system or 
other sources System inventory / cloud / other (VMware, etc.)

Create scan and/or start it Scanner

Extract to some analysis platform Scanner, DefectDojo

Create remediation tickets to target teams Scanner, Task manager, System inventory

Check fixing and close fixed findings Scanner, DefectDojo



11

Integration with cloud
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How we can use automation?

Automation can be applied Need to integration with…

Collect needed IP range from inventory system or 
other sources System inventory / cloud / other (VMware, etc.)

Create scan and/or start it Scanner

Extract to some analysis platform Scanner, DefectDojo

Create remediation tickets to target teams Scanner, Task manager, System inventory

Check fixing and close fixed findings Scanner, DefectDojo
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Integration with Tenable 
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How we can use automation?

Automation can be applied Need to integration with…

Collect needed IP range from inventory system or 
other sources System inventory / cloud / other (VMware, etc.)

Create scan and/or start it Scanner

Extract to some analysis platform Scanner, DefectDojo*

Create remediation tickets to target teams Scanner, Task manager, System inventory

Check fixing and close fixed findings Scanner, DefectDojo

* https://www.defectdojo.org/

https://www.defectdojo.org/
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Integration with Tenable 
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Integration with DefectDojo
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DefectDojo
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How we can use automation?

Automation can be applied Need to integration with…

Collect needed IP range from inventory system or 
other sources System inventory / cloud / other (VMware, etc.)

Create scan and/or start it Scanner

Extract to some analysis platform Scanner, DefectDojo

Create remediation tickets to target teams Scanner, Task manager, System inventory

Check fixing and close fixed findings Scanner, DefectDojo
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Integration with Tenable
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Integration with GLPI
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Integration with Jira
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Airflow
● Python code 
● Scheduler
● Built-in integrations*

○ AWS
○ GCP
○ Slack
○ Jira
○ ...

● Built-in secret store

* https://airflow.apache.org/docs/apache-airflow-providers/packages-ref.html 

https://airflow.apache.org/docs/apache-airflow-providers/packages-ref.html
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Airflow
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3 DAG in Airflow for external scanning
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1 DAG in Airflow for internal scanning
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Current state and further improvements



27

AppSec part
Goals:

● Support different scan types for our codebase
● Clear mechanism for connecting new products to scanners
● Convenient distribution of scan results
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Scan types
Our scans:

● SAST (CodeQL)
● DAST (Burp Suite)
● Dependencies (dependency track)
● Secrets (gitleaks)
● Licenses (dependency track)
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 Scan types
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Scan results organization
Mapping:

● Our product -> DD product type
● Service of product -> DD product linked to product type
● Service scan results -> DD test linked to product
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Scan results organization
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Scan results organization
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Scan results organization
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Scan results organization
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Scan results organization
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Upload results

● Scan uploaders have a shared logic for results distribution in DefectDojo
● This part checks DD project structure and finds or creates needed entity 

(project, engagement, test)
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About DAST
● API discover

○ API analyze
■ Swaggers
■ Custom solution (Parse code to get handler’s parameters)

○ Path params/Headers/URL params/Request bodies
○ Real data - autotests needed

● Authentication
● Session (configurable auth tokens/cookies TTL)
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DAST schema
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Collect handler’s info
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DefectDojo default burp scan import
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DefectDojo default burp scan import
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DefectDojo default burp scan import



43

How we upload DAST results
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How we upload DAST results



45

Some findings 1/3
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Some findings 1/3
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Some findings 1/3
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Some findings 2/3
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Some findings 2/3
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Some findings 3/3
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Some findings 3/3
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About SAST
● Write custom rules to highlight potential vulnerable code
● Support products with autogenerated boilerplate code 

○ e.g. Lombok for Java
● Support connecting for different languages (because codeql needs to build 

sources)



● Teams use Lombok and other libs to not write boilerplate code
● But codeql skipped these files:
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Scan with autogenerated code

● So we need to support these projects
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Scan with autogenerated code
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How we upload SAST results
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How we upload SAST results
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Some rules (controllers w/o auth)
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Some rules (controllers w/o auth)
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Some rules (controllers with unused auth)
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Some rules (controllers with unused auth)
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Current state



Thank you for your attention!






