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whoami

Head of Audit – look through processes and try 
to do it best

Know and share interesting things about 
AppSec at various conferences and meets

Make and train DevSecOps courses
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We will talk..

● What is Threat Modeling?

● What about classical approach to threat modeling? Does it work?

● Devs will never execute threat model requirements, because…

● If you want it precious – do it yourself! with another guys from 
another departments

● Decomposition and visibility – do not forget about it!

● Summary
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CHAPTER 1.
INTRODUCTION
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What is Threat Modeling?

https://en.wikipedia.org/wiki/Threat_model

Threat modeling is a process by which potential threats, such as structural 

vulnerabilities or the absence of appropriate safeguards, can be identified 

and enumerated, and countermeasures prioritized. The purpose of threat 

modeling is to provide defenders with a systematic analysis of what controls 

or defenses need to be included, given the nature of the system, the 

probable attacker's profile, the most likely attack vectors, and the assets 

most desired by an attacker. Threat modeling answers questions 

like “Where am I most vulnerable to attack?”, “What are the most relevant 

threats?”, and “What do I need to do to safeguard against these threats?”.
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What is Threat Modeling?

https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-

spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-

utverzhden-fstek-rossii-5-fevralya-2021-g
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How we do it?

STRIDE

PASTA

DREAD

Threat Dragon

…
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How we do it?

STRIDE

PASTA

DREAD

Threat Dragon

…

To infinity 
and 
beyond!
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What is the purpose?

To have smthg to show 
because we work with personal 
data…
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Well.. what is the real purpose?

To understand what we should protect and how we should 
protect it.

Risk assurance, quality management, threat intelligence etc
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And threat model is …

Just a 100-pages document that will never be read :)

P.S. From start to end:)
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CHAPTER 2.
PROBLEMS&SOLUTIONS
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Major problems

1. Template!
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Major problems

1. Template!

2. People who can’t defend information!
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Major problems

1. Template!

2. People who can’t defend information!

3. People who can’t influence at security!

4. SLANG!

5. 0-Intellectual costs!
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Major problems
5. 0-intellectual costs
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Major problems
5. 0-intellectual costs
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What should we correct?

1. Threat modeling should be “ASAP before” dev stage

2. Do not do it only to compliance specialists

3. Make Threat Modeling a Process – Not a Task in Jira or 
Kaiten
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Keep it simple! Or…

You MUST be compliant!
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Keep it simple! Or…

Show the value of this 
process for another!
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Keep it simple! Or…

Ask for support!
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CHAPTER 3.
OUR CASE



25

Our case

Once upon a time…

We received a request for a threat model. Not 
anyhow - but interesting, which no one has done 
yet!

We went to think and…
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Our case

And we understood one big problem. It is a 
question…
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Our case

And we understood one big problem. It is a 
question…

Why everyone use just threats not a vulns?
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Our case
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Our case
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Our case
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Our case

Угроза Оценка 
критичности Причина угрозы

Способ 
противодействия 
угрозе

Домен MASVS OWASP 
TOP-10 CWE CAPEC

Угроза 

несанкционированного 

доступа к 

конфиденциальным данным 

пользователя в следствии 

некорректного хранения 

данных на устройстве

Высокая

Использование жестко 

заданных учетных 

данных

Не предусмотрена 

возможность 

хардкодить учетные 

данные

Хранение 

чувствительных 

данных

M2 Insecure 

Data 

Storage

CWE-798: Use of Hard-

coded Credentials

CAPEC-191: Read 

Sensitive Constants Within 

an Executable

CAPEC-70: Try Common 

or Default Usernames and 

Passwords

Критическая

Доступ к бэкапу 

неавторизованному 

пользователю

Не предоставлять 

возможность доступа к 

бэкапу

Хранение 

чувствительных 

данных

M2 Insecure 

Data 

Storage

CWE-530: Exposure of 

Backup File to an 

Unauthorized Control 

Sphere

Критическая

Предоставление 

конфиденциальной 

информации 

неавторизованному 

пользователю

Неавторизованному 

пользователю 

предоставляется 

доступ к минимально 

необходимому набору 

данных

Хранение 

чувствительных 

данных

M2 Insecure 

Data 

Storage

CWE-200: Exposure of 

Sensitive Information to an 

Unauthorized Actor

CAPEC-122: Privilege 

Abuse

CAPEC-116: Excavation

CAPEC-13: Subverting 

Environment Variable 

Values

CAPEC-169: Footprinting

CAPEC-22: Exploiting 

Trust in Client

CAPEC-224: 

Fingerprinting

CAPEC-497: File 

Discovery 

CAPEC-290: Enumerate 

Mail Exchange (MX) 

Records

CWE-359: Exposure of 

Private Personal 

Information to an 

Unauthorized Actor

CAPEC-508: Shoulder 

Surfing
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Our case

And mitigation scenario of course!
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Our case

We used:

Patterns database:

MITRE
CAPEC

Threat database:

FSTEC
GOST 58412
…

Vuln database:

CVE (+CVSS 3.0)
Snyk Vulnerability
NVD
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Our case

Threat/vuln database:

FSTEC
GOST 58412
…
And some mind:)

- Secure coding guidelines

- AST reports

- Attacks histories

- ASVS/MASVS

- WSTG/MSTG

- Architecture checklists

- General requirements



What else you can use?
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Summary

1. It’s all better with mental effort!

2. Try to do it process, not a stage

3. Decomposition and visibility – 50% solving 
big problem
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Вопросы, пожелания, комментарии

tg @gazizovasg

sgazizova@swordfishsecurity.com


