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Head of Audit — look through processes and try
to do it best
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Know and share interesting things about ¢ i 5 ¢ i
AppSec at various conferences and meets %

Make and train DevSecOps courses
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What is Threat Modeling?
What about classical approach to threat modeling? Does it work?
Devs will never execute threat model requirements, because...

If you want it precious — do it yeursett with another guys from
another departments

Decomposition and visibility — do not forget about it!

Summary
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CHAPTER L.
INTRODUCTION



What is Threat Modeling? {ERE
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Threat modeling is a process by which potential threats, such as structural
vulnerabilities or the absence of appropriate safeguards, can be identified
and enumerated, and countermeasures prioritized. The purpose of threat
modeling is to provide defenders with a systematic analysis of what controls
or defenses need to be included, given the nature of the system, the
probable attacker's profile, the most likely attack vectors, and the assets
most desired by an attacker. Threat modeling answers questions

like “Where am | most vulnerable to attack?”, “What are the most relevant

threats?”, and “What do | need to do to safeguard against these threats?”.

https://en.wikipedia.org/wiki/Threat_model



What is Threat Modeling?

https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-
spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-
utverzhden-fstek-rossii-5-fevralya-2021-g
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How we do it?




What is the purpose? {ERE
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To have smthg to show
because we work with personal
data...




Well.. what is the real purpose?

To understand what we should protect and how we should
protect it.

Risk assurance, quality management, threat intelligence etc

Q
X

FF

ONE

2022

10



And threat model is ...

Just a 100-pages document that will never be read )

P.S. From start to end:)
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CHAPTER 2.
PROBLEMS&SOLUTIONS
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Major problems

1. Template!

2. People who can't defend information!
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Major problems

1. Template!
2. People who can't defend information!

3. People who can't influence at security!
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Major problems {ERE
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1. Template!
2. People who can't defend information!

3. People who can't influence at security!

4 SLANG: HecaHKUMOHMPOBAHHASA
MoANHUEALNA NOTKN
KOMMYTalMOHHOIO KOHTPONNENa
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Major problems

1. Template!

2. People who can't defend information!
3. People who can't influence at security!
4. SLANG!

5. O-Intellectual costs!
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NO

Major problems

5. O-intellectual costs

1) HOpMATHBHEBIE TpaeoBble akThl Poccuiickoll Mexepanuy, B COOTBETCTBHH C
KOTOPBEIMH CO3MaK0TCA M (DYHKIMOHMPYIOT CHCTEMBI U CETH, coje IHE B TOM
C ((pynrumii) cucrem u cereil, cocras

OaHke JaHHBIX 5€30[1aCHOCTH liHlIlnp i GCTIK Poccun
MOZIeIH yrpo3 Oe3omacHOCTH HH(popMauuH, pazpadbarbiBaeMbie O
YTBETCTBHH C MOMIYHKTOM 4 MYHKT 3
TEXHHY 1y H 3K OMY KOHTPOIIIO, . m [p
Poccuiickoii denepa oT 16 a 20 . Ne '. a Takke 0OTpa

HIIH HHbLIE JOKYMEHTEI,

OCHOBHBIX TPOLECCO 3HEC-TIPOLIEC ua} B par BBITIOJIHCHHSA (hYHKLHI
(MOMHOMO4HIT) HITH _,-'u.teuanemm BHIOB JCATCIBHOCTH obnanarens HHGopMaIm,
([ajiee — OCHOBHBIC (KPUTHYECKHE) IPOLIECCHI);
) OLIGHKH pHcKOoB (yumepda), nposeneHHoil obnanarenem
HH()OPMALHH U (ILIIH) ONIEPATOPOM.

coctase u ap
MOJHOMOYHII M THMAxX AOCTYNA, 0 BHEIIHUX H BHY' penmix nHTep(b
MEHTBl HA CHCTEMBI W CeTH, pa3p: (d KOTOPBIX TIPEIyC
no 3 : undopmauuu  (obecneueHuo 6
HAIMOHAIBHEIMH CTAHJIAPTAMH);
r) JOTOBOPEI, COTMALIEHHS WIH
HCIIO/IE30BAHHS
ueHTpa o0paboTKH [aHHBEIX HIIH
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NO

Major problems

5. O-intellectual costs

IMOMKH

NEPCOHAIBHBIM - [TAHHBIM - COY JJAHHKOB
APCTBCHHOM CTH, YIOJHC HEHHBIX

DecriedeHHs Uﬁl)PUHb[, DE30MACHOCTH H
BEICIIIHX AOITHKHOCTHBIX M

¥ " APYIHX JIML

L M C LEJIbK) He3AKOHHOIO
1630BAHNA BRIYHCITHTENBHEIX MOIHOCTEN.
Hcnone3osanne  BeO-pecypcoB  rocy1apCTBEHHBIX
OPraHOB I8 PaCHpOCTPAHEHHS M VIPABIEHHA
BPENOHOCHEIM MPOrPAMMHEIM 0DeCcreueHeM.

Yreuka uHgOPMALUK OrPAHHYEHHOTO |

OT peajn3:
OezonacHocTH HMHOOPMALMH MOMUIEKAT KOHKPETH3AUMH W MOIYT JIC
JAPYrUMH HETaTHBHBIMH TOCHEACTBHAMH B 3aBHCHMOCT
JesTellbHOCTH, B KOTOPOil ()YHKIIMOHUPYET CHCTEMa U CeTb.
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What should we correct?

1. Threat modeling should be “ASAP before” dev stage
2. Do not do it only to compliance specialists

3. Make Threat Modeling a Process — Not a Task in Jira or
Kaiten
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Keep it simple! Or...

You MUST be compliant!

21



Keep it simple! Or... {ERE
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NalalnpocIo/B03bMY|

00nasen

Show the value of this
process for another!

HeloyayalipUBIIERATD!
Da3paboIuHKOR

fAlcaminoHMMaloYrAEIRARUE
NUCKH
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Keep it simple! Or... {ERE
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BEKTODAMM
Ask for support! Inos

HETBTOlY
JEOANTaR
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CHAPTER 3&.
OUR CASE



Qur case

Once upon a time...
We received a request for a threat model. Not

anyhow - but interesting, which no one has done
yet!

We went to think and...
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Our case

And we understood one big problem. It is a
question...
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Our case

And we understood one big problem. It is a
question...

Why everyone use just threats not a vuins?
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Our case
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Our case

AyTeHTUdMKauMa M ynpasneHne
ceccuaMM

HeAOCTATOUHEA PEaAMIALIMA NAPOALHEX
rpe6oBanmin

262: Not Using Pa

d Brute F

- Rainbow

able Pas




Our case

CAFEC-5% Session Credenti

alsification through Pre

.

Kpuntorpadua

~ 0
e Jo Lo Y |

"-,I_' - F

Psaudo-Random
(FRMNG)
HMcnoabaopanme HEAOCTATOYHD
CAYYAHHBIX 3HAYEHHUH

CAPEC-485: Signa

Recreation

CVWE-330: Use of Insufficiently Randor

I Coocimm radan Sl ifi et o
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Our case

OueHkKa
KPUTUYHOCTU

Bbicokas

Kputuueckas

Yrposa
HeCaHKLMOHMPOBaHHOIO
JocTyna K
KOHUAEeHUMANbHbIM AaHHbIM
nonb3oBaTens B CneacTBum
HEKOPPEKTHOro XpaHeHus
[OaHHbIX Ha YCTpOWNCTBE

Kputuueckas

MpuynHa yrposbl

Mcnonb3oBaHue XecTko
3a4aHHbIX YYETHbIX
DaHHbIX

OocTyn k 63akany
HeaBTOPU30BaHHOMY
nonb3oBaTento

MpepocTaBnexHve
KOHhmaeHLMansHom
nHdopmauum
HEeaBTOPU30BaHHOMY
nonb3oBaTesnto

Cnoco6
npoTUBOAENCTBUSA
yrpose

OWASP

Top10  CWE

OomeH MASVS

He npegycmMoTpeHa
BO3MOXHOCTb
XapaKkoouTb yYeTHble
OaHHble

M2 Insecure e 795: Use of Hard-
Data

coded Credentials
Storage

XpaHeHne
YyBCTBUTEIbHbIX
OaHHbIX

CWE-530: Exposure of
Backup File to an
Unauthorized Control
Sphere

M2 Insecure
Data
Storage

He npegoctaBnstb XpaHeHne
BO3MOXHOCTb JOCTYNa K YyBCTBUTENbHbIX
Gakany NaHHbIX

CWE-200: Exposure of
HeaBTopn3oBaHHOMY

nonb3oBaTento
npefocTaBnseTcs
[OCTYN K MUHUMArbHO
HeobxoanMomy Habopy
OaHHbIX

M2 Insecure Unauthorized Actor
Data
Storage

XpaHeHne
YyBCTBUTEIbHbIX
OaHHbIX

CWE-359: Exposure of
Private Personal
Information to an
Unauthorized Actor

Sensitive Information to an

CAPEC

CAPEC-191: Read
Sensitive Constants Within
an Executable

CAPEC-70: Try Common
or Default Usernames and
Passwords

CAPEC-122: Privilege
Abuse

CAPEC-116: Excavation
CAPEC-13: Subverting
Environment Variable
Values

CAPEC-169: Footprinting
CAPEC-22: Exploiting
Trust in Client
CAPEC-224:
Fingerprinting
CAPEC-497: File
Discovery

CAPEC-290: Enumerate
Mail Exchange (MX)
Records

CAPEC-508: Shoulder
Surfing




Our case

And mitigation scenario of course!

Y MEHA ECTb
MEPEYEHb YIPO3

UX A HE OAM
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Our case

We used:

Patterns database: Threat database:

MITRE
CAPEC FSTEC

GOST 58412

gFF
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Vuln database;

CVE (+CVSS 3.0)
Snyk Vulnerability
NVD

33



Our case

Threat/vuln database:

FSTEC
GOST 58412

And some mind:)

Secure coding guidelines
AST reports

Attacks histories
ASVS/MASVS
WSTG/MSTG
Architecture checklists

General requirements
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1. It's all better with mental effort!
2. Trytodo it process, not a stage

3. Decomposition and visibility - 50% solving
big problem

36
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