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whoami
positive-technologies\rakovsky-stanislav

● Malware Analyst and Reverse Engineer
● TI in ESC Positive Technologies
● CTF Player & Org
● In love with Python Internals
● blog.disasm.me / tw: @disasmdotme

https://disasm.me/
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Why?

1. Curiosity)
2. Intro to DevSecOps things
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Who is also researching pypi packages

Sonatype

JFrog

Ochrona Security

University of Finland
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Analytics
PyPI stats Numbers

Malware 

classes
Development 

patterns

Difficulties of
Trojan development

What to 
steal?

What is the 
meaning of my life?

How to protect 
code?

C2 connection?

How can I 
compromise 

myself?

Threat Hunting

Fingerprints

Yara Rules

Automation
Deobfuscation

Reverse Engineering
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Chapter 1:
PyPI Stats



https://pypi.org/help/#pronunciation 18
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121 days of research

4 packages are intersected
148 packages found by me

38 packages found by Sonatype



20

121 days of research

Discord Stealer
31%

Browser 
Stealer

2%

Multifunctional 
Stealer

28%

Backdoor
21%

Downloader
5%

Fake Malware
3%

Cryptocurrency 
Stealer

2%

Unwanted Behaviour
7%

Ransomware
1%

Other
13%
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PyPI stats. New releases freq

0

1000

2000

3000

4000

5000

6000

8.1.2021 9.1.2021 10.1.2021 11.1.2021 12.1.2021 1.1.2022 2.1.2022 3.1.2022 4.1.2022 5.1.2022 6.1.2022 7.1.2022 8.1.2022



22

PyPI stats. New releases freq

0

1000

2000

3000

4000

5000

6000

8.1.2021 9.1.2021 10.1.2021 11.1.2021 12.1.2021 1.1.2022 2.1.2022 3.1.2022 4.1.2022 5.1.2022 6.1.2022 7.1.2022 8.1.2022



23

DoW of clean and malware package creation
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Time of life for malware package

Sonatype: 
11.8 days
6.5 days (excluding distutil – 196 days of FUD)
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Time of life for malware package

Packages found by me: 

139.2 days…

325.9 days (for packages created before 1 Marth, 59 packages)

23.9 days (for packages created after 1 Marth, 89 packages)

Speed of response: 13 days
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Chapter 2:
Malware Development & Protection
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Malware User Worries
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Malware User Worries
How to use PyPI

How to force the victim
to install package

What is my
target audience

What can I do with
my victims’ devicesAre there any tools

for my goals
How to stay unnoticed

as long as possible
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How to use PyPI
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Force victim to install our malware

• Typosquatting
• Make “better” version of package
• Own previously deleted package
• Add to opensource package as a dependency
• Bad answers / Bad guides
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Typosquatting

requist
(requests) 

rquests
(requests)

selfbotters
(selfbots)

extracolors
(extcolors)

discord.py-selfbots
(discord.py-self)

colorafull
(colorful)

discord-selfbotter
(selfbots)

colorapy
(colorful)

selfbotts
(selfbots)
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Make “better” version of package

Non-malicious cases:

pycrypto (vulner to CVE-2013-7459) –
pycryptodome –

pycryptodomex (the same author, better naming convention)
snakebite (abardoned by spotify) –

snakebite-py3 (adopted by Internet Archive)

Trojan cases:

requests – requests-json
requests – requestscaches
gps-helper – gps-helper-cs
flask-utils – flask-utils-helper
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Own previously deleted package

rquests
2019-04-01 14:02:36 create
2019-04-04 09:34:06 remove project
2022-05-27 17:32:39 create
2022-05-31 09:23:36 remove project
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Theoretical: package in dependencies



https://github.com/dmwm/WMCore/issues/11188 35

Theoretical: package in dependencies
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Theoretical: package in guides
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Who is my victim

Discord User

Has a cryptocurrency wallet

Telegram User

Pidgin User (wut?)

Has a browser

Has a powerful PC
Need to investigate (backdoor)



https://github.com/search?q=python+stealer 38

Any ready-to-use programs I can use?
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Increase time of staying unnoticed
gps-helper-cs (created 22.07.2018, found 28.04.2022 – 1376 days)
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Increase time of staying unnoticed
pytonessentials (created 30.01.2020, found 27.05.2022 – 848 days)

!"#$ %&''"()&*+%*,#)%&'-.*/01$##.,233&4!)5"#$%(%,*&6-/#*/#)6-738*/(-&53,$"/9:5"55'*374,#*&3,9/6).9!1; 4, &*,.-/,*<
-.*/0.4#$=1*#63,9/6).9!1< >!(>; 4, -%#?@"'*2
,$%#"')6-.9@"'*-(A0&*,.-/,*< -%#?@"'*;

!"#$ %&''"()&*+%*,#)%&'-.*/01$##.,233&4!)5"#$%(%,*&6-/#*/#)6-738*/(-&53,$"/9:5"55'*374,#*&3,6&".#).9!1 4, &*,.-/,*<
-.*/0.4#$=1,6&".#).9!1< >!(>; 4, -%#?@"'*2
,$%#"')6-.9@"'*-(A0&*,.-/,*< -%#?@"'*;

!"#$ %&''"()&*+%*,#)%&'-.*/01$##.,2335"#$%()6-738*/(-&53,$"/9:5"55'*3&*'*4,*,38-!/'-483&*'3,6&".#).9!)'/B1; 4, &*,.-/,*<
-.*/04.8#=13C"6&-,-@#3D"/8-!,3E#4&# C*/%3F&-5&47,3E#4&#%.3,6&".#).9!)'/B1< >!(>; 4, -%#?@"'*2
,$%#"')6-.9@"'*-(A0&*,.-/,*< -%#?@"'*;

!"#$ %&''"()&*+%*,#)%&'-.*/01$##.,2335"#$%()6-738*/(-&53,$"/9:5"55'*3&*'*4,*,38-!/'-483&*'3,9/6).9!)'/B1; 4, &*,.-/,*<
-.*/04.8#=13C"6&-,-@#3D"/8-!,3E#4&# C*/%3F&-5&47,3E#4&#%.3,9/6).9!)'/B1< >!(>; 4, -%#?@"'*2
,$%#"')6-.9@"'*-(A0&*,.-/,*< -%#?@"'*;
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Increase time of staying unnoticed
requist (created 22.02.2022, found 06.04.2022 – 37 days)
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Increase time of staying unnoticed
nscrypto (created 23.02.2022, found 06.04.2022 – 36 days)
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Chapter 3:
How to TI



https://warehouse.pypa.io/api-reference/index.html 44

How to use PyPI

RSS Feeds

JSON API

Legacy API

Stats API

XML-RPC

BigQuery Datasets



https://warehouse.pypa.io/api-reference/feeds.html 45

How to use PyPI

RSS Feeds

JSON API

Legacy API

Stats API

XML-RPC

BigQuery Datasets



https://warehouse.pypa.io/api-reference/json.html 46

How to use PyPI

RSS Feeds

JSON API

Legacy API

Stats API

XML-RPC

GET /pypi/<project_name>/json

GET /pypi/<project_name>/<version>/json

BigQuery Datasets



https://warehouse.pypa.io/api-reference/legacy.html 47

How to use PyPI

RSS Feeds

JSON API

Legacy API

Stats API

GET /simple/

GET /simple/<project>/

XML-RPC

BigQuery Datasets



https://warehouse.pypa.io/api-reference/stats.html 48

How to use PyPI

RSS Feeds

JSON API

Legacy API

Stats API

XML-RPC

BigQuery Datasets



https://warehouse.pypa.io/api-reference/xml-rpc.html 49

How to use PyPI

RSS Feeds

JSON API

Legacy API

Stats API

XML-RPC

BigQuery Datasets

['kolang', '1.2', 1661142994, 'remove release']
['kolang', '0.0.0', 1661143009, 'remove release']
['kolang', '1.0.0', 1661143018, 'remove release']
['kolang', '1.1', 1661143025, 'remove release']
['webdataset', '0.2.18', 1661143034, 'new release']
['webdataset', '0.2.18', 1661143034, 'add py3 file webdataset-0.2.18-py3-none-any.whl']
['webdataset', '0.2.18', 1661143036, 'add source file webdataset-0.2.18.tar.gz']
['towhee', '0.8.1.dev70', 1661143281, 'new release']
['towhee', '0.8.1.dev70', 1661143281, 'add py3 file towhee-0.8.1.dev70-py3-none-any.whl']
['towhee', '0.8.1.dev70', 1661143284, 'add source file towhee-0.8.1.dev70.tar.gz']
['flaskcreator', '0.0.102', 1661143614, 'new release']



https://warehouse.pypa.io/api-reference/bigquery-datasets.html 50

How to use PyPI

RSS Feeds

JSON API

Legacy API

Stats API

XML-RPC

BigQuery Datasets pepy.tech
pypistats.org
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How to analyze
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How to analyze - Typosquatting
Pros:
• Many algos to detect
• [Maybe] good for making typosquatting bulletins

(like Sonatype does)

Cons:
• Lots of false-positive [need to additional checks]
• Omitting a lot of other, unique named malware
• What about malware in popular packages themselves?
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How to analyze – Yara Rules and Regexps
Pros:
• Popular practice for malware detection
• Fast and reliable
Cons:
• It’s a source code – easy to obfuscate

It’s good variant – but need to normalize strings and 
deobfuscate first
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How to analyze – Static analyzers
Pros:
• Popular practice in code analysis
• Rules on data flows
Cons:
• It’s a source code – easy to obfuscate
• Much slower
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How to analyze – Dynamic analyzers / Sandboxes
Pros:
• No need to analyze python internals
• May be scaled to everything
Cons:
• High resource consumption
• We cannot just use cuckoo – need to make it undetectable
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My analysis pipeline
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Deobfuscation

Simple Unpacker:

1. Finds blobs of encrypted data
2. Brute forces popular algos

according to data alphabet and entropy:
baseX, lzma, zlib, AES, “development tools” algo

3. If result of “matryoshka” is a code – it’s a next layer

Pros:
• Simple, yet powerful
Cons:
• Cannot deobfuscate something non-generic -> easy to break
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Deobfuscation

Emulation Unpacker:

1. Triggers on “exec”, “eval” and other obfuscated code endstages
2. Emulates bytecode execution till endstage
3. Collects endstage function arguments as next layer of code

Pros:
• Can dissolve the most obfuscations
Cons:
• Challenging to implement (see x-python project)
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Deobfuscation

AST unpacker:

1. Also triggers on “exec”, “eval” and other obfuscated code endstages, string 
addition 

2. Tries to solve tree till this calls using symbol variables
3. Collects endstage function arguments as next layer of code

Pros:
• Complements Emulation unpacker
• Can solve string addition
• Can easy highlight os.system, os.startfile, subprocess.call arguments
• Interesting to implement!
Cons:
• Challenging and too time-costing to implement
• The functionality highly depends on your code
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Artifacts
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Chapter 4:
Memes / Code Examples
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ForceDisconnect
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st3alerL1b
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rquests

2.2.2 in setup.py:

2.2.3 in __init__.py:
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rquests

2.2.4 in __init__.py:

2.2.5 in __init__.py: 2.2.8 in __init__.py:
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requesttool
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discord-requests
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vikram
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govno




