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Try binwalk

Partitions

_ulmg.part.extracted
_ulmg.part2.extracted
_ulmg.romfs.extracted

_ulmg.romfs2.extracted
_ulmg.uboot.extracted
_ulmg.web.extracted
_ulmg.web2.extracted
ulmg.kernel
ulmg.kernel2
ulmag.part
ulmag.part2
ulmg.romfs
ulmg.romfs2
ulmg.uboot
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Name Cs Offset Size Mask_flags
mini-Boot 0 0x0000000000000000  0x0000000000280000 RW
U-Boot 0 0x0000000000340000  0OXxO0000000000CO000 RW
hwid 0 0x0000000000400000  OXxO000000000100000 RW
dgs 0 0x0000000000500000  0x0000000000100000 RW
syslog 0 0x0000000000600000  0x0000000000700000 RW
config 0 0x0000000000D00000  OXO000000000700000 RW
backup 0 0x0000000001400000  0x0000000000700000 RW
updateflag 0 0x0000000001BO0000  OXxO000000000100000 RW
partition 0 0x0000000001CO0000  OXxO000000000100000 RW
product 0 0x0000000001DO0000  0x0000000000500000 RW
Kernel 0 0x0000000002200000  0xO000000000700000 RW
web 0 0x0000000002900000  0x0000000000A00000 RW
romfs 0 0x0000000003300000  0xO000000001900000 RW
aewb 0 0x0000000004C00000  0x0000000000200000 RW
backpart 0 0x0000000004E00000  OXxO000000000100000 RW
backproduct 0 0x0000000004FO0000  OXxO000000000500000 RW
backkernel 0 0x0000000005400000  0x0000000000700000 RW
backweb 0 0x0000000005B00000  0xO0000000000A00000 RW
backromfs 0 0x0000000006500000  0x0000000001900000 RW
backaewb 0 0x0000000007E00000  0x0000000000200000 RW
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print((int)off 2101BF14, "U-Boot 2010.06-svn8208 (Aug 04 2020 - 13:07:25)");
sub_2101B2B4();
sub_210173C4();
V@ = sub_2102C6EC();
vl = dword 2101BF18;
if ( vo )
{
print2uart((const char **)"dgsBufStart:0x%08x\n", vO);
*(_QWORD *)&v25[v1l] = (unsigned int)vO;
¥
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int _ fastcall Bootm_handler(char **al, int a2, int a3, int Args)

{
int result; // re

result = bootm_try(al, a2, a3, Args);
if ( result )

{
if ( !check_autotest_var() )

{

print2uart((const char **)"first bootm return error, retry use decrypto\n");

*((_DWORD_*)off 2100F8BC + 1) = O;
if ((do_decrypto()))

{

print2uart((const char **)"retry bootm decrypto return error\n");
sub_2102CF18(0, ©, 0, 0);
}
}

return bootm_try(al, a2, a3, Args);

}

return result;
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int do_decrypto()

{

unsigned __int8 *env_var; // r5
int v1; // ro

unsigned __int8 *v2; // r4

char *v3; // r5

int v4; // r4

int allign_size; // ro

int v6; // r4

env_var = (unsigned __int8 *)get_env_var("fileaddr");
vl = get_env_var("filesize");
if ( lenv_var )

{

print2uart((const char **)"do_decrypto addr = NULL\n");
return OxXFFFFFFFF;

}

v2 = (unsigned __int8 *)vi;

v3 = (char *)atoi(env_var, ©, ©x1eu);

if ( lv2)

{
print2uart((const char **)"do_decrypto size = NULL\n");

return OXFFFFFFFF;

}
v4 = at01(v2 0, exleu),

alllgn = i ).
lock aes_decrypt(v3, v3, allign_size + v4);)

1f ( Vo)

print2uart((const char **)"do_decrypto block_aes_decrypt error\n");

return v6;
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int _ fastcall block_aes_decrypt(char *dst_addr, char *src_addr, unsigned int size)
{

int bl_cnt; // [sp+14h] [bp-24h] BYREF

char key[32]; // [sp+18h] [bp-20h] BYREF

memset(key, @, ©x10);

bl ¢cnt = 0;

if ( firmware_get _key(key) )
print2uart( " firmware_get key is faild !\n");

if ( aes_setkey(key, ©x10, ©) )
print2uart("set key factors error !\n");

if ( (aes_process(src_addr, size, dst _addr, size, ©x10u, 1, &bl cnt) & Ox80000000) != 0 )
print2uart(“u-boot encrypt file\n");

return ©;

n



U-BOOT: FW KEY

int _ fastcall firmware_get_key(char *key_result)

_BYTE *len_ssc325; // re@

sha256_calc ctx; // re

sha256_calc ctx_; // r@

int v5; // r2

char *v6; // r2

int cnt; // r3

char last_byte; // t1

char calced_sha[32]; // [sp+@h] [bp-198h] BYREF

int cur_sha_inst[11]; // [sp+206h] [bp-178h] BYREF

char datad4sha[256]; // [sp+96h] [bp-188h] BYREF

memset(calced sha, @, sizeof(calced sha));

memcpy_©O(datadsha, ptr datadsha, sizeof(datadsha));
len_ssc325 = strlenE"ssc325"5;

memcpy_@(datadsha, "ssc325", len _ssc325);
sha256_starts(cur_sha_inst);
ctx.sha_cur_val = cur_sha_inst;
ctx.sha_data = datadsha;
sha_update(ctx, ©x1eeu);
ctx_.sha_cur_val = cur_sha_inst;
ctx_.sha_data = calced_sha;
sha_digest(ctx_, v5); 4—-—-’/
v6 = cur_sha_inst;
for ( cnt = @; cnt != @x10; ++cnt )
{

last_byte = *--v6;

key result[cnt] = last_byte ”~ calced_sha[cnt];

}

dword_21021F20
dword_21021F24
dword_21021F28
dword_21021F2C
dword_21021F30
dword_21021F34
dword_21021F38
dword_21021F3C

DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD

Ox6A09E6E7
OxBB67AE85
Ox3C6EF372
OxAS4FF53A
Ox510E527F
0x9BO5688C
Ox1F83D9AB
©x5BEBGCD19
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0x6a09e667
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int _ fastcall firmware_get_key(char *key result)
{
_BYTE *1len_ssc325; // re
sha256_calc ctx; // re@
sha256_calc ctx_; // ro
int v5; // r2
char *v6; // r2
int cnt; // r3
char last_byte; // t1
char calced_sha[32]; // [sp+6h] [bp-198h] BYREF
int cur_sha_inst[11]; // [sp+20h] [bp-178h] BYREF
char datad4sha[256]; // [sp+96h] [bp-1088h] BYREF

memset(calced sha, @, sizeof(calced sha));

memcpy_O(datadsha, ptr datadsha, sizeof(datadsha));
len_ssc325 = strlenE"sscBZS"s;
memcex_e(data4sha, "ssc325", 1en_ssc325);
sha256_starts(cur_sha_inst);
ctx.sha_cur_val = cur_sha_inst;
ctx.sha_data = datadsha;

sha_update(ctx, ©xleeu);

ctx_.sha_cur_val = cur_sha_inst;
ctx_.sha_data = calced _sha;
sha_digest(ctx_, v5); 4——//

v6 = cur_sha_inst;

for ( cnt = @; cnt != @x10; ++cnt )

{

last_byte = *--v6;
key_result[cnt] = last_byte "~ calced_sha[cnt];

}
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bytearray(open(os.path.join(KEY_FOLDER, "sha init data.bin™), "rb").read())
ciphertext = open(fileddecrypt, "rb").read()
secure_str = b"ssc225
src_key _array = bytearray(open(os.path.join(KEY_FOLDER, "aesFactors.bin™), "rb").read())
If:r idx, val in ent v~(secure_str):|
datadsha[idx] = val
m = hashlib.sha256()
m.update(datadsha)
sha_result = m.digest()
print("sha256:", sha_result)L
orint(“sha256_halfl:", sha_result[:ex1e])
orint(“sha256_half2:", sha_result[6x16:6x20][::-1])
fw_key = bytes(a”b for (a, b) in zip(sha_result[:0x18], sha_result[éx16:0x26][::-1]))
orint("Fw key:",fw_key)

13
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unsigned int __ fastcall aes_setkey(char *key, int fw_key_len int _ fastcall set_slot_val_by_default(char *slot_offset, unsigned int size, int slot)

{ {
char *slot_offset; // r7

int v6; // r8
int *struct_for_slot; // r8
int cnt; // r4

if ( lkey ) int i; // r3
return @xFFFFFFFF; int s // ré
. ’ char IV[16]; // [sp+Ch] [bp-18h] BYREF
if ( (fw_key_len - 1) > OxF ) char src_ptr[32]; // [sp+1Ch] [bp+6h] BYREF
return OXFFFFFFFF; char Key[32]; // [sp+3Ch] [bp+28h] BYREF
if ( slot > 2 ) int exp_key[61]; // [sp+5Ch] [bp+40h] BYREF
return OxFFFFFFFF; memset(src_ptr, @, sizeof(src_ptr));
slot_offset = (Ox210D1D90 + Ox20 * slot) ; e if ( !slot_offset || size <= Ox1F )
if ( set_slot_val by default(slot offset, @x20u, slot) ) return OxFFFFFFFF;
t —0 FFFFFFFF'— - memset(Key, ©, sizeof(Key));
return ox ) memset(exp_key, ©, Ox26);
memcpy_1(slot_offset, key, fw_key_len); if ( slot )
return 0; t
if ( slot I=1)
{
if ( slot == 2)
{
. . . . . . . . . . . struct_for_slot = g_slot2_setup;
gslotl setup  DCD 0x37, Ox(C, 0x26C, Ox29E, 0x398, 0x2C, 0x193, Bx195, GxAD, Bx3B2, @66, Ox334, @x348, OXI2F, OxX3C4, 0x77, B33 goto LABEL_10;
; DATA XREF: set_slot_val_by_default:loc_2103A536%To
; set_slot_val by default+5Efo ... }
DCD 0x271, Ox16, Ox1A6, Ox4D, 0x21, Ox3A6, Ox20A, 0x92, Ox185, Ox251, Ox276, Ox3A7, 0x3D7, Ox1E3, 4; 0x11 return OxXFFFFFFFF;
g_slot@_setup DCD @x375, @x282, OxD9, Bx269, 0x381, 0x156, Ox17A, Ox2EC, @x160, OxBS, Ox75, 0x257, 0x3A9, @x398, Ox7A, Ox3A7, OX: }
; DATA XREF: set_slot_val_by default:loc_2103A52EtTo _ .
; set_slot_val_ by default+56%To ... struct_for_slot = g_slotl_setup,
DCD Ox172, ©x30B, 0x305, 8x232, 0x27B, 0xD3, Ox14C, @x1C2, Ox28A, Ox151, @x122, Bx15C, 0x15B, 0x284, 0x352; Ox11 }
g_slot2_setup DCD Ox33F, 0x360, 0x163, OxE@, Ox2AA, 0x219, 3, 0x33D, 0x286, Ox17C, @x35, Ox7D, Ox15, Ox172, Ox23F, 0xB7, 0x14, 0; else
; DATA XREF: set_slot_val by default+4Ato {
cat clatr wual ho Aafandl+oAErA

struct_for_slot = g_slot@_setup;

}
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do

src_ptr[cnt] = InterArrayy[cnt] + 1 + ((struct_for_slot[cnt] + ©x258) >> 1);
++cnt;

while ( cnt != @x20 );

sub_2103A484((unsigned int)exp_key, (int *)Key);
vE = 93

memset_O(Key, @, sizeof(Key));

memset_@(exp_key, ©, 0x26);

for (1 =0; 1 !=0x1e; ++i )

Key[i] = 1 + ©x20; // make KEY for decrypt KEY_AES_FW
for ( 7 =0; 7 !=0x10; ++J )
IV[3] = ©exé5; // make IV
do
{
Key[i] = 7 + ex13; // make KEY for decrypt KEY_AES_FW
++7;

while ( j != ox20 );
if ( (expand_key((unsigned __int8 *)Key, ©x100, exp_key) & ©x80000000) == @ )// expand aes key
{
encrypt_aes(exp_key, (int)src_ptr, @x2e, IV, slot offset);// decrypt KEY_AES_FW
memset_O(exp_key, @, sizeof(exp_key));
memset_@(Key, ©, sizeof(Key));
memset_@(IV, ©, sizeof(IV));
}

DCB ©oxC4, ©x58, ©xDB, ©0x30, 0x48, OxF4, 0x78, ©0x19, Ox9E, 5, 0x74, OxF3, OxB7, ©0x24, ©x45, ©x75, OxB6, 3, Ox93, 0x18;
; DATA XREF: set slot val by default:loc 2163A53CTo
; set _slot val by default+68To ...

DCB 0x34, OxA3, ©0x42, Ox4F, Ox3C, ox6C, OxE0, ©x14, OxF, ©x79, Ox26, Ox42; 0xl4

NO
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def make kev slot(src key array

key = bytearray(
for i in rai ;,(_”-_)
key[i] = (i+96x28)
for i in range(©x10, ©x20):
key[i] = (i+8x12)
;“i‘t( key:", key)
iv x10*b
( iv:", 1v)
data = bytearray(0x20)
for 1 in range(©x20):

tmpl = struct.unpack("<B

data[l] (tmpl + 1 + tmp
int( :ete:”J data)
aes_encrypt(data,

M
-

o
o
"]
-3
r+
L)
=
rt

Il

src_ slot array)

", src_key_array[i:i+1])[@]
tmp2 = ((struct.unpack( <L"

print(“ciphertext:”, c1phertext)

print("End generate key slot

return ciphertext

, src_slot _array[i*4:i*4+4])[0] + ©x258) >> 1)
2) & OxFF
key, iv)
VUS -C. ______ ‘)
key = bytearray(make key slot(src_key array,
for i, v in enumerate(fw_key):
key[i] = v

orint("AES key:", key)
iv = get_iv(©@)

src_slot_array))
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tmp_rc_addr = src_addr;
decrypted_size = 0;

step_bytes = CntBlock << 9;

while ( decrypted_size < src_size )

{

if ( src_size - decrypted_size <= Ox1FF )

if (one ==1)
return OxXFFFFFFFF;

memcpy_1(v25, &src_addr[decrypted_size], src_size - decrypted_size);

tmp_rc_addr = v25;
}

src_ptr = (unsigned int)tmp_rc_addr;
memset_O(IV, O, sizeof(IV));
memcpy_1(IV, (char *)&aes_bl_round, 4);

dst_ptr = (unsigned __int8 *)&dst_addr[decrypted_size];

if ( one )
decrypt_aes(expand_key, src_ptr, @x2e0, IV, dst_ptr);
else
encrypt_aes(expand_key, src_ptr, 0x200, IV, (char *)dst_ptr);

decrypted size += 0x200;

¥ ( CntBlock )
a )

if ( src_size <= decrypted_size )
break;

v1le = &dst_addr[decrypted_size];

vl7 = &src_addr[decrypted_size];

if ( step_bytes >= src_size - decrypted_size )
step_bytes = src_size - decrypted_size;

decrypted_size += step_bytes;
memcpy_1(v16, v17, step bytes); // pacuudpoeka Yepes 610K

tmp_rc_addr = &src_addr[decrypted_size];
++aes_bl_round;

FF
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aes bl round = ©
plaintext = bytearray()
print("Decrypting..........")
AES_BLOCK_SIZE = 0x200
for 1 in range(@, len(ciphertext), AES_BLOCK_SIZE + skip_decrypt_bytes):

aes bl end = i+AES_BLOCK SIZE

datal = ciphertext[i:aes_bl_end]

data2 = ciphertext[aes_bl end:aes_bl end+skip_decrypt_bytes]
plaintext.extend(aes_decrypt(datal, key, get iv(aes_bl round)))
plaintext.extend(data2)

aes bl round += 1

rint("Decrypting DONE")
en("result aes”, "wb").write(plaintext)

17



U-BOOT: AES KEY AR e

l Array AES 1 j [ Array AES 2 I ( Array AES 3

\

MAGIC |<—| Array AES
Array for sha 325 i
¢ /@ = 202122232425262728292a2b2c2d2e2f232425262728292a2b2c2d2e2f303@

AES-CBC-256  |&——00
SHA-256 iv = 656565656565656565656565656565@

)

KEY(0x20)
RESULT_LO KERNEL

v

encrypt
@ —» | fw_key(0x10)
RESULT_HI AES-CBC-256 encrypt
AES KEY(0x20)

@= DWORD(no_blk) + 656565656565656565656565

18
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« AES-CBC 256 bits
« Skip by 0x200/0x400 bytes

/_\ X « |V =struct.pack("<L", no_blk) + 12 * b'\x00'

MAGIC |®—| ArrayAES |

| ArayAES1 || ArrayAES2 | | Array AES3

‘ Array for sha ‘ $5C325 1
¢ @: 202122232425262728292a2b2c2d2e2f232425262728292a2b2c2d2e2f303@
AES-CBC-256 \ -
SHA-256 iv = 65656565656565656565656565656565

_—
v

RESULT_LO KERNEL

@__. I:”"‘I - « aesFactors.bin

encrypt encrypt . keyE nvHand.bin

AES KEY(0x20) / | |

@: DWORD(no_blk) + 6565656565656565656565@

AES-CBC-256

'_.

RESULT_HI

H

keyKernelHand.bin

encrypt

+ keyRootfsHand.bin

|

« sha_init_data.bin




THEIR MANNERS

SSH password: 7ujMko0 + <password_cam>

v34 = strncmp("ZUgMke8", (const char *)&Pass
if ( 'v34 )
{
v35 = s1°
_snprintf_chk(JustPass, 0x80, 1);
BYTE2(v74) =
LOWORD(v74) =

zONE

2022

word, 7u);

Encryption key for config file

if ( sub _6B538(a4, "VTHRemoteIPCInfo") )
v16 = ["DHRDENFR"; |

else
v16 =]|"MWPZWIGS";

vl7 = *y16;

https://github.com/mcw0/Tools/blob/master/DahuaConfigBackupDecEnc.py

20



QR CODE

SSH connect:

help &
getDatelnfo cmd:

root” ~# ssh admin@192.168.1.108
admin@1vyZ.108.1.108's password:

JSON Parse Failed, Try again

JSON Parse Failed, Try again

Date&Time: Jul 17 2020 10:16:25

Revision: 80062

Enter 'help' for a list of commands (dsh)

#help
Support Commands:
shell help getDatelInfo

diagnose
Please set UTF-8 character encoding format in terminal for displaying Qrcode

#help

Support Commands:

shell help getDatelInfo
diagnose

Please set UTF-8 character encoding format in terminal for displaying Qrcode
#getDatelnfo

Sat Feb 1 0:19:50 UTC 2000

Q
\

FF
ONE

2022
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CMD: shell

VFF
{ONE

2022

https://svsh.dah6.com/svsh.htmlI?

v=2&

u=1&
t=FZdfNVEo0zOi5yZjTClaFGHN8H3Y%2BEQEFB%2Fuuv4G%2F60sgPrliQfVGQzDjTFQWNKrQ
aSSrePDFvgHM74RCXD%2BqaOegivbgKKAgI3PsXObXUcuBANpctF%2F8FO1QFjf8jz3%2F
NFS5NEL3AgXvocxtSHzBVCaCaF3T35mcPKic358iagHIIc%2FLYtUBKROMNKafRjT5K
UJINcC5txHIUISOtLtr%2BuQHeKerpTmI5nUSAgLFOat8yr7C5%2B3N%2FETIODYV%2B%2Fj41D
duP1gmJzNOmMPBs%2FvyOulJL%2F7z3YRs4J6PC6IG051%2FezGyT6X6TNYVKC84rR9kJ0Zz
CAMtT4B9AHIpCAeLFiCIXg%3D%3D

V —always 2
U - Domain Accounts

T - RSA_encrypt(QR_struct)
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QR code structure generation: QR structure:

outBuf->DomainAccNo = Domain_Accounts; - Two
outBuf->two = 2;

_ « DomainAccNo
outBuf->MAC_H = *(_DWORD *)MAC;

outBuf->MAC_L = *(_WORD *)(MAC + 4); .+ MAC_H
outBuf->gCurTime = gCurTime; . MAC.L
result = rand32(); .
outBuf->selfPtr = (int)outBuf; * gCurTime
serial = (int *__shifted(QR_GENCODE,®©x12))outBuf->serial; . Serial[15]

v9 = SeriallD;

ADJ(serial)->random = result; * Rand32

do « selfPtr

{ « Empty_field_29

tmp = *vO++;
*serial++ = tmp;
}
while ( v9 != SeriallID + 3 );
*(_WORD *)serial = *(_WORD *)v9;
AD](serial)->serial[2] = *((_BYTE *)vS + 2);

23
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URL generation:
rsa_encode_pub(gr_struct, (int)enc_buff, encode_len), * RSA encrypt just 0x29 bytes
encode_len 1 = sub_14414((int)enc_buff, encode_len, enc_buff_2, 2 * encode_len),
len = snprintf( « RSA-2048
char *)url_s, .
519, Jurl_ « Random padding
"https://svsh.dah6.com/svsh.html?v=%d&u=%d&t=", .
qr_struct->two, Create URL
qr_struct->DomainAccNo), .
lurl_encode((const char *)enc_buff_ 2, encode_len_ 1, (int)url_s + len, v1@ - len)) ) Create QR code
Verify user code:
bool _ fastcall VerifyCode(QR_GENCODE *gQrGen, const void *pass)
{
int DomainAccNo; // r5 MD5(QR)
unsigned int shift; // rl - Shift = Magic(DomainAcc)

char ascii_md5_hash[33]; // [sp+4h] [bp-34h] BYREF
*+  md5_result[shift] == user_code

memset(ascii_md5_hash, @, sizeof(ascii_md5_hash));
if ( !'gQrGen || !'pass || gQrGen != (QR_GENCODE *)gQrGen->selfPtr )

return 9;
DomainAccNo = gQrGen->DomainAccNo;
MD5((char *)gQrGen, ascii_md5_hash);
shift = reverse_bits(DomainAccNo, ©x18u);

return memcmp(&ascii_md5_hash[shift], pass, 8u) == 0;
24
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@R structure(OxZDD\/leSA encrypt(OxZQ))\_/v( Create URL

Vo
011

/ DahuaServer {[

')

RSA decrypt

)\

(< MD5

)

MagicShift )

/

( UserCode(0x08) )

ZT
m

25
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ROOT OF TRUST?



ROOT OF TRUST e

2022
??

N
[ m';: ;-:;_) ot cksm32
J N\
4 N\
mini-Boot
crc32, unpack
art2
P2 N
e ~
preUboot crc32
. IR
s N
u-Boot RSA sign
\ y,
-
preKernel unpack
.
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mini-Boot

part1 cksm32

mini-Boot
crc32, unpack
partZ /‘W 4 p
J
e A
preUboot crc32
—_

u-Boot

RSA sign

preKernel

FF
ONE

2022

NO

UART log:

IPL fd8e347

D-0a

S17MB <'h---------------- FNBth1‘VEEr 5
BISTO 0001-OK

Load IPL_CUST from SPINAND

CIS in Block00

Match CIS ID( c8 01 )

B1lsize 00004780
Checksum OK

IPL CUST fdge347

runEBOOT ()

CIS in Block00

Match CIS ID( c8 01 )
ChkHealthy: 0003: 0007: 0000
ChkHealthy: 0004: 0007: 0000
ChkHealthy: 0005: 0007: 0000

Load BL from SPINAND

UART debug:

Load BL from SPINAND
-Verify CRC32 failed!
calc crc32=0xgrislsry
header dcrc=0xe2e0bc2l

28
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The End



