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AGENDA
• Getting firmware

• Unpack firmware

• Decrypt firmware

• Their manners

• Shell with QR

• Root of trust

• Questions



GET FIRMWARE
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GETTING FW
Try binwalk

Partitions

_uImg.part.extracted
_uImg.part2.extracted
_uImg.romfs.extracted

_uImg.romfs2.extracted
_uImg.uboot.extracted
_uImg.web.extracted

_uImg.web2.extracted
uImg.kernel

uImg.kernel2
uImg.part

uImg.part2
uImg.romfs
uImg.romfs2
uImg.uboot
uImg.web

uImg.web2 
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PARTITIONV2.TXT
Name Cs Offset Size Mask_flags

mini-Boot 0 0x0000000000000000 0x0000000000280000 RW
U-Boot 0 0x0000000000340000 0x00000000000C0000 RW
hwid 0 0x0000000000400000 0x0000000000100000 RW
dgs 0 0x0000000000500000 0x0000000000100000 RW

syslog 0 0x0000000000600000 0x0000000000700000 RW
config 0 0x0000000000D00000 0x0000000000700000 RW
backup 0 0x0000000001400000 0x0000000000700000 RW

updateflag 0 0x0000000001B00000 0x0000000000100000 RW
partition 0 0x0000000001C00000 0x0000000000100000 RW
product 0 0x0000000001D00000 0x0000000000500000 RW
Kernel 0 0x0000000002200000 0x0000000000700000 RW
web 0 0x0000000002900000 0x0000000000A00000 RW
romfs 0 0x0000000003300000 0x0000000001900000 RW
aewb 0 0x0000000004C00000 0x0000000000200000 RW

backpart 0 0x0000000004E00000 0x0000000000100000 RW
backproduct 0 0x0000000004F00000 0x0000000000500000 RW
backkernel 0 0x0000000005400000 0x0000000000700000 RW
backweb 0 0x0000000005B00000 0x0000000000A00000 RW
backromfs 0 0x0000000006500000 0x0000000001900000 RW
backaewb 0 0x0000000007E00000 0x0000000000200000 RW



DECRYPT KERNEL

6



7

KERNEL
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U-BOOT
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U-BOOT: DECRYPT KERNEL
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U-BOOT: DECRYPT KERNEL
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U-BOOT: DECRYPT KERNEL
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U-BOOT: FW KEY
SHA-256 constants
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U-BOOT: FW KEY
SHA-256 constants
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U-BOOT: AES KEY



15

U-BOOT: AES KEY
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U-BOOT: AES KEY
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U-BOOT: AES PROCESS

• AES-CBC 256 bits
• Skip by 0x200 bytes
• IV = struct.pack("<L", no_blk) + 12 * b'\x00'
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U-BOOT: AES KEY
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KERNEL: DECRYPT ROMFS

• AES-CBC 256 bits

• Skip by 0x200/0x400 bytes

• IV = struct.pack("<L", no_blk) + 12 * b'\x00'

• aesFactors.bin

• keyEnvHand.bin

• keyKernelHand.bin

• keyRootfsHand.bin

• sha_init_data.bin
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THEIR MANNERS
SSH password: 7ujMko0 + <password_cam>

Encryption key for config file

https://github.com/mcw0/Tools/blob/master/DahuaConfigBackupDecEnc.py
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QR CODE

SSH connect:

help & 
getDateInfo cmd:
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QR CODE
CMD: shell

https://svsh.dah6.com/svsh.html?

v=2&

u=1&

t=FZdfNVEoz0i5yZjTC1aFGHn8H3Y%2BEQEFB%2Fuuv4G%2F60sgPrliQfVGQzDjTFQWNKrQ

aSSr6PDFvqHm74RCXD%2BqaOegivbqKKAgI3PsXObXUcuBAnpctF%2F8FO1QFjf8jz3%2F

nF5nEL3AgXvocxtSHzBVCaCaF3T35mcPKic358iagHllc%2FLYtUBkROmnKafRjT5K

UJJNcC5txHlUJS0tLtr%2BuQHeKerpTml5nUSAgLFOat8yr7C5%2B3N%2FE1ODYv%2B%2Fj41D

duP1qmJzN0mPBs%2FvyOuJL%2F7zJYRs4J6PC6lGo5I%2FezGyT6X6TnYVKC84rR9kJ0Zz

CAmtT4B9AHIpCAeLFiCJxg%3D%3D

V – always 2

U - Domain Accounts

T – RSA_encrypt(QR_struct)
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QR CODE

QR structure:

• Two

• DomainAccNo

• MAC_H

• MAC_L

• gCurTime

• Serial[15]

• Rand32

• selfPtr

• Empty_field_29

QR code structure generation:
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QR CODE

• RSA encrypt just 0x29 bytes 

• RSA-2048

• Random padding

• Create URL

• Create QR code 

• MD5(QR)

• Shift = Magic(DomainAcc)

• md5_result[shift] == user_code

URL generation:

Verify user code:
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QR CODE



ROOT OF TRUST?
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ROOT OF TRUST
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ROOT OF TRUST
UART log:

UART debug:



The End


